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LEGAL DISCLAIMER 

The designations employed and the presentation of material in this publication do not imply the expression of any opinion whatsoever 
on the part of INTERPOL concerning the legal status of any country, territory, city or area, or of its authorities, or concerning the 
delimitation of its frontiers or boundaries. The designations of country groups are intended solely for statistical or analytical convenience 
and do not necessarily express a judgment about a particular country or area. Reference to names of firms and commercial products and 
processes does not imply their endorsement by INTERPOL, and any failure to mention a particular firm, commercial product or process 
is not a sign of disapproval. 

All reasonable precautions have been taken by INTERPOL to verify the information contained in this publication. However, the published 
material is being distributed without warranty of any kind, either expressed or implied. The responsibility for the interpretation and use 
of the material lies with the reader. In no event shall INTERPOL be liable for damages arising from its use. 

INTERPOL takes no responsibility for the continued accuracy of the information or for the content of any external website. 

INTERPOL has the right to alter, limit or discontinue the content of this publication. 
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FOREWORD 

Today, technology τ especially the Internet τ is intrinsic to our daily 
lives; we use it to control critical infrastructures, conduct financial 
transactions, manage travel networks, communicate with one another, 
shop, and entertain ourselves. 

Without it, governments and business would have to profoundly change 
how they operate, and our daily lives would be unrecognisable. 

Before 2020, many countries were still in the process of transforming 
into digital economies and becoming smart nations. 

The COVID-19 pandemic has accelerated the digital transformation and 
is forcing both public and private sectors into digitalization, changing the 
ways that we work, learn, shop, and bank. 

By accelerating digital transformation, it has also given cybercriminals new opportunities to attack the computer 
networks and systems of individuals, businesses and even global organizations. Digital and physical 
vulnerabilities may increase in the hardware and software environments due to rise in connectivity between 
businesses and their employees, working and connecting from home, giving the cybercriminal larger attack 
surfaces to target. 

Cybercrime today is not the same as yesterday, and it will also not be the same as tomorrow. There will always 
be new hybrids of cybercrime methodologies emerging. 

Indeed, the lines between physical and online worlds have blurred, creating an environment in which they are 
almost inseparable. 

When securing a city, a hospital, or a bank, we can no longer only talk about controlling the movement of people 
in, out and around them. Criminals are able to enter unseen and undetected, or lock you out of your systems or 
networks never leaving the safety of their own home or country. 

Under the mandate of reducing the global impact of cybercrime and protecting communities for a safer world, 
Lb¢9wth[ /ȅōŜǊŎǊƛƳŜ 5ƛǊŜŎǘƻǊŀǘŜΩǎ ŎƻǊŜ activity is to collect, store, process, analyse, evaluate and disseminate 
cyber intelligence to better support member countries in understanding cyberthreats nationally, regionally and 
globally. 

As part of these efforts, I am proud to present the second edition of the ASEAN Cyberthreat Assessment produced 
by the ASEAN Cybercrime Operations Desk, or in short, the ASEAN Desk. This report provides analysis and insights 
on the latest cyberthreat landscape faced by ASEAN member countries. With the aim of protecting digital 
economies and communities in ASEAN, the report also highlights strategies and the proposed way forward for 
law enforcement communities in the region. 

In addition to cyberthreats such as ransomware, phishing and Remote Access Trojan malware, different types of 
cyber frauds are highlighted in this report as the latter, in particular, presents a persistent problem to the ASEAN 
region. Indeed, as soon as it was captured on our radar, the ASEAN Desk was able to lead on-the-ground action 
against cybercriminals committing this type of crime by developing a plan for multi-jurisdictional actions and 
coordinating a joint operation codenamed Killer Bee. 

With a good understanding of the unique challenges and needs of ASEAN, the increased operational support and 
sharing of proactive intelligence by the ASEAN Desk will better support member countries in the region. 

I hope this report will help to provide a better understanding of the regional cyberthreat landscape to devise a 
prioritized and targeted response to cybercrime threats. 

 

 

 

Craig Jones 
Director of Cybercrime 
INTERPOL 
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ABBREVIATIONS AND ACRONYMS 
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ASEAN Desk   INTERPOL ASEAN Cybercrime Operations Desk 
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BEC   Business E-mail Compromise 

CaaS   Crimeware-as-a-Service 

CARs   Cyber Activity Reports 

CERTs    Computer Emergency Response Teams 

CII   Critical Information Infrastructure 

CnC/C2   Command-and-Control server 

DDoS   Distributed Denial-of-Service 

DNS    Domain Name System 

EU    European Union 

FBI    Federal Bureau of Investigation 

HTTPS   Hypertext Transfer Protocol Secure 

IC3   Internet Crime Complaint Center 

IGCI    INTERPOL Global Complex for Innovation 

IoT   Internet of Things 

IP   Internet Protocol 

IRC   Internet Relay Chat 

ITRC   Identity Theft Resource Center 

JAIF   Japan-ASEAN Integration Fund 

OSINT   Open-Source Intelligence 

P2P   Peer-to-peer 

PhaaS   Phishing-as-a-Service 

POS    Point-of-sale 

PPP    Public private partnership 

RaaS   Ransomware-as-a-Service 

RAT   Remote access tool 

SMEs   Small and medium-sized enterprises 

SSL   Secure Sockets Layer 

STPs   Standard tactical plans 
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EXECUTIVE SUMMARY 

The globalized world, with growing economies and fast-evolving technology, 
poses an increasing threat to a multitude of actors ς governments, businesses, 
and citizens. Today, anyone is a potential victim of cybercrime. 

Cybercriminals use globalized Information Communication Technology to 
commit cybercrime, unrestrained by geographical boundaries and causing an 
enormous impact on the global economy. Cybersecurity experts project the 
total net cost of cybercrime to grow by 15 per cent per year over the next five 
years, reaching USD 10.5 trillion annually by 2025, up from USD 3 trillion in 
2015.1 

A report published by the International Monetary Fund stated that cyber risks 
are the "new threat to financial stability" and called for help to develop 
cybersecurity capacity in low-income countries.2 

Cybercrime has become a multi-billion-dollar industry, and the profits are 
appealing to traditional crime syndicates interested in diversifying their 
criminal activities by including use of the virtual ecosystem for communication 
and money exchange, but also for committing cybercrime. 

One increasingly prevalent transnational cybercrime which does not require 
any sophisticated technical skill, but which causes victims huge monetary loss, 
is Business E-mail Compromise (BEC). 

In the United States of America alone, almost half of the reported losses 
received by ǘƘŜ C.LΩǎ Internet Crime Complaint Center (IC3) in 2019 ς an 
estimated USD 1.77 billion ς were generated by BEC.3 

In 2020, the COVID-19 pandemic did not only accelerate the digital transformation of countries, but also created 
a surge in malicious cybercrime. Capitalizing on the coronavirus to steal personal information and credentials, 
cybercriminals gained access to networks which they then exploited for financial gain. 

Cybercriminals have also taken advantage of the fact that more people accessed the Internet with mobile devices 
(that are often left unprotected) to enable remote working, shopping and transactions in the wake of COVID-19. 
This made users vulnerable to becoming targeted because attackers were taking a more customized approach 
and targeting specific geographical areas, industries and businesses and were also taking advantage of the desire 
for more COVID-related information. 

Notwithstanding the impact that the COVID-19 pandemic has had on our cyberthreat landscape, the volume of 
cybercrime has always shown an upward trend and will continue to rise exponentially in the future. This is due 
to a range of drivers, but is also facilitated through Crimeware-as-a-Service (CaaS) that puts cybercriminal tools 
and services in the hands of a wider range of threat actors ς even the non-technical, and as such, anyone can 
become a cybercriminal with minimal investment. 

Cybercriminals are in fact more organized than many would expect as they share resources and expertise to their 
advantage. In order to counter cybercriminals more effectively both today and in the future, the public and 
private sectors need to work together closely to share information and expertise to counter the increasing 
threats posed by cybercrime and, as such, INTERPOL strives to connect the dots and facilitate collaboration 
between law enforcement agencies and the private sector by sharing proactive intelligence and expertise. 

The ability to access information causes a redistribution of power from the powerless to the powerful. It is 
therefore crucial for law enforcement agencies to stay ahead of criminals by understanding new trends and 
responding with innovative solutions. 

                                                 
1 Globenewswire (https://www.globenewswire.com/news-release/2020/11/18/2129432/0/en/Cybercrime-To-Cost-The-

World-10-5-Trillion-Annually-By-2025.html) 
2 IMF (https://blogs.imf.org/2020/12/07/cyber-risk-is-the-new-threat-to-financial-stability/) 
3 FBI (https://www.fbi.gov/news/stories/2019-internet-crime-report-released-021120) 

https://www.globenewswire.com/news-release/2020/11/18/2129432/0/en/Cybercrime-To-Cost-The-World-10-5-Trillion-Annually-By-2025.html
https://www.globenewswire.com/news-release/2020/11/18/2129432/0/en/Cybercrime-To-Cost-The-World-10-5-Trillion-Annually-By-2025.html
https://blogs.imf.org/2020/12/07/cyber-risk-is-the-new-threat-to-financial-stability/
https://www.fbi.gov/news/stories/2019-internet-crime-report-released-021120
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²ƛǘƘ Řŀǘŀ ŘǊŀǿƴ ŦǊƻƳ Lb¢9wth[Ωǎ member countries and private partners, and research conducted by the 
ASEAN Desk, this report provides a comprehensive analysis of the cyberthreat landscape in the ASEAN region. 
This report has identified the following as some of the more prominent cyberthreats in 2020 and beyond: 

¶ Business E-mail Compromise campaigns continue to top the chart with businesses suffering major 
losses, as it is a high-return investment at a low cost and risk. Data drawn from our private partners 
show that the use of information stealers has been declining over the last couple of years, but 
comparatively, the use of Remote Access Trojans has been growing. This shift suggests, among other 
reasons, that the cybercriminals behind BEC are becoming more sophisticated, technically proficient 
and able to leverage different types of tools to achieve their aims. 

 
¶ Phishing. Cybercriminals are exploiting the widespread use of global communications on 

COVID-19-related information to deceive unsuspecting victims. Malware, spyware and Trojans have 
been found to be embedded in interactive COVID-19 maps and websites. There was a rise in the number 
of spam e-mails which deceive users into clicking on links that download malware onto their computers 
or mobile devices. 

 
¶ Ransomware. The number of cybercriminals targeting hospitals, medical centres and public institutions 

for ransomware attacks increased rapidly. Cybercriminals believe that there will be a higher success rate 
given the current medical crisis in many countries. Other critical infrastructures, including the energy 
sector, are not spared. 

 
¶ E-commerce data interception poses an emerging and imminent threat to online shoppers and can 

easily obtain various different commodities, which lowers consumer confidence in the security of online 
payments. Different kinds of malware, such as JS-sniffers in the underground forum, not only enable 
cybercriminals to launch malicious campaigns against e-commerce platforms with ease, but evolving 
functionalities also make it even more challenging to detect and investigate. 

 
¶ Crimeware-as-a-Service (CaaS) is any computer program or set of programs designed to facilitate illegal 

activity online. Spyware, phishing kits, browser hijackers, keyloggers and more, are all available to 
attackers through CaaS. 

 
¶ Cyber scams. Cybercriminals have been capitalizing on people's anxiety and countriesΩ economic 

recessions brought about by the pandemic. With the increase in online transactions and as more people 
have to work from home, cybercriminals have revised their online scams and phishing schemes with 
phishing e-mails about COVID-19, some of which even impersonate government and health authorities 
to lure victims into providing their personal information and downloading malicious content. 

 
¶ Cryptojacking continues to be used by cybercriminals. The price increase in cryptocurrency, coupled 

with the ubiquitous increase in the number of Internet of Things (IoT) devices, provide cybercriminals 
with a greater attack surface from which to launch their cryptojacking campaigns. They exploit the 
increasing number of vulnerabilities with evolved tactics and advanced mining malware to achieve 
maximum illicit gains. 

 
With a mandate to reduce the global impact of cybercrime, protect communities and connect police for a safer 
world, INTERPOLΩǎ Regional Cybercrime Strategy for ASEAN sets out the OrganizationΩǎ ƪŜȅ ǇǊƛƻǊƛǘƛŜǎ ŀƴŘ ǇǊƛƴŎƛǇƭŜǎ 
in combating cybercrime in ASEAN countries. The Strategy, delivered through the ASEAN Desk and the ASEAN Cyber 
Capacity Development Project (ACCDP), is underpinned by the following four pillars: enhancing cybercrime 
intelligence for effective responses to cybercrime; strengthening cooperation for joint operations against 
cybercrime; developing regional capacity and capabilities to combat cybercrime; and promoting good cyber hygiene 
for a safer cyberspace. These pillars shape the way forward for the ASEAN Desk to effectively coordinate joint action 
against cyberthreats in the ASEAN region. 
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1. Current developments in Southeast Asia 

 
 
The ASEAN region, home to abundant natural resources, ƛǎ ƻƴŜ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ ǇǊƻŘǳŎŜǊǎ ƻŦ ŀƎǊƛŎǳƭǘǳǊŀƭ 
goods. Today, the region is a thriving hub for global manufacturing and trade. Notwithstanding income 

inequality, citizens of ASEAN member countries have generally become more affluent with rising GDP4 in each 

country over the last two decades with combined regional GDP more than quintupled, from USD 613.551 billion 
in 2000 up to USD 3.11 trillion in 2020. 

The agricultural, industrial, manufacturing, export and service sectors are the main contributors to the rising 
GDP. However, with ASEAN focusing on economic initiatives driven by digital technology and innovation-related 
industries, the electronics and technology sectors (industrial robots, cloud computing, big data analytics, 
Software-as-a-Service (SaaS), social media applications, and the Internet of Things, etc.) are also emerging as 
strong contributors. Digital technology will continue to expand as economies mature. 

With a combined GDP of more than USD 3.11 ǘǊƛƭƭƛƻƴΣ ǘƘŜ !{9!b ǊŜƎƛƻƴ ƛǎ ǘƘŜ ǿƻǊƭŘΩǎ ǎŜǾŜƴǘƘ ƭŀǊƎŜǎǘ ƳŀǊƪŜǘ. It 
is predicted that the ǊŜƎƛƻƴΩǎ combined GDP will exceed USD 4 trillion by 2022. The ASEAN region has a total 
population of 663.47 million, which makes it ǘƘŜ ǿƻǊƭŘΩǎ ǘƘƛǊŘ most populous market. 

 

 

                                                 
4  GDP (current) in USD. Source: International Monetary Fund. 
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Internet penetration in Southeast Asia is relatively high 
compared to global rates. 

According to the 2020 Global Digital Report,5 the 
average Internet penetration rate in Southeast Asia is 
about 66 per cent. It has been growing rapidly over the 
past few years and shows no signs of slowing down. At 
the higher end of the spectrum, the Internet 
penetration rate is 95 per cent in Brunei; 88 per cent in 
Singapore; 83 per cent in Malaysia; 75 per cent in 
Thailand; 70 per cent in Vietnam; 67 per cent in the 
Philippines; and 64 per cent in Indonesia. At the lower 
end of the spectrum, in Laos and Myanmar, the 
penetration rate is 43 per cent and 41 per cent 
respectively. 

Indonesia and Cambodia have the highest absolute growth in the region, each with a 17 per cent and 15 per cent 
increase in users. Users in the Philippines and Thailand spent the most amount of time per day on the Internet: 
between nine and 10 hours. 

On a separate note, average social media penetration in Southeast Asia is about 63 per cent. 

With the ASEAN region seeing exponential growth in the digital technology sector, particularly financial 
technology and e-commerce, there is an increasing demand for Internet and broadband services. In terms of the 
competitive landscape, the region is considered to be one of the most competitive markets in the world, where 
global investors predominate. 

However, this increasing reliance on the Internet has created a large number of security threats that can cause 
immense damage. It impedes trust and resilience in the digital economy, which will prevent the region from 
realizing its full digital potential if nothing is done. Criminal networks operate across the world, coordinating 
complex attacks against their targets in a matter of minutes. Statistics on threats to computer networks are 
sobering and reflect the shift from the relatively innocuous spam of yesteryear to more malicious threats today. 

 
 

 

                                                 
5  2020 Digital Global Report (www.wearesocial.com). 
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2. Significant Cyber Incidents in 2020 

The year 2020 was both challenging and unpredictable. It was a year when society restructureŘ ǇŜƻǇƭŜΩǎ Řŀƛƭȅ 
lives, work, shopping and schooling. The COVID-19 pandemic has led governments and businesses to speed up 
digital transformation. Although this transition has its benefits and will bring immense potential in the long run, 
cybercriminals are quick to exploit the situation to their advantage. 

The year 2020 was also yet another wake-up call for many to invest in securing their cyberspace. While many 
businesses are being heavily impacted by the pandemic, cyber incidents also lead to huge financial losses due to 
the loss of business activity and the hefty fines imposed by government regulatory bodies for failing to protect 
data, which may put companies out of business. Even so, cyberattacks have resulted in negative impacts on 
individuals and even nations, ranging from threats to life, depression, regulatory fines or disruption to daily 
activities. Cyberattacks and data breaches have been ranked among the critical risks to economic development. 
On average, the cost of a data breach is USD 3.86 million, and the average time to identify and contain a breach 
is about 280 days.6 

Ransomware continues to plague businesses and consumers, with indiscriminate campaigns pushing out 
significant volumes of malicious e-mails. 

In the past, cybercriminals have targeted various industries, especially the oil, energy, and e-commerce sectors, 
from which they have gained huge financial benefits. In 2020, the healthcare industry became the main focus, 
with cybercriminals targeting system vulnerabilities in hospitals, healthcare centres, vaccine manufacturers and 
laboratories for which they demanded a ransom. 

It is undeniable that cyberattacks against critical infrastructure are becoming one of the fastest-growing forms 
of cybercrime with the globalization of infrastructures and the increasing number of connected and centralized 
control systems. 

The impact of cyberattacks 
on critical infrastructure 
does not only cause loss to 
ǘƘŜ ƴŀǘƛƻƴΩǎ ŜŎƻƴƻƳȅ; it 
actually erodes public 
confidence in critical 
services as well as in the 
government. 

Cyberattacks also cause 
disruption to national or 
global economic systems 
and stability, thus 
presenting one of the most 
serious national security 
challenges. 

Some of the most serious 
data breach incidents 
which occurred in the 
ASEAN region in 2020 are 
shown in Figure 6. 

 

 
Besides the cyberattacks and data breaches, there is also an increase in COVID-19-related online fraud, including 
the sale of medical equipment and personal protective equipment. 

Compared with 2019, there is a marked increase in the number of online scammers who are impersonating 
government officials from the Ministry of Health and other agencies, chiefs of police and other notable officials 
to obtain peopleΩǎ confidential details by fraudulent means. 

                                                 
6 IBM (https://www.ibm.com/sg-en/security/data-breach). 

Figure 6: Major known cyber incidents in 2020 
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