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LEGAL DISCLAIMER

The designations employed and the presentation of material in this publication dionpbt the expression of any opinion whatsoev
on the part of INTERPOL concerning the legal status of any country, territory, city or area, or of its authorities, aincptiver
delimitation of its frontiers or boundaries. The designations of countoygs are intended solely for statistical or analytical conveniel
and do not necessarily express a judgment about a particular country or area. Reference to names of firms and commaeaotsahph
processes does not imply their endorsement by INTER&TdLany failure to mention a particular firm, commercial product or proc
is not a sign of disapproval.

All reasonable precautions have been taken by INTERPOL to verify the information contained in this publication. Hopebéishbe
material is béng distributed without warranty of any kind, either expressed or implied. The responsibility for the interpretation an
of the material lies with the reader. In no event shall INTERPOL be liable for damages arising from its use.

INTERPOL takes no respibility for the continued accuracy of the information or for the content of any external website.

INTERPOL has the right to alter, limit or discontinue the content of this publication.
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FOREWORD

Today, technology especially the Internet is intrinsic to our daily
lives we use it to control critical infrastructures, conduct financi
transactions, manage travel networks, communicate with one anot
shop, andentertain ourselves.

Without it, governments and business would have to profoundly chal
how they operateand our daily lives would be unrecognisable.

Before 2020many countrieswere still in the proess of transforming
into digital economies and becong smart natios.

The COVIR9 pandemichasacceleratedhe digital transformation and
isforcingboth public and private sectoisto digitalization changinghe
ways that we work, learn, shop, and bank.

By accelerating digital transformation, it has also given cybercriminals new opportunities to attack the computer
networks and systems of individuals, businesses and even global organizations. Digital and physical
vulnerabilities may increase in the hardsgaand software environments due to rise in connectivity between
businesses and their employees, working and connecting from home, giving the cybercriminal larger attack
surfaces to target.

Cybercrime today is not the same as yesterday, and it will alsbeithe same as tomorrowThere will always
be new hybrid of cybercrime methodologiesmerging

Indeed the lines between pisical and online worldsaveblurred, creating an environment in which they are
almost inseparable.

When securing a city, a hospital, a bank, we can no longer only talk about controlling the movement of people
in, out and around themCriminals are able to enter unseen and atetted, or lock you out of your systems or
networks never leaving the safety of their own home or country.

Under the mandate of reducing the global impact of cybercrime and protecting communities for a safer world,
Lbe¢owt h[ [/ &0 SNDNI activity & loNBl€ot] Rohe] piio€eSsianalyg8eNdSaluate and disseminate
cyber intelligence to better support member countries in understanding cyberthreats nationally, regionally and
globally.

As part of these efforts, | am proud to present the seconiti@d of the ASEAN Cyberthreat Assessment produced
by the ASEARYybercrime Operatior@esk or in short, the ASEAN De8kis report provides analgsand insights

on the latest cyberthreat landscape faced BSEANnember countries. With the aim of proteog digital
economies and communities in ASEAN, the report also highlights strategies apgosedway forwardfor

law enforcementommunitiesin the region.

In addition to cyberthreats such as ransomware, phishingRemdote Access Trojamalware,different types of
cyber frauds are highlighted in this report as the latter, in particular, pressepersistent problem to the ASEAN
region.Indeed, as soon as it was captured on our radar, the ASEAN Desk was able totleadranind action
against cpercriminals committing this type of crime by developing a plan for muitsdictionalactionsand
coordinatinga joint operationcodenamed Killer Bee

With a good understanding of the unique challenges and needs of AStgAN¢cteased operational support and
sharing of proactive intelligendey the ASEAN Deskll better support member countries the region.

I hope this report will help to provide a better understanding of the regional cyberthreat landscape to devise a
prioritized and targeted response to cybercrime threats.

Craig Jones
Director of Cybercrime
INTERPOL
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EXECUTIVE SUMMARY

Theglobalized world, with growing economies and fasblving technology,
poses an increasing threat to a multitude of actqgovernments, business,
and citizens. Today, anyoiga potential victim of cybercrime.

Cybercrininals use globalizedinformation Communication Technology
commit cybercrime, unrestrained by geographical boundaries eagsingan
enormousimpact onthe global economyCybersecurity expertproject the
total net cost of cybercrime to grow by 15 pegnt per year over the next five
years, reachingSD10.5 trillion annually by 2025, up frotdSD3 trillion in
20151

A reportpublished bythe International Monetary Fund statl that cyber risk
are the "new threat to financial stability" and called for help to develop
cybersecurity capacity in leimcomecountries?

Cybercrime has become a mutillion-dollar industry, andthe profits are
appealing to traditional crime syndicatesterested in diversifying their
criminal activitiedy includng use ofthe virtual ecosystem for communication
andmoney exchange, but algor committingcybercrime.

One increasingly prevalent transnational cybercrimdich does not require
anysophisticated technical skibbut whichcausessictimshuge monetary loss
is Business-mail Compromis¢BEG.

In the United States of Americalone almost half of the reported losses
received byl KS  @terheQ@rime Complaint Center (IC3) in 204@n
estimatedUSDL.77 billiong were generatedoy BEC

In 2020, the COVHDI pandemic did not only accelerate the digital transformatiéreountries,but also creatd
a surge in maliciousybercrime. Capitalizing on the coronavirus to steal personal information and credentials
cybercriminas gained access to networkahich they thenexploitedfor financial gain.

Cyberciminals havelsotaken advantage of the fact that more people aceslthe Interne with mobiledevices
(that are often left unprotectefito enable remote working, shopping and trandaosin the wake of COVHD9.
This made users vulnerable becomingtargeted becauseattackerswere taking a more custorméd approach
andtargeting specifigeographical areasndustries and businessaad were alstaking advantage of the desire
for more COVIBelated information

Notwithstandingthe impact thatthe COVIEL9 pandemicas had onour cyberthreat landscapé¢he volume of
cybercrime has alwayshown anupward trend and will continue to rise exponentially in the futufdéis isdue
to a range of drivers, bus also facilitated througlCrimevare-as-a-Service (CaaS) that putybercriminakools
andservicedn the hands of a wider range of threat actargven the nortechnical,and assuch anyone can
become acybercriminalwith minimal investment.

Cybercriminalsare in fict more organized than manyould expectas theyshare resources and expertise to their
advantage.In order to counter cybercriminals more effectivddpth today andin the future the public and
private sectors needo work together closely to share information and expertise to counter the increasing
threats posed by cybercrimand, as suchINTERPOL striw¢o connect thedots and facilitate collaboration
between lawenforcement agencies artie private sectoiby sharing proactive intelligence and expertise.

The ability to access information causesedistribution of power from the powerless to the powerful. It is
therefore crucial for lanenforcement agencies to stay ahead of criminals by understanding new trends and
responding with innovative solutions.

1 Globenewswirelfttps://www.globenewswire.com/newselease/2020/11/18/2129432/0/en/Cybercrim&o-CostThe
World-10-5-TrillionrAnnuallyBy-2025.htm)

2 IMF pttps://blogs.imf.orq/2020/12/07/cyberrisk-is-the-new-threat-to-financiatstability/)

3 FBI ttps://www.fbi.gov/news/stories/2019internet-crime-report-released021120



https://www.globenewswire.com/news-release/2020/11/18/2129432/0/en/Cybercrime-To-Cost-The-World-10-5-Trillion-Annually-By-2025.html
https://www.globenewswire.com/news-release/2020/11/18/2129432/0/en/Cybercrime-To-Cost-The-World-10-5-Trillion-Annually-By-2025.html
https://blogs.imf.org/2020/12/07/cyber-risk-is-the-new-threat-to-financial-stability/
https://www.fbi.gov/news/stories/2019-internet-crime-report-released-021120

2 AGK RFGF  RNI ¢ ymefbeRcguntiesbahdprivatd gaihars and research conducted by the
ASEAN Desk, this report provides a compreheraiadysisof the cyberthreattandscapen the ASEANegion
Thisreport has identified the following as some of there prominent cyberthreats in 220 and beyond

1 Business #nail Compromisecampaigns continue to top the chart with businessesdfering major
losses, as iis a highreturn investmentat alow cost and riskData drawn from our private partners
show thatthe use of information stealers has been declining over &t couple of years, but
comparativelythe use ofRemote Acces¥rojans has been growingThis shiftsuggests, among other
reasonsthat the cybercriminals behind BEC decomingmore sophistiated, technicallyproficient
and ableto leveragedifferent types of toolsto achieve their aims.

1 Phishing Cybercriminals areexploiting the widespread use of global communications on
COVIEL9-related information to deceive unsuspecting victimMalware, spyware and Trojans have
been foundto beembedded in interactiv€OVIBL9 maps and websites. There wasserin the number
of pam emailswhich deceivaisers into clickingn linksthat download malwarento their computers
or mobile devices.

1 RansomwareThe number of ghercriminaldargetinghospitals, medicatentresand public institutions
for ransomware attackscreasedapidly. Cybercriminals believe that there will be a higher success rate
given the current medical crisis in many countri@sher critical infrastructuresncludingthe energy
sector, are not spared.

1 Ecommerce data interceptiorposesan emerging and imminerthreat to online shoppersand can
easilyobtainvariousdifferent commaodites,whichlowersconsumerconfidencen the securityof online
payments Different kinds of ralware, such aslSsniffers in the underground forupmot only enable
cybercriminals to launch malicious campaigns agairstramerce platformawith ease but evolving
functionalitiesalsomake it even more challengirig detect and investigate

I Crimewareasa-Service(Caa%is any computer program or set of programs designed to facilitate illegal
activity online. Spyware, phishing kits, browser hijackers, keyloggers and arerall available to
attackers through Caas.

1 Cyberscams Cybercriminalshave been capitating on people's anxiety andtountriefQeconomic
recessios broughtaboutby the pandemicWith the increasén online transactions andsmore peopé
have to work from home, cyberiminals have revised their online scams and phishing scheviibs
phishing emailsabout COVIEL9, some of whichevenimpersonat govenment and health authorities
to lure victims into providing their personal information and downloading malicious content.

1 Cryptojackingcontinues to beused bycybercriminals.The price increasein cryptocurrency coupled
with the ubiquitous increas in thenumber of Internet of Things (I0T) devisgrovide cybercriminals
with a greater attack surfacérom whichto launch their cryptojacking campaigns. They exploit the
increasing number of vulnerdhies with evolved tactics and advanced mining malware to achieve
maximum illicit gains.

With amandateto reduce the global impact of cybercrimgrotect communitiesand connect policdor a safer

world, INTERP@BRegional Cybercrime Strategy for ASEAts outhe Organizatiod | S& LINA2NAGA Sa
in combating cybercrime in ASEAN countries. The Strategy, delivered through the ASEAN thesk@HBAN Cyber
Capacity Development ProjecACCDER is underpinned by the following four pillarsnteancing cybercrime
intelligence for effective responses to cybercrime; strengthening cooperation for joint operations against
cybercrime; developing regional capacity and capabilities to combatayimer, and promoting good cybbygiene

for a safelcyberspace. These pillars shape the way forward for the ASEAN Desk to effectively coordinate joint action
against cyberthreats in the ASEAN region
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goods Today the region is a thriving hub for global manufacturing and trablietwithstanding income

inequality, citizens ofASEANNmember countries have generally become more affluent with riimp in each
countryover the last two decadesith combinedregionalGDP more thaquintupled, from USD 613.551 billion
in 2000up to USCB.11trillion in 2020.

The agricultural, industriamanufacturing, export and service sectors are the main contributorthéorising
GDPHowever, with ASEAN focusing on economic initiatives driven by digital technology and innosktied
industries, the electronics and technology sectors (industrial robots, cloud computiggiata analytics,
Softwareasa-Service (SajSsocial media applications, and the Internet of Things, etc.) are also emeagjing
strong contributorsDigital techndogy will continue to expand as economies mature.

With a combined GDP of more than USD1G NA £ f A2y > GKS 1 { 9! b NBIAZ2Y.ItAad GKS
is predicted that theNJB 3 AcBrybideéd GDP wiixceed USD 4 trillion by 2022. The ASEAN mdws a total
population of 3.47million, whichmakesit it KS g 2 NInésapulauskmank.
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Internet penetration in Southeast Asia is relatively hig
comparedto global rates.

. L. Brunei & 1 95%
According to the 2P0 Global Digital Repoft the Singapore I , 88%
averagelnternet penetration ratein Southeast Asia is Malaysia ¢ 1 83%
about & per cent. It has been growing rapidiyerthe Thailand T 1 75%
past few years and shows no signs of slowing down. . . . . 70%
the higher end of the spectrum, thdnternet Philippines I ' 67%
penetration rate i®©5 per cent in BruneB8percentin Indonesia T " 64%

Singapore 83 per cent in Malaysia75 per cent in
Thailand;70 per cent in Vietham67 per cent in the
Philippinesand 64 per cent in Indonesia. At the lowel
end of the spectrum in Laos and Myanmar, the 0% 20% 40% 60% 80% 100%
penetration rate is 43percent and 4lpercent
respectively.

Laos E=————= 43%
Myanmar e 41%

Figure4: Internet penetration (%)

Indonesia andCambodighave thehighestabsolute growth in the region, each witHl@ per centand 15 per cent
increase in users. Users in the Philippines and Thailand spentdeeamount of timeper dayon the Internet:
betweennineand 10 hours.

On a separate note, average social media penetration in Southeast Asia is alpmutd@nt.

With the ASEAN region seeing exponential growth in the digital techpddegtor, particularly financial
technology and €ommerce, there is an increasing demand for Internet and broadband services. In terms of the
competitive landscape, the rémn is considered to be one of the most competitive markets in the warltere

global investors predominate.

However, this increasing reliance on the Internet has created a large number of security threats that can cause
immense damagelt impedes trust and resilience in the digital economyhich will prevent the region from
realizing its full digital potentiaf nothing is done Criminal networks operate across the world, coordinating
complex attacks against their targets in a matter of minutgtistics on threats to computer networks are
sobering and reflect the shift from the relatively innocuous spam of yesteryear to more malicious threats today.

Fastest Internet connection speed: Highest Mobile connection speed:
57.2 meps|

200 mersH .

Singapore Singapore

»

Time per day using Internet: Time per day using mobile Internet:
9.75 HRrs p _yUIg : 5.18 HRs - .y <

Philippines Philippines

> . ——

Time per day on computer: Time per day on social media:
4.57 HRs - 3.88 HRrs e

Philippines Philippines

Figure5: Internet speed, time using the Internet

5 2020 Digital Global Repom{vw.wearesocial.com
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2. Significant Cyber Incidents 2020

The year2020was both challenging and unpredictable. Was a yeawhen societyrestructureR LIS 2 LI SQa
lives work, shopingand schodhg. The COVHD9 pandemicasled governmens and businesset® speed up
digital transformation Althoughthis transition has its benefitand willbring immensepotential in the long run,
cybercriminals are quick to exploit the situation to their advantage.

The year2020was alsoyet another wakeup callfor manyto invest insecuing their cyberspace While many
businesses arbeingheavily impaatd by the pandemigccyber incidens alsolead tohugefinancial losses due to
the lossof business actiwtand the hefty fines imposed by government regulatory bodiesfailing to protect
data, which may putcomparies out of businessEven so, cyberattacks have resultiednegative impacts on
individuals and even nations, ranging from threats to life, depression, regulatory fines or disrtptdaily
activities.Cyberattacks and data breaches have been rardtadngthe critical risks to economic development.
On average, the cost of a data breaskJSD 3.86 million, and the average time to identify and contain a breach
is about 280 day$

Ransomware continues to plague businesses and consumers, with indiscrinc@aigaigns pushing out
significant volumes of maliciousreails.

In the past cybercriminas have targeted various industies, especially the oignergy and ecommercesectors
from which they haveyainedhugefinancial benefitsin 202Q the healthcare industrpecamethe main focus
with cybercriminals targetingystemvulnerabiliiesin hospitals, healthcareentres, vaccine manufactersand
laboratoriesfor which theydemanded aransom.

It is undeniable that cyberattacks against icdl infrastructureare becoming one of the fastegjrowing forms
of cybercrime \ith the globalization of infrastructures antie increasing number of connected and centralized
control systems

The impact of cyberattask
on critical infrastructure
doesnot only cause loss to
GKS ylIiArz2y@a
actually erodes public
confidence in  critical
services as well am the
government

w

Cyberattacks also cause

disruption to national or
global economic systems
and stability thus

presentingone of the most
serious national security
challenges.

Sme of the most serious
data breach incidents
which occured in the
ASEAN regioin 2020 are
shownin Figure 6

Figure6: Major known cyber incidents in 2020

Besidesthe cyberattacksind data breacheghereisalsoanincreasan COVIBL9-relatedonline fraud including
the saleof medical equipment angersonal protective equipment.

Compared with 2019,here is a marked increase in the numbef online scammersvho areimpersonating
governmentofficialsfrom the Ministry of Healthand other agencieshiefs ofpolice and other notable officials
to obtain peopleQ éonfidential detaildy fraudulent means

6 IBM fttps://www.ibm.com/sgen/security/databreach.
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