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PREAMBLE

The General Assembly of the International Criminal
Police Organization — INTERPOL,

CONSIDERING Article 2, paragraph 1 of the
Organization’s Constitution,

HAVING CONSULTED the Commission for the
Control of INTERPOL’s Files in accordance with
Article 36, paragraph 2 of the Constitution,

CONSIDERING that it is the responsibility of the
General Assembly, in accordance with Article 8(d)
of the Constitution, to determine the operating rules
for the INTERPOL Information System regarding
data processing,

HAS ADOPTED THE FOLLOWING RULES:

Article 1: Definitions

Forthe purposes of the present Rules:

(1) “Ordinary-law crime” means any criminal
offences, with the exception of those that fall
within the scope of application of Article 3 of the
Constitution and those for which specific rules
have been defined by the General Assembly .

(2) “Data” means any item of information,
irrespective of its source, pertaining to
constituent elements of ordinary-law crimes,
the investigation and prevention of such
crimes, the prosecution of the offenders and
punishment of the offences, and any
information pertaining to missing persons and
unidentified dead bodies.

(3) “Personal data” means any data about an
identified natural personora personwho may
be identified by means that may reasonably be
used.

(4) The“INTERPOL Information System” means
all the structured material resources and
software used by the Organization — databases,
communications infrastructure, advanced
sensor technology and other services — to
process data through its channels in the
context of international police cooperation.

(5) “Processing” means any operation or set of
operations performed on data, whether or not
by automatic means, such as collection,
recording, consultation, transmission, use,
disclosure and deletion.

(6)

(")

®)

©)

(10)

11)

(12)

“Source” means any National Central Bureau
which processes data in the INTERPOL
Information System, and which is ultimately
responsible forthose data, orany international
entity or private entity whose data are
processed in the INTERPOL Informmation
System, or on behalf of which data are
recorded in the System, and which is
ultimately responsible forthem.

“National Central Bureau” means any body
designated bya country to perform the liaison
functions provided for under Article 32 of the
Organization’s Constitution.

“National entity” means an entity legally
authorized to fulfil the role of a public
institution that has specifically been
authorized by the National Central Bureau of
its country, through an agreement and within
the limits determined by that National Central
Bureau, to directly consult data processed in
the INTERPOL Information System or to
directly provide data for one or more of the
processing purposes listed in Article 10 of the
present Rules.

“International entity” means any international,
intergovernmental or  non-govemmental
organization which fulfils an international
public interest mission, which has concluded an
agreement with the Organization on the
exchange of data and which has been granted
direct or indirect access to a part of the
INTERPOL Information System by the
Organization.

“Private entity” means any legal person
governed by private law such as a
business, company, commercial association or
a not-for-profit organization, not covered by
the category of international entities, which
has concluded an agreement with the
Organization on the exchange of data, and in
particular, on the processing of data in the
INTERPOL Information System.

“Request for international cooperation” means
any stepstakenby a National Central Bureau,
an international entity or the Genenrl
Secretariat via the INTERPOL Infomation
System to send a request for assistance to one
or more of the Organization’s Members to
carry outa specific action in conformity with
the Organization’s aims and activities.

“International alert” means any steps taken by
a National Central Bureau, an international
entity or the General Secretariat via the
INTERPOL Information System to send a
notification to one of more of the
Organization’s Members about specific
threatsto public safety, persons and property.
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13)

(14)

(15)

(16)

a7)

(18)

(19)

(20)

(1)

“Notice” means any request for international
cooperation or any international alert
published by the Organization at the requestof
a National Central Bureau or an international
entity, or at the initiative of the General
Secretariat, and sent to all the Organization’s
Members.

“Diffusion” means any request for
international cooperation or any international
alert from a National Central Bureau or an
international entity, sent directly to one or
several National Central Bureaus or to one or
several  international  entities, and
simultaneously recorded in a police database
of the Organization.

“Message” means any request for
international cooperation, any international
alert or any data that a National Central
Bureau or international entity with powers of
investigation and prosecution in criminal
matters chooses to send directly to one or
several National Central Bureaus or to one or
several international entities through the
INTERPOL Information System but that it
chooses, unless otherwise indicated, not to
simultaneously record in a police database of
the Organization.

“Direct access” means entering and obtaining
datain the INTERPOL Information Systemby
expressly authorized persons using automatic
means and without assistance from the
General Secretariat.

“Indirect access” means entering and
obtainingdata in the INTERPOL Information
System with assistance of the General
Secretariat.

“Particularly sensitive data” means any
personal data revealing racial or ethnic origin;
political opinions; religious or philosophical
convictions; trade-union membership; or
concerning healthor sexuality.

“Interconnection” means any electronic link
which involves connecting a part of the
INTERPOL Information System to a part of
another information system.

“Download” means any operation involving
the exportation of data from the INTERPOL
Information System into another information
system.

“Upload” means any operation involving the
importation of data from another information
system into the INTERPOL Infomation
System.

(22)

(23)

(24)

(25)

(26)

(27)

(28)

“Crime analysis” means the methodical
identification and provision of insight into the
relationship between data carried out in the
context of international police cooperation.

“Status of a person” means information about
a person in connection with an event which
warrants the processing of data in the
INTERPOL Information System.

“Positive query result” means a presumed
match between data already recorded in the
INTERPOL Information System and other
datathat are enteredin this system.

“Advanced sensor technology” means
technology which facilitates the identification
of persons and objects through automateddata
processing and may allow semi-automated
decision-making, which requires human
intervention for verification purposes.

“Large data set” means a collection of
structured or unstructured data shared by a
source of data with the General Secretariat,
which is not verified or categorized and
which, due to its volume or complexity,
cannot be assessed in accordance with all the
requirements of the present Rules when
initially processed by the General Secretariat.

“Permanent operational police database”
means a permanent police database created by
the General Secretariat, irrespective of the
particular data processing technology used,
according to the requirements specified in
Article 29 of the present Rules.

“Recording” means inserting data or other
items of information into a police database or
a crime analysis file, according to the
conditions for recording outlined in the
present Rules.

Article 2: Aim

The aim of the present Rules is to ensure the
efficiency and quality of international cooperation
between criminal police authorities through
INTERPOL channels, with due respect for the basic
rights of the persons who are the subject of this
cooperation, in conformity with Article 2 of the
Organization’s Constitution and the Universal
Declaration of Human Rights to which the said
Article refers.
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Avrticle 3: Subject

The present Rules lay down the general principles,
the responsibilities and the arrangements for the
functioning of the INTERPOL Information System.

Article4:Scope

(1) The processing of data through INTERPOL
channels shall be done exclusively in the
INTERPOL Information System.

(2) The present Rules shall apply to all data-
processing operations performed in the
INTERPOL Information System.

(3) Notwithstanding the applicable provisions of
the present Rules, the General Assembly may
adopt a separate legal framework whereby the
Organization’s Members agree to follow rules
governingthe processing of data for purposesof
international judicial cooperation.

TITLE1:
GENERAL PRINCIPLES

CHAPTERI:
PRINCIPLES CONCERNING
INTERNATIONAL POLICECOOPERATION

Article 5: Compliance with the principles of
governance and responsibilities associated with
the processing of data

(1) International police cooperation through
INTERPOL channels shall take place in
accordance with the basic rules governing the
Organization’s operations, in particular its
Constitution.

(2) The processing of data in the INTERPOL
Information System shall be performed in
conformity with, in particular, Articles 2, 3, 26,
31,32,36 and41 ofthe Constitution.

(3) The Organization’s Members shall endeavour to
exchange a maximumof information of interest for
the purmposes of international police cooperation,
with due observance ofthe Organization’s political
neutrality, independence and mandate, and of their
respective national legislations and intemational
conventionsto which they are parties.

(4) At the national level, the National Central
Bureausshall play a central role concerning the
processing of data in the INTERPOL
Information System.

(5) The source shall be fully responsible for the
data it processes in the INTERPOL
Information System, regardless of the method
used for such processing, and for the
consequences directly resulting from such
processing, and shall take appropriate measures
to correct any incorrectprocessing of data.

(6) INTERPOL shall be fully responsible for any
unauthorized orincorrect useand/or storage of
data by INTERPOL and for the consequences
directly resulting from such unauthorized or
incorrect use and/or storage of data, and shall
take appropriate measures to correct any
incorrect processing of data by the
Organization.

(7) Recipientsofdata processed in the INTERPOL
Information System shall be fully responsible
for:

(@) any action taken at the national level
based ondatathey have received,;

(b) takingthe appropriate measures so that
data received are immediately updated at
the national level once they have been
informed of any modification or deletion.

Article 6: Accessto the INTERPOL Information
System

(1) National Central Bureaus are entitled to direct
access to the System in the performance of their
functions pursuant to the Constitution. This
accessshallinclude:

(@) the recording, updating, and deletion of
data directly in the Organization’s police
databases, as well as the creation of links
between data;

(b) direct consultation of the Organization’s
police databases, subject to specific
conditions determined for each database
and to restrictions and confidentiality rules
laid down by theirsources;

(c) use of INTERPOL’s notices and diffusions
allowing the transmission of requests for
cooperationand international alerts;

(d) followingup on positive query results;
(e) transmissionof messages.

(2) Access by national entities and international
entities to the INTERPOL Information System
is subject toauthorization, andto the conditions
providedforin Articles21 and 27, respectively,
of the presentRules.
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Article 7: Control of data processing

1)

2)

National Central Bureaus and international
entities shall retain, at all times, control over the
processing of theirdata, in accordance with the
present Rules. Any National Central Bureau or
international entity shall be free, in particular, to
restrict the accessto orthe useof itsdata in one
of the Organization’s police databases, under
the conditions provided for in Article 58 of the
present Rules.

Data processed in the INTERPOL Information
System shall be those provided by National
Central Bureaus, national entities and
international entities. Nevertheless, data
supplied by private entities in application of
Article 28 of the present Rules or those recorded
by the General Secretariat in application of
Article 24(2) of the present Rules, may ako be
processed in the System.

Article 8: Use of INTERPOL notices and

diffusions

1)

@)

3)

4)

Requests for cooperation and international
alerts through INTERPOL channels shall be
sent by means of INTERPOL notices or
diffusions.

National Central Bureaus are entitled to use
INTERPOL notices and diffusions in the
performance of their functions pursuant to the
Constitution. For international entities,
entitlementshall be subject toauthorization.

The publication of INTERPOL notices and the
transmission of diffusions shall be in
accordance with Articles 73 et seq. of the
present Rules.

National Central Bureaus may send requests for
cooperation and international alerts by means of
messages, in accordance with Article 9 below.
For international entities with powers of
investigation and prosecution in criminal matters,
this optionshall be subject to authorization.

Article 9: Direct communication using messages

1)

)

3)

The INTERPOL Information System enables
direct communication between National Central
Bureaus by means of messages.

National Central Bureaus are entitled to send
messages in the performance of their functions
pursuant to the Constitution. For international
entities, entitlement shall be subject to
authorization.

National Central Bureaus or international
entities shall, prior to sendinga message, ensure
thatitisin conformity with the present Rules.

4)

®)

The General Secretariat may not record a
message in one of the Organization’s police
databases without the prior consent of the
National Central Bureau or international entity
that sent the said message. The National Central
Bureau or international entity is presumed to
have given prior consent if the General
Secretariatis one of the recipients of the said
message.

Furtherentitlementsto communicate directlyby
means of messages may be granted in the
context of specific projects or initiatives. In
exceptional circumstances, a National Central
Bureau may entitle expressly authorized
personswhoarenotmembers of its staff to send
such messages.

CHAPTERII:
PRINCIPLES CONCERNING
INFORMATION PROCESSING

Article 10: Purposes of international police

cooperation

1)

)

The processing of data in the INTERPOL
Information System may only be carried out for
a given, explicit purpose which is in confommity
with the Organization’s aimsand activities.

Data shall be processed in the INTERPOL
Information System for at least one of the
following purposes:

(@) to search fora wanted person with a view
to his/her detention, arrest or restriction of
movement;

(b)
©)

to locate aperson oranobject of interestto
the police;
to provide or obtain information related to

a criminal investigation or to the criminal
history andactivities of a person;

towarn of a person, anevent, anobjectora
modus operandi related to criminal
activities;

toidentify a personora deadbody;

to carry out forensic analyses;

to carry out security checks that directly
pertain to international police cooperation
and are aimed at preventing or detecting
crime;

(d)

©)
(f)
@

(h)

to carry outborder managementand border
controlactivities;

() to identify threats, crime trends and
criminal networks, including for crime
analysis.
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3)

4)

®)

(6)

(7)

The National Central Bureaus, national entities
and international entities shall be responsible for
determining the purpose of processing their data
and forperformingregular reviews, particulary
once this purpose may have been achieved.

The General Secretariat shall put in place
mechanisms and tools to guarantee compliance
with the said purpose at all times, under the
conditions provided for in Articles 125to0 127 of
the present Rules.

The National Central Bureaus, national entities
and international entities shall comply with this
purpose whenusing data.

National Central Bureaus, national entities and
international entities shall only be allowed to
process data for other purposes of intemational
police cooperation or for administrative
purposes if the processingis in conformity with
the Organization’s aims and activities, and is not
incompatible with the purpose for which the
datawere initially processedin the INTERPOL
Information System. The source shall be
notified of such processing and shall retain the
right to opposeit, under the conditions provided
for in Article 64 of the present Rules. Such
processingshall be the sole responsibility of the
National Central Bureau, national entity or
international entity choosing to process the data
forpurposes other than those for which the data
had initially beenprocessed.

Data may also be processed for any other
legitimate purpose distinct from international
police cooperation, under the conditions
provided for in Articles 132 et seq. of the
present Rules.

Article 11: L awfulness

1)

Data processing in the INTERPOL Information
System should be authorized with due regardfor
the law applicable to the National Central
Bureau, national entity or international entity
and should respect the basic rights of the
personswho are the subject of the cooperation,
in accordance with Article 2 of the
Organization’s Constitution and the Universal
Declaration of Human Rights to which the said
Article refers.

(2) The National Central Bureaus, national entities

and international entities shall be responsible for
ensuring lawfulness of the collection and entry
of their data in the INTERPOL Information
System.

©)

The National Central Bureaus, national entities
and international entities shall also be
responsible for ensuring the lawfulness of the
consultation of the data entered in the
INTERPOL Information System.

Article 12: Quality

1)

)

©)

4)

Data processed in the INTERPOL Information
System must be accurate, relevant, not
excessive in relation to their purpose and up to
date, to allow them to be used by National
Central Bureaus, national entities and
international entities.

The National Central Bureaus, national entities
and international entities shall be responsible for
the quality of the data they record and transmit
in the INTERPOL Information System.

The General Secretariat shall put in place the
mechanisms and tools to guarantee compliance
with the aforementioned quality atall times.

The National Central Bureaus, national entities
and international entities are required to check
the quality of data before usingthem, under the
conditions provided for in Article 63 of the
present Rules.

Article 13: Transparency

1)

@)

The processing of data in the INTERPOL
Information System should guarantee at all
times that the processing rights of National
Central Bureaus, national entities and
international entities are respected in
accordancewith the presentRules.

The General Secretariat shall be responsible for
ensuring the transparency of data-processing
operations and of the functioning of the
Organization’s databases:

(@) It shall request the opinion of the
Commission for the Control of
INTERPOL s Files if it intends to cary out
any operations involving the processing of
personal data referred to in Articles 27 to
31,55, 56, 61, 68(4,d), 73(2) and 97(3) of
the present Rules;

It shall inform the Commission for the
Controlof INTERPOL s Files of any steps
taken in application of Articles 51(7), 59,
118 and125(2,b) ofthe present Rules;

(b)

11
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(c) Itshallsubmitto the Executive Committee
any project or request relating to the
processing of data in the INTERPOL
Information System for which its prior
authorization is required in accordance with
Articles 17(5),22(3), 23,29, 30,31,55@3),
68(8), 97(3)and 131(3) of the present
Rules, and shall attach the opinion of the
Commission for the Control of
INTERPOL’s Files whenever so required
by the present Rules. The Executive
Committee shall report to the General
Assembly on the authorizations it grants
under the conditions provided for in
Article 55(6) of the presentRules;

Itshallinform the Executive Committee of
the measures taken in application of
Articles 59, 68(4) and 118 of the present
Rules;

(d)

(e) Under the conditions provided for in
Article 126 of the present Rules, it shall
keep up-to-dateregisters of the following:

(i) National Central Bureaus, national
entities and international entities to
which access has been granted to the
INTERPOL Information System or
which have supplied the data
processed in the system;

(i) the Organization’s police databases,
includinganalysisfiles;

(iii)
(iv)

interconnection operations;

the downloading and
operations performed;

uploading

(v) the data-processing operations recorded
in the databases;

(vi) the data-managementtook implemented

by the General Secretariat;

(vii) comparison operations carried out for

verification purposes.

These registers shall be available at all
times to the National Central Bureaus. They
shall also be available to international
entities according to the access rights they
have been granted, as well as to national
entities through their National Central
Bureaus.

(f) The General Secretariat shall keep an
up-to-date list of the maximum data
retention periods as defined by the
Executive Committee in accordance with
these Rules, and shall make this list
publicly available.

Article 14: Confidentiality

1)

@)

©)

4)

The confidentiality of data processed in the
INTERPOL Information System should be
determinedaccordingto therisks linked to their
disclosure for those who are the subject of
cooperation, the sources and the Organization.
Data should only be accessible to persons
authorizedto know such information.

National Central Bureaus, national entities and
international entities are responsible for
attributing levels of confidentiality to the data
they enter in the INTERPOL Infomation
System and for observing the confidentiality of
the data they consult, transmit or use for
external processing purposes, under the
conditions provided for in Articles 112 et seq. of
the present Rules.

The General Secretariatshall ensure thatall data
are processed in the INTERPOL Information
System according to the confidentiality level
attributed by the National Central Bureau,
national entities or international entities which
carried out theprocessing.

The General Secretariat shall take, in
accordancewith the present Rules, all necessary
and appropriate measures to increase the
confidentiality level attached to data to protect
againstrisks that their disclosure may have for
those who are the subject of cooperation, the
sources of data andthe Organization.

Article 15: Security

1)

)

©)

The data processed in the INTERPOL
Information System should be protected a gainst
risks  violating their integrity and
confidentiality, and remain available at all times
to the National Central Bureaus, national
entities and international entities having direct
access to the INTERPOL Information System.

The General Secretariat shall be resporsible for
setting up an information security management
system. To that end, in consultation with the
National Central Bureaus or with their
representatives on the advisory bodies set up for the
purpose, it shall establish and regularly update a
security policy based on internationally accepted
standards and ona risk assessment.

The General Secretariat shall be responsible for
developing the communication infrastructure
and databases in order to preserve the security
of data, in compliance with the security policy
established.
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4)

()

(6)

The General Secretariat shall be responsible for
defining authorization or security-clearance
procedures for its staff for each level of data
confidentiality, under the conditions provided
forin Articles 112 et seq. of the presentRules.

National Central Bureaus and international
entities shall be responsible for the access they
grant to the INTERPOL Information System,
the security of the facilities which enable them
to access that system, compliance with the
established rules of security and for maintaining
data at a level of security at least equivalent to
that laid down by the General Secretariat in
cases of external processing.

The General Secretariat shall take, in accordance
with the present Rules, all appropriate measures to
protect the security of data processed in the
INTERPOL Information System.

Article16: External processing for police purposes

1)

@)

3)

The data initially processed in the INTERPOL
Information Systemmay be processed outside the
system if this processing is necessary and carried
out for police purposes. Any external processing
must be in compliance with the above-mentioned
data-processing principles.

The National Central Bureaus and intemational
entities shall be responsible for implementing
the arrangements for external processing, under
the conditions provided for in Articles 114(4)
and 116 of the presentRules.

The General Secretariat shall advise the
National Central Bureaus and international
entities in implementing thesearrangements.

Article 17: Effective implementation

1)

)

3)

The present Rules must be effectively
implemented.

National Central Bureaus, national entities and
international entities shall be responsible for
defining and establishing effective and appropriate
measures to guarantee the compliance of their
operations with the principles and obligations laid
down in the present Rules, in particular through
stafftraining.

National Central Bureaus shall be responsible
for defining and establishing procedures to
guarantee the compliance of the operations of
their national entities with the principles and
obligations laid down in the present Rules, prior
to granting them authorization to directly
consult data processed in the INTERPOL
Information System or to directly provide data
forprocessing purposes in the System.

4)

®)

(6)

The National Central Bureaus shall be
responsible for regularly evaluating the
operation of each of their national entities in the
light of the present Rules, and shall, within the
limits set by the present Rules, take all necessary
and appropriate corrective measures vis-a-vis
these national entities to terminate any non-
compliantprocessing of data. They may takeall
necessary precautionary measures to take
account of the risk inherentin any clearly non-
compliantuse of data.

The General Secretariat shall be responsible for
regularly evaluating the operation of the
National Central Bureaus in the light of the
present Rules. It shall take all necessary and
appropriate corrective measures to terminate
any non-compliant processing of data, under the
conditions provided forin Article 131 of the
present Rules. Any measures which may result
in the long-term suspension of the processing
rights of a National Central Bureau shall be
submitted to the Executive Committee for prior
approval.

The General Secretariat shall be responsible for
regularly evaluating the operation of the
international entities in the light of the present
Rules, and shall adopt any necessary and
appropriate corrective measures to terminate
any non-compliant processing of data, under the
conditions provided for in Article 131 of the
present Rules.

Article 18: Rights of access, correction and

deletion of data

1)

@)

Any person or entity shall be entitled to submit
directly to the Commission for the Control of
INTERPOL’s Files a request for access to, or
correction and/or deletion of data processed in
the INTERPOL Information System conceming
that personorentity.

These rights of access to, or correction and
deletion of data shall be guaranteed by the
Commission for the Control of INTERPOL’s
Files and be governed by separate rules. Unlss
otherwise specified in those rules, requests for
access to, or correction and/or deletion of data
may not be processed in the INTERPOL
Information System.
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TITLE2:
PARTICIPANTS

CHAPTERI:
ROLE OF THE NATIONAL CENTRAL
BUREAUS

Article 19: Coordination of data flow

1)

@)

The National Central Bureaus shall be
responsible for coordinating atthe national level
the processing in the INTERPOL Information
System of data provided by their countries.

The National Central Bureaus shall be
responsible, with due respect for the present
Rules, for providing the institutions of their
countries with data processed in the INTERPOL
Information System and necessary for the
performance of their duties.

Article 20: Coordination of criminal inquiries

1)

)

3)

Matters relating to criminal inquiries shall be
coordinated in conjunction with the National
Central Bureaus.

The National Central Bureaus shall be
responsible for coordinating atthe national level
the processing of requests for cooperation and
international alerts sent to them by means of
INTERPOL notices, diffusions and messages.
Assuch, theyshall be free to determine themost
appropriate means, at the national level, for
effective international cooperation.

The National Central Bureaus shall be
responsible for following up on requests for
cooperation and international alerts that they
have sent at the request of the institutions of
their respective countries, by means of
INTERPOL notices, diffusions and messages.

Article 21: Granting authorizations to directly

access the INTERPOL Information System at the

national level

1)

@)

The National Central Bureaus alone shall be
entitled to authorize the entities of their countries
to accessthe INTERPOL Information System and
determine the extent of their accessand processing
rights.

Prior to granting authorizations for direct
access, the National Central Bureaus must
ensure thatall the following conditions are met:

(@) theentity towhich itintendsto grant direct
access to the INTERPOL Infomation
System is a national entity as defined in
Article 1(8) of the present Rules;

(b) the nature of the activities and tasks of this
entity do not violate the aims or the
neutrality of the Organization;

(c) the national laws do not prohibit such
access by this entity;

(d) theentitywillbe able to observe the present
Rules;

(e) the access and processing rights it intends
to grant are limited, strictly necessary and
proportionate to the execution of the tasks
and functions of this entity.

(3) When a National Central Bureau grants an
authorizationto directly access the INTERPOL
Information System, it shallbe subject toa prior
agreementbetweenthe National Central Bureau
and the new national entity. The agreement must
comply with the “Charter relating to access to
the INTERPOL Information System by national
entities” appended to the present Rules.

(4) When a National Central Bureau grants
authorization to a new national entity, it shall
immediately notify the General Secretariat and
all National Central Bureaus and international
entities.

(5) National entities shall process their data in the
INTERPOL Information System within the
limits of the processingrights granted to them.

(6) National Central Bureaus shall communicateto
theirnational entities the necessary information
forthem to exercise these processing rights.

(7) National Central Bureaus shall be responsible
forthe processing of data by the national entities
they authorize to access the INTERPOL
Information System.

CHAPTERII:
ROLE OF THE GENERAL SECRETARIAT

Article 22: Administration of the system

(1) The General Secretariat shall be responsible for
the general administration of the INTERPOL
Information System.

(2) It shall design, organize and administer the
INTERPOL Information System and decide upon
which technologies it should be based. When
implementing data processing technologies, the
General Secretariat shall ensure that the
requirements of these Rules are integrated by
design and by defaultas early aspossible through
appropriate technical and organizational measures.
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3)

4)
®)

It shall examine and process, under the
Executive Committee’s supervision and with
due respect for the present Rules, downloading
and interconnection requests submitted by the
National Central Bureaus, under the conditions
laid down in Articles 55 and 56 of the present
Rules.

It shallhouse the Organization’s databases.

It shall manage the processing of data in the
INTERPOL Information System and ensurethat
the conditions for processing data in the
Organization’s databases are duly observed. It
shall put in place the tools for managing data
and access to the System. It shall perfom a
management role when conducting spot checks
and resolving processing incidents.

Article 23: Additional measures to enhance

cooperation

1)

@)

The General Secretariat shall be entitled to
propose tothe General Assembly the conclusion
of agreements relating to data processing, andto
propose to the Executive Committee the
establishment of databases, INTERPOL notices
or diffusions under the conditions laid down in
Articles27,28,29,73and 97 respectively of the
present Rules.

The General Secretariat may, within the limits
set by the present Rules, carry out tests to
examineand draw up the above proposals.

Article 24: Recordingdata

1)

In accordance with the present Rules, the
General Secretariat shall record, update and
delete data in the Organization’s police
databases:

(@) on behalf of sources which do not have
direct access to the INTERPOL
Information System;

on its own initiative, when the data are
obtained from publicly accessible sources
that it has directly consulted or from
persons who have contacted the General
Secretariatorthe National Central Bureaus,
or when the data are the result of crime
analyses conducted by the General
Secretariat, under the conditions set forth in
Article 47 of the present Rules;

in exceptional circumstances, atthe request
or on behalf of a National Central Bureau,
national entity or international entity with
direct access to the INTERPOL
Information System.

(b)

©

@)

The General Secretariat may only recorddata on
behalf of sources which do not have accessto
the INTERPOL Information System or on its
own initiative if procedures for updating and
deleting the information have been established
beforehand.

Article 25: Coordination

1)

)

©)

4)

The General Secretariat shall facilitate
cooperation between the National Central
Bureaus. It shall request from them or forward
to them, in accordance with the present Rules
and the restrictions and rules of confidentiality
laid down by the source, all the data that it
believes may improve the coordination of
international cooperation.

If the purposes of international cooperation so
require, the General Secretariat may exercise a
role of direct coordination with the national
entities, subjectto express authorization by their
respective National Central Bureaus.

The General Secretariat shall, whenever
necessary, facilitate cooperation between the
National Central Bureaus and international and
private entities.

In order to improve international coordination,
the General Secretariat may publish notices on
its own initiative, under the conditions laid
down in Article 103 of thepresent Rules.

Article 26: Emergency measures

1)

If the cooperation mechanisms established by
the Organization, its independence or the
fulfilmentof its commitments are under serious
and imminent threat and the proper functioning
of the INTERPOL Information System is likely
to be interrupted, the Secretary General shall
take, with regard to data processing, the
appropriate measures required under these
circumstances after official consultation with
the President of the Organization. He shall
notify the National Central Bureaus and the
Commission for the Control of INTERPOL’s
Files. These measures should be prompted by
the desire to ensure, within the shortest possible
time, that the National Central Bureaus have the
means of performing their functions pursuant to
the Constitution.
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(2) When there is a real and imminent threat to

people or property, and the data allowing a
National Central Bureau, a national entity or an
international entity to prevent this threat are
subject to access restrictions placed against
them, the General Secretariat shall be authorized
to apply the emergency procedure provided for
in Article 59 of the presentRules.

CHAPTERIII:
RELATIONSWITHTHE
INTERNATIONAL ENTITIES AND
PRIVATEENTITIES

Avrticle 27: Conditions relating to the processing

of data by international entities

1)

2)

3)

4)

Whenever it considers it desirable, and when it
is consistentwith the aims and objects provided
in its Constitution, the Organization may
establish relations with international entities in
order to collaborate with them on data
processingon a regular basis. Theestablishment
of regular relations between the Organization
and aninternational entity shall be laid down in
anagreement.

The General Secretariat shall request the
opinion of the Commission for the Control of
INTERPOL’s Files about all draft agreements
thatinvolvethe processing of personal data.

The General Secretariat shall submit all draft
agreements to the General Assembly for
approval. To justify its request, the General
Secretariat shall provide:

(@) the purposes, conditions and implications
of the agreement;

the outcome of any tests conducted by the
General Secretariat;

the opinion of the Commission for the Control
of INTERPOLs Files if the draft agreement
concernsthe processing of personal data;

the text of thedraft agreement.

(b)
©

(d)

Data processing by international entitiesshall be
subject toallthe following conditions:

(@) The international entity is an international,
intergovernmental or non-govemmental
organization performing a public-interest
role atthe international level,

(b) Such processing is strictly limited to the
purposesof cooperation envisaged between

the international entityand INTERPOL,;

®)

(c) The processing of personal data is strictly
limited to the entity’s need to know about
such data;

The international entity undertakes, in the
agreement, to observe the processing
principles and the general obligations
incumbent uponany source, as setoutin the
present Rules;

The international entity and INTERPOL
have concluded an agreement on the
procedures for processing data transmitted
between both parties.

(d)

©)

Direct access by international entities to part of
the INTERPOL Information System shall be
subject tothe following additional conditions:

(@) The international entity accepts and agrees
to comply with the present Rules and the

specific provisions of the agreement;

(b) The international entity accepts and agrees
to comply with such security rules and
administrative procedures as may be
established by the INTERPOL General
Secretariat pursuant to the present Rules to
allow accessto and use of the INTERPOL

Information System;

(c) Theinternational entity acceptsthatregular
checks may be performed, either remotely
oron the premises, on its processing of data

transmitted by INTERPOL,;

Accessshallonly be granted to one unit or
departmentwithin the said entity;

(d)

(e) Accessmaynotresult in the interruptionor
delay of the transmission of requests for
cooperation and alerts, or access to such
requests and alerts by the National Central

Bureaus;

(f) The international entity wishing to be able
to transmit data by means of a message to
one or several National Central Bureaus or
one or more international entities has
powers of investigation and prosecution in
criminal matters;

)

The international entity wishing to request
the publication of INTERPOL notices or to
transmit  diffusions has powers of
investigation and/or prosecutionin criminal
matters. However, the use of the special
notice systemshall be examined on a case-
by-casebasis.
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(6)

O

The Organization’s decision to authorize a new
international entity to access the INTERPOL
Information System shall be notified to the
National Central Bureaus and other
international entities by the General Secretariat.
Access shall only become effective after
completion of a procedure to safeguard the
control by the other National Central Bureaus
and other international entities over the rights
granted to the new entity to process their data,
underthe conditionslaid down in Article 109 of
the present Rules.

The list of agreements concluded shall be
forwarded each year to the Executive
Committee, to the Commission for the Control
of INTERPOL’s Files and to the General
Assembly.

Article 28: Conditions relating to the processing

of data by private entities

1)

@)

3)

4)

Insofar as it is relevant to the accomplishment
of its aims, the Organization may establish
relations with private entities wishing to
cooperate with it in data-processing matters.
The establishment and conduct of relations
between INTERPOL and a private entity shall
be laid down in an agreement.

The General Secretariat shall request the
opinion of the Commission for the Control of
INTERPOL’s Files about all draft agreements
thatinvolvethe processing of personal data.

The General Secretariat shall submit all draft

agreements to the General Assembly for

approval. To justify its request, the General

Secretariat shall provide:

(@) the purposes, conditions and implications
of the agreement;

(b)

the outcome of any tests conducted by the
General Secretariat;
©

the opinion of the Commission for the Control
of INTERPOLs Files if the draft agreement
concernsthe processing of personal data;

the text of thedraft agreement.

(d)

Cooperationwith a private entity must:

(@) respect INTERPOL’s Constitution and in
particular the principle of national
sovereignty. Any National Central Bureau
which hasrecorded data in the INTERPOL
Information System or on whose behalf
data have been recorded in the system may
oppose the forwarding of that data to a
private entity;

be subject to agreements, the conclusion of
which has previously been authorized by
the Executive Committee and then
approved by the General Assembly.

(b)

()

(6)

)

Such cooperationmay only be considered if:

(@) theprivateentityisa legal persongovemed
by privatelaw;

(b)

the processing is in confomity with the
Organization’s aims and activities;

(c) the purpose of the cooperation is cleary
stated and corresponds to one of the
prevention activities related to ordinary-law

crimes;

(d) it is of interest for the purposes of
international police cooperation in relation

to the purpose concerned;

©)

(f) thetype of data to which access is made
possible is identified in a specific manner;

durable cooperation is envisaged;

(g) the data supplied by the private entity are

identified as such and cannot be confused
with the data obtained from other sources;

(h) theindependence of the Organizationin its
cooperation with the private entity is

guaranteed;

(i) cooperation with the private entity does not
interfere  with the transmission of
international cooperation requests and alerts;

() the private entity undertakes, in the
agreement, to respect the processing
principles and the general obligations
incumbent uponall sources, asset outin the
present Rules.

Data suppliedto private entitiesmust be limited to
analytical dataand may notbe personal in nature.
Nevertheless, in exceptional cases, data supplied
to private entities may be extended, as part of a
specific project, to include personal data (but not
nominal data, unlessthe National Central Bureaus
or international entities which have supplied the
data give their express authorization to do so)
and/or data used in anoperational context. In that
case, the following additional conditions must be
met:

@)

the scope of the project must be clearly
defined;

the project must be the subject of a prior
agreementwith the entities concerned;

(b)
©)

access to these data is strictly limited to the
entity’sneedto know such data;

the use made of the data must be
proportional to the aims referred to in
Article 10(2) of the presentRules.

(d)

The conditions relating to the processing of data
by private entities shall be set out in the
agreementconcluded betweenthe private entity
and the Organization.
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(8)

©)

(10)

(11)

(12)

Before providing private entities with data,
accordingto the authorizations and conditions
under the agreement, the General Secretariat
shallnotify the source of that data. The source
shallhave45 days with effect from the date of
notification to signify its oppositionto this data
communication.

The ways in which data are communicated to
private entities must be defined in the
agreement in order to guarantee the securnty
and integrity of the data processed in the
INTERPOL Information System.

The General Secretariat shall ensure that the
means used by private entities to supply or
obtain data processed in the INTERPOL
Information System allow those entities to
accessonly the data authorized, in confomity
with the agreements concluded to that effect.
The General Secretariat shall ensure that
private entities are not able to access
operational data, to compromise, or to interfere
with police communications.

Under no circumstances shall the INTERPOL
Information System be used to circumvent
restrictions imposed by any national laws
governing police cooperation with private
entities.

The list of agreements concluded shall be
forwarded each year to the Executive
Committee, to the Commission for the Control of
INTERPOL’s Files and to the Generl
Assembly.

TITLE 3:

PROCEDURES FORPROCESSING DATA

Arti

CHAPTERI:
POLICE DATABASES

SECTION1: AUTHORIZATION

cle 29: Creation of a database

1)

@)

The General Secretariat shall submit any
proposal to create a police database to the
Executive Committee forapproval.

To justify its request, the General Secretariat
shall provide:

(@) the reasons that led it to develop this
project, as wellas the financial implications
of such a project;

3)

(b) thelist of the general characteristics of this
database drawn up in consultation with the
National Central Bureaus or with their
representatives on the advisory bodies set
up forthatpurpose;

the outcome of any tests conducted by the
General Secretariat;

the opinion of the Commission for the
Control of INTERPOL’s Files, if the
database contains personal data or is linked
tosuch data.

©)
(d)

Any creation of a police database shall
immediately be notifiedto the National Central
Bureaus. It shall also be notified to the
international entities according to the access
rights they have beengranted to the INTERPOL
Information System.

Avrticle 30: Modification of an existing database

1)

@)

©)

4)

(®)

The General Secretariat shall be entitled to
modify police databases.

The General Secretariat shall request the
opinion of the Commission for the Control of
INTERPOL’s Files on any proposal to modify a
database thatwould result in the modificationof
its general characteristics if the database
contains personal data oris linked to such data.

The General Secretariat shall submit to the
Executive Committee forapproval any proposal
to modify a database that would result in the
modification of its general characteristics.

To this end, the General Secretariat shall
provide:

(@) the reasons that led it to propose a
modification of this database, aswell as the
financial implications of such a
modification;

the revised list of the characteristics of this
database, drawnup in consultation with the
National Central Bureaus or with their
representatives on the advisory bodies set
up forthe purpose;

the outcome of any tests conducted by the
General Secretariat;

the opinion of the Commission for the
Control of INTERPOL’s Files, if the
database contains personal data or is linked
tosuch data.

(b)

©)
(d)

Any modifications to the general characteristics
of a police database shall immediately be
notified to the National Central Bureaus. They
shallalso be notified to the international entities
according to the access rights they have been
granted tothe INTERPOL Information System.
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Article 31: Deletion of an existing database

1)

@)

)

4)

The General Secretariat shall report to the
Commission for the Control of INTERPOL’s
Files any intention to delete a database and the
processing of data contained in thatdatabase.

The General Secretariat shall submit to the
Executive Committee forapproval any intention
to delete a database.

To thisend, the General Secretariat shall provide:

(@) the reasons that led it to propose the
deletion, as well as the financial
implications of the deletion;

(b) the report it submitted to the Commission
for the Control of INTERPOL’s Files and

the Commission’s opinion.

Any deletion of a police database shall
immediately be notifiedto the National Central
Bureaus. It shall also be notified to the
international entities according to the access
rights they have beengrantedto the INTERPOL
Information System.

Article 32: Authorizations granted by the

Executive Committee

1)

)

Each year, the Executive Committee shall report
to the General Assembly the authorizations it has
grantedforthecreation, modification or deletion
of police databases belonging to the
Organization, indicating in particular their
position in the overall INTERPOL Information
System, the purpose of each, the nature of the
data they store, and the processing rights
attachingto each database.

The Executive Committee shall also report to the
General Assembly on the maximum retention
period it has set for each type of data processed
in the INTERPOL Information System,
indicatingthe underlying reasons.

Article 33: Reqister of existing databases

1)

)

The General Secretariat shall keep an updated
register of the Organization’s police databases.
The register shall specify the general
characteristics of each database.

National Central Bureaus may consult this
register at any time. International entities may
consult part of this register according to the
access rights they have been granted to the
INTERPOL Information System.

SECTION2: FUNCTIONING

Article 34: Compliance with the Organization's

Constitution

)

@)

©)

4)

In conformity with Article 5 of the present
Rules, prior to any recording of data in a police
database, the National Central Bureau, national
entity or international entity shall ensurethat the
data are in compliance with Article 2 of the
Organization’s Constitution, and also that it is
authorized to record such data pursuant to
applicable national laws and international
conventions and to the fundamental human
rights enshrinedin the Universal Declaration of
HumanRights to whichthe said Article refers.

In conformity with Article 5 of the present
Rules, prior to any recording of data in a police
database, the National Central Bureau, national
entity or international entity shall ensurethat the
data are in compliance with Article 3 of the
Organization’s Constitution.

To determine whether data comply with
Article 3 of the Constitution, all relevant
elements shall be examined, suchas:

(@) nature of the offence, namely the charges
and underlyingfacts;

status ofthe persons concerned;
identity of thesource of the data;

the position expressed by another National
Central Bureau or another international
entity;

(b)
©)
(d)

)
()

obligations under international law;

implications for the neutrality of the
Organization;

(g) thegeneralcontextof the case.

In light of the directives issued by the General
Assembly and of developments in international
law, the General Secretariat may compile
repositories of practice on the application of
Articles 2 and 3 of the Constitution, and make
them available to the National Central Bureaus,
national entities and international entities.

Article 35: Interest of the datafor the purposes of

international police cooperation

1)

In confomity with Article 5(3) of the present
Rules, prior to any recording of data in a police
database, the National Central Bureau, national
entity or international entity shall ensurethat the
data are of interest for the purposes of
international police cooperation.
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@)

Compliance with this condition for recording
datashallbe assessedin relationto:

(@) the purposes specific to international police
cooperation which are laid down in
Article 10(2) of the presentRules; and

the international nature of the data and, in
particular, theextentto which the data may
be used by National Central Bureaus,
national entities or international entities
otherthanthe source.

(b)

Article 36: General characteristics of databases

1)

2)

Each police database shall be defined with
regard to the following characteristics:

(@) specific purpose of the database;

(b) nature of the data it contains, especially
personal or particularly sensitive data;

(©
(d)
(€)
(f) applicable security measures;

)]

sources likely to contribute tothe database;
applicable confidentiality levels;
applicable types of restrictions;

National Central Bureaus, national entities
orinternational entities likely to record data
in the database;

minimum conditions for recording data;

(h)

(i) proceduresforrecordingdata, in particular
any specific processing carried out on data
duringthe recordingdueto their nature;

(j) proceduresforupdatingrecorded data;

(k) retention period of the data and the specific
methods for extending or deleting this

period;

(I) procedures and mechanisms used to check
the compliance of the data;

(m) National Central Bureaus, national or
international entities likely to consult the
database;

procedures for consulting the database,
especially any type of direct access or any
interconnection and uploading operations;

(n)

()
()

procedures forusingthe data;

procedures to follow if a positive query
result is generated on the basis of data
recorded in the database;

(g) data which may be disclosed to the public

in conformity with Article 61 of the present
Rules.

All of the general characteristics above
determine the legal framework applicable to
each of the Organization’s databases.

Article 37: Minimum conditions for recording

data inthe databases

1)

@)

©)

4)

®)

Minimum conditions shall be set for recording
datain each database.

Regardless of the database, the recording ofdata
about a person, object orevent must include:

@)
(b)
©)
(d)

the identity ofthe source of thedata;
the dateon which the data were recorded;
the specific purpose fortherecording;

for any personal data, the status of the
person and the data connecting this person
toanevent;

(e)
(f) theretentionperiodof the data;
@)
(h)

the level of confidentiality of thedata;

access restrictions;

any additional informationensuring that all
the data are relevant to the purpose and of
interest for the purposes of international
police cooperation.

These conditions shall be established by the
General Secretariat in consultation with the
National Central Bureaus or with their
representatives ontheadvisory bodies set up for
the purpose and communicated to all National
Central Bureaus. They shall also be
communicated to international entities
according to the access rights they have been
granted.

All National Central Bureaus, national entities
and international entities shall ensure that the
minimum recording conditions are met when
recordingdata in a police database.

All National Central Bureaus, national entities
and international entities shall keep any items
on the basis of which the data were recorded or
which justify retaining the information in the
database.

Article 38: Additional conditions for recording

data on persons

1)

Additional conditions for recording data on
personsshall be applicable in the following cases:

(@) dataon deceased persons;
(b) dataon victimsorwitnesses;
(c) dataonminors;

(d) particularly sensitive data.
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(2) All National Central Bureaus, national entities
and international entities shall observe these
additional recording conditions when recording
informationin a police database.

Article 39: Additional conditions for recording
data on deceased persons

(1) Data on deceased persons shall be recorded only
in the following cases:

(@) foridentification purposes;

(b) if the person hasplayed a partin a criminal
case oran eventthat hasbeen processedin
the Organization’s police databases and the
data concerningthis person are necessaryto
understandthecase orthe event;

(c) forcrime-analysis purposes.

(2) Data shall be recorded for the time strictly
required to achieve one of the processing
purposesabove.

(3) Thestatus of these personsand the purpose for
recordingthe data shall be specified in a manner
such that the data cannot be confused, in any
way whatsoever, with data on persons who are
the subject of cooperation.

Article 40: Additional conditions for recording
data on persons who are victims or witnesses

(1) Data on persons who are victims or witnesses
shall be recorded exclusively in the context of
the events oracts of whichtheywere victims or
to which they were witnesses, and may not be
used in relation to other events or acts. The
status of these persons and the purpose for
recordingthe data shall be specified in a manner
such that the data cannot be confused, in any
way whatsoever, with data on persons suspected
of,accusedof orconvicted for these sameacts.

(2) An additionalindicationshallbe inserted to the
effect thatno restrictive measures may be taken
against them.

Article 41: Additional conditions for recording
dataonminors

(1) The additional indication "MINOR" must be
inserted whenever the personwasa minor atthe
time of theeventoract whichis being recorded.
The age at which a minorattains majority shall
be determined in the light of the national laws
of the National Central Bureau or the national
entity thatrecordedthe data or, in the case of an
international entity, in the light of theapplicable
rules.

(2) Inthis case, the National Central Bureau, national
entity or international entity which records the
data shall specify any particular conditions
imposed by applicable national laws.

Article 42: Additional conditions for recording
particularlysensitive data

(1) Particularly sensitive data may only be recorded
in one of the Organization’s police databases if:

(@) they are relevant and of particulary
important criminalistic value for achieving
the aims of the Organization and the
purposes of the processing as described in
Article 10(2) of the presentRules;

(b) they are described objectively and contain
no judgment ordiscriminatory comments.

(2) The data shall be recorded in a way which
enablesthemtobe identifiedas such whenthey
are consulted, and shallnot be processed, in any
form whatsoever, for any discriminatory
purpose.

Article 43: Additional conditions for recording
copied or uploaded data

(1) Data from one of the Organization’s police
databases may only be copied into another of the
Organization’s police databases or into part of
the INTERPOL Information System if all the
following conditions are met:

(@) if thedataare copiedforthe same purmpose,
the source of the data has not objected
within 10 days;

(b) if the data are copied for another pumose,
the source has agreed to their processing for
thisnewpurpose;

(c) copyingthedataisunlikely toprejudicethe
integrity and the confidentia lity of the data
copied;

(d) thedataare copiedexactly;

(e) thedataareregularly updated.

(2) The General Secretariat shall ensure that these
additional recording conditions are complied
with when the data of oneof the Organization’s
police databases are copied into another of the
Organization’s police databases.

(3) Data may only be uploaded into the INTERPOL
Information System if all the following
conditions are met;

(@) the uploadingis carried out by a National
Central Bureau, a national entity, an
international entity, or the Genernl
Secretariat, and is done with due respect for
the provisions of the present Rules;

21



INTERPOL’S RULES ON THE PROCESSING OF DATA

Article

(b) thedataare copiedexactly;

(c) the National Central Bureau, national entity
or international entity uploading the data
ensurestheyare regularly updated.

43A: Additional conditions _for

temporarily processing large datasets

1)

)

3)

4)

()

(6)

The General Secretariat may temporarily
process large data sets to determine their
potential interest for the purposes of
international police cooperation and to assess
theircompliance with the present Rules.

In consultation with the source ofthedata, such
temporary processing may include, inter alia,
data structuring, formatting, assessing,
categorizingand comparing against data already
processed in the INTERPOL Infomation
System.

The temporary processing shall meet the
following conditions:

(@) the data shall comply with the applicable
general principles as defined in Title 1 of
the present Rules;

(b) the data shall be processed in a protected
data-processing environment within the
INTERPOL Information System. The data
shallbe separated from other operational or
analytical data and shall be distinguished

from data provided by other sources;

(c) the retention period of the data in this
environment shall be determined by the
source, but shall not exceed the maximum
retention period determined by the

Executive Committee;

access to the data shall be restricted to
authorized departments or members of staff
of the General Secretariat towhom specific
access has been granted;

(d)

©)

any other conditions defined by the source
of the data.

Following an assessment of the data, the
General Secretariat shall communicate the
results of the assessment to the source of the
data and shall promptly delete any non-
compliantdata.

The source of the data may process any
compliantdata for one or more of the processing
purposes listed in Article 10 of the present
Rules.

The General Secretariat shall then delete the
remaining data from the temporary processing

environment and shall inform the source of the
dataaccordingly.

Avrticle 44: Status of persons

1)

@)

When recording any data concerning a person
who is the subject of international police
cooperation, the National Central Bureau,
national entity or international entity must
specify the status of that person from the
following list:

(@) Convicted: apersonwho, followinga court
ruling, has been found guilty of committing
anordinary-lawcrime;

(b) Charged: a person against whom criminal
proceedings have been initiated for
allegedly committing an ordinary-law

crime;

(c) Suspect:a personwho,aspartofa criminal
investigation, is considered to be a possble
offender butagainstwhom no charges have

been filed;

Criminalhistory: a personwho is knownto
law-enforcement departments because of a
previous conviction, or previous criminal
conduct for which he/she has not been
exonerated;

(d)

(e) Witness: a person who isnota suspect and
who might be able to provide information
relevant to a criminal investigation or an

investigation intoa disappearance;

(f) Victim:a personagainstwhoma crime has
been committed;

@

Missing: a person whose whereabouts are
unknown and who has been reported as
missing;

(h) Unidentified person: a person, alive,
whether criminal or not, the identification

of whom issought;

() Unidentified body: a dead person, whether
criminalornot, the identification of whom
is sought;

(j) Deceased: a person on whom data is kept in
INTERPOL’s police databases following the
confirmation of his/her death;

(k)

Possible threat: a personwho presents or is
likely to present a dangerto public safety;

(I) Subject to UN sanctions: a person subject
to sanctions decided upon by the United
Nations Security Council.

Other statuses may be established by the
General Secretariat in consultation with the
National Central Bureaus and the international
entities or with their representatives on the
advisorybodies set up forthe purpose.

22



INTERPOL’S RULES ON THE PROCESSING OF DATA

Article 45: Definition of specific conditions of use
when recording data

In accordance with Article 12(1) of the present
Rules, any National Central Bureau, national entity
or international entity which records data shall
specify the conditions for use of these data once they
have been entered in the INTERPOL Information
System and, in particular, any conditions linked to
usingthe data asevidence in criminal proceedings.

Article 46: Updates

(1) The National Central Bureau, national entity or
international entity that recorded data shall
updatethem regularly.

(2) When the purpose for which the data were
recorded has been achieved, these data may only
be updated or retained in the Organization’s
police database if the National Central Bureau,
national entity or international entity that
recorded them determines and justifies a new
purpose fortheirrecording.

(3) The National Central Bureau, national entity or
international entity that updates data shall
ensure that the conditions for recording those
dataare met.

(4) The National Central Bureau, national entity or
international entity that recorded data may ako
modify, atany time:

(@) theretentionperiodof the data;
(b) theirlevelof confidentiality;
(c) restrictionson accessto data;
(d) conditions forconsultation;
(e) conditionsforuse.

Article 47: Recording of data at the initiative of
the General Secretariat

In confomity with Article 24(1,b) of the present
Rulesand forpurposes such asassistingin criminal
investigations, complementing data already
recorded in the INTERPOL Information System, or
in the context of crime analyses it may be required
to conduct, the General Secretariat may record data
taken from sources other than those mentioned in
Article 1(6) underthe following conditions:

(@) Ithasensuredthat the data comply with the
general conditions for recording set out in
these Rules, in particular with regard to the
quality of data referred to in Article 12 of
the present Rules;

(b) The General Secretariatshall be considered
asthe source of the data for the purposes of
the present Rules and shallensure that data
are periodically assessed and updated in
accordance with Articles 46,49, 50 and 51
of the presentRules;

(c) The data are recorded in a way which
enablesthemto be distinguished from data
processed by a source mentioned in
Article 1(6) and the origin of the data is
clearly identified;

(d) Any National Central Bureau or intemational
entity which confirmsthe accuracy of the data
shall be considered as the source of those data
forthe purposes of the present Rules.

Article 48: Supplementary information and
corrections

(1) If a National Central Bureau, national entity or
international entity other than the one which
recorded the data has specific, relevant reasons
for considering that data are incorrect, it shall
immediately inform the National Central
Bureau which recorded the data or on whose
behalf a national entity recorded them, or the
international entity which recorded the data.

(2) If a National Central Bureau, national entity or
international entity other than the one which
recorded the data wishes to supplementthem, it
may sendthe supplementary information to the
Bureauorto the international entity concerned.

(3) Therecording National Central Bureau, national
entity or international entity shall promptly
examine the information and, if necessary,
modify, corrector delete the data immediately.

Article 49: Retention period

(1) In conformity with Article 10 of the present
Rules, the data may only be retained in the
Organization’s police databases for the time
required to achieve the purpose for which they
were recorded.

(2) Data shall initially be recorded for the
maximum period determined by the Executive
Committee for this type of data, unlessa shorter
retention period is set by the source or the
purpose has beenachieved.
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3)

4)

The retention period shall begin from the date
on which the data are recorded.

The suspension of a cooperation request or alert,
as referred to in Articles 81 and 100 of the
present Rules, shall have no bearing on the
retention period ofthe data.

Article 50: Periodicassessments

1)

)

©)

4)

)

In order to reassess the purpose of processing
data and their quality, in confomity with
Articles 10 and 12 of the present Rules, the
National Central Bureau, national entity or
international entity must, on expiry of the
retention period, examinethe needfor retaining
that data and, if necessary, check that the
conditions for recording them are still being
met.

The General Secretariat shall ask the National
Central Bureau, national entity or intemational
entity that recorded the data, at the latest six
months before the expiry date, to examine the
need to retain the data.

The General Secretariat shall specify, in
particular;

(a) if the data are connected with other data
from the same National Central Bureau or
the sameentity;

if the data are processed as par of an
analysis project;

if the data concerna form of serious crime or
a special crime area for which the General
Assembly has defined a specific retention
policy implemented by the General
Secretariat.

(b)
©

If the National Central Bureau, national entity
orinternational entity decides to retain the data,
it shall specify the reasons for the retention.
Data shall be recorded for a further period not
exceeding the maximum retention period,
unless a shorter retention period is set by the
source orthe purposehas beenachieved.

If the National Central Bureau, national entity
or international entity decides that the purpose
for which the data were recorded has been
achieved but that retaining data in the
Organization’s police databases continues to be
of interest for the purposes of international
police cooperation, particularly if those data
belongto one of the three categories mentioned
abowe, it shall determine and justify a new
purpose for recording that data. Data shall be
recorded for a further period not exceeding the
maximum retention period for this new purpose,
unless a shorter retention period is set by the
source orthe purposehas beenachieved.

(6)

()

The National Central Bureau, national entity or
international entity that decides to retain the
data shall ensure that the conditions for
recordingthe data continue tobe met.

For a given database of the Organization, the
Executive Committee is empowered to waive the
above requirements regarding reassessment,
provided sucha waiver is necessary.

Article 51: Deletion of data

1)

@)

©)

4)

®)

(6)

If the National Central Bureau, national entity
or international entity decides not to retain data
serving one of the purposes set in Article 10,
they shallbe deleted for that specific purpose.

The data shall also be deleted automatically on
expiry of the retention period if the National
Central Bureau, national entity or intemational
entity has not indicated the need to retain the
data forthe purpose they serve.

When the purpose for which the data were
recorded has been achieved, the National
Central Bureau, national entity or intemational
entity that recorded the data shall delete them
from the police databases, unless it has decided
to determine and justify a new purpose for
recordingthem.

When the General Secretariat has specific,
relevant reasons for considering that the purpose
forwhich data were recorded hasbeen achieved or
that the data no longer meet the minimum
conditions for recording, it shall promptly request
the National Central Bureau, national entity or
international entity that recorded the data to
examine theneed to retain these data.

When the General Secretariat deletes data
recorded by a National Central Bureau, a
national entity or international entity conceming
a person who is the subject of an intemational
cooperation request or an alert, it shall inform
the National Central Bureau or international
entity that recorded that data, and explain the
reasonsforitsaction.

When data have been deleted from one of the
Organization’s police databases, all copies of
those data contained in the INTERPOL
Information System shall also be deleted, unless
data are retained for a separate purpose as set out
in Article 10,and subjectto the prior consentof the
National Central Bureau, national entity or
international entity that initially recorded the data.
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(7)

When it is impossible to delete data because of
the cost and volume of work involved, the
General Secretariat shall take all appropriate
steps to ensure that the data cannot be used, to
preventaccess to that data andtheiruse for the
purposes of a criminal investigation, or to
indicate clearly thatthe data mustbe considered
to be non-existent. It shall inform the
Commission for the Control of INTERPOL’s
Files of such measures.

Article 52: Temporary retention of criminal

history

1)

)

3)

4)

()

The National Central Bureau, national entity or
international entity that withdraws an
international alert or cooperation request
concerning a person who has been convicted,
charged, is suspected or constitutes a potential
threat may choose to temporarily retain the data
on this person in order to provide information
about his/her criminal history.

The temporary retention of the criminal history
of a person whohas been convicted, charged, is
suspected or constitutesa threat, but who has
been cleared ofthe charges which led to thedata
about him/her initially being recorded, shall be
prohibited.

The National Central Bureau, national entity or
international entity which retains data for
reference purposes shall ensure thatretention is
lawful under national law. The international
entity shall ensure that the retention is lawful
underitsapplicable rules.

The purpose of this recording as well as the
statusof the person concerned shall be specified
in accordance with, respectively, Articles 10
and 44(1) of the present Rules, in a manner such
that the data cannot be confused with data
concerning persons who are thesubjectof alerts
or requests for international cooperation. A
record shall be kept of the status initially
attributed to the person concerned.

These data may be retained for a period not
exceeding the maximum retention period
determined by the Executive Committee fromthe
moment at which the National Central Bureau,
national entity or international entity indicates
thattheinitial purpose has been achieved, unlkss
a shorter retention period is set by the source. On
expiry of the retention period, the data shall be
automatically destroyed unless the National
Central Bureau, national entity or international
entity decides to retain the data for the purposes
of redirecting enquiries in conformity with
Article 53 below.

Article 53: Retention of data for purposes of

redirectingenquiries

1)

)

3)

The National Central Bureau or entity that
deletes data it has recorded about a person
suspected, accused or convicted of criminal
offences shall indicate whether it wishes to
retain those data items thatwould allow another
National Central Bureau or entity to address to
it any subsequent enquiries it may have about
thisperson.

The General Secretariat may not retain, for
purposes of redirecting enquiries, data it has
deleted from the police databases without the
express authorization from the National Central
Bureauorentity thatrecorded those data.

The only data that may be retained for pumposes
of redirecting enquiries are: the name of the
National Central Bureau or entity that recorded
the data; the reference of the recording; the
person’s name and forenames; the identity
document number and the nature of that
document; date and place of birth; and
fingerprintsand DNA profile.

(4) These data may be retained fora maximum

retention period determined by the Executive
Committee, unless a shorter retention period is
set by the source.

SECTION3: CONSULTATION

Article 54: Directaccess

1)

@)

In accordance with Article 6 of the present
Rules, National Central Bureaus may directly
consult the Organization’s police databases,
subject to the restrictions and confidentiality
rules laid down by the source. National entities
and international entities may also directly
consult the Organization’s police databases
subject to the same restrictions and
confidentiality rules and according to the access
rights they have been granted.

In accordance with Article 36(1,n), the type of
datathatcanbedirectly consulted is specifiedin
the list of the general characteristics of this
database.

Article 55: Interconnection

1)

Interconnection operations must meet all of the
following conditions:

(@) The purpose, thenatureand the scope of the
interconnection are specified, explicit and
conform to the aims and activities of the
Organization;
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)

3)

4)

()

(b) The interconnection is of interest for the

purposes of international  police
cooperation;
() The information system to be

interconnected offers a level of security at
least equivalent to that of the INTERPOL
Information System;

(d) Theinterconnectionallows forcompliance
with the processing conditions established
by the sources of data contained in the
INTERPOL Information System and in the
informationsystemto be interconnected;

(e) The interconnection allows the National
Central Bureau, national entity or
international entity that entered the data
into the INTERPOL Information System,
and the General Secretariat, to be notified
immediately of any element deriving from
the interconnected data that is likely to be
of interest forthe purposes of international
police cooperation.

All requests forinterconnection from a national
entity mustbe sent through its National Central
Bureau.

The General Secretariat shall submit to the
Executive Committee for approval all requests
forinterconnection. It shall provide:

(@) a copy of the request for interconnection it
received, specifyingthe personwho will be
responsible  for  overseeing  the
interconnection at the National Central
Bureau, national entity or international
entity;

(b) the assessment of the request by the
General Secretariat as well as the financial
implications of that request for the
Organization;

(c) the outcome of any tests conducted by the
General Secretariat;

(d) the opinion of the Commission for the
Control of INTERPOL’s Files if the
database contains or is linked to personal
data.

If the Executive Committee authorizes the
interconnection, the General Secretariat shall
give prior notificationto the sources of the data
recorded in the database to be interconnected.
The Secretariat shall specify the conditions of
interconnection.

The General Secretariat shall keep an updated
register of interconnection operations which
specifies the conditions of each operation.
National Central Bureaus may consult this
register at any time. International entities may
also consult this register according to the access
rights they have been granted.

(6) The Executive Committee shall report to the

General Assembly each year the authorizations
it has granted for interconnection operations.

Article 56: Downloading for the purposes of

international police cooperation

(1) All downloading operations must meet all the

following conditions:

(@) the purpose of the downloading is
specified, explicit and conform to theaims
and activities of the Organization;

(b) therequestisof interestforthe purposes of
international police cooperation;

(c) an interconnection operation cannot be
carried outdueto its costand the functional
or technical characteristics of the
information system to be interconnected;

(d) the information system of the National
Central Bureau, national entity or
international entity offers a level of security
at leastequivalenttothat of the INTERPOL
Information System;

(e) the conditions established by the sources
for the processing and use of the
downloaded data are strictly observed;

(f) the downloading operation is for a set
period not exceeding six months;

(g) downloaded data are updated at least once
a week, including when such updating
impliesthe deletion of data;

(h) the data are not copied within the
information system into which they are
downloaded:;

(i) the downloaded data must systematically be
deleted when the purpose for which they were
downloaded has been achieved, and at the
very latestwhen the aforementioned period of
six months has expired;

(j) the National Central Bureau, national entity
or international entity that downloads data
immediately notifies the National Central
Bureau, national entity or international
entity that entered the data into the
INTERPOL Information System, and the
General Secretariat, of any item derived
from the downloaded data that is likely to
be of interest for the purposes of
international police cooperation.

(2) All downloadingrequests from a national entity

must be sent through its National Central
Bureau.
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3)

4)

()

(6)

The General Secretariat shall be empowered to
authorize a downloading operation, subject to:

(@) compliance with theconditions above; and

(b) written assurances provided by the National
Central or international entity that
requested to carry out the downloading
operation, by which it undertakes to comply
with those conditions, the purpose of the
downloading, its nature and its scope; and

(c) the designation of a person to be responsible
for overseeing the downloading at the
National Central Bureau, national entity or

international entity.

If, for technical or other reasons, the General
Secretariat cannot comply with one or more of the
processing conditions linked to the datato be
downloaded, it shall not authorize the downloading
of the said data.

The General Secretariat shall notify National
Central Bureaus and international entities of any
downloading operation it has authorized. It shall
specify all the conditions of downloading,
particularly the characteristics of the information
system of the National Central Bureau or
international entity it has authorized to proceed
with the downloading. With effect from the dateof
notification by the General Secretariat, a National
Central Bureau, a national entity or an
international entity has 15 days to signify its
opposition to any possibility of processing by the
requesting National Central Bureau or entity of the
data that it entered into the INTERPOL
Information System. At the end of the prescribed
period, the General Secretariat shall be
empowered to proceed with the downloading, with
the exception of data about which an opposition
has beensignified.

The General Secretariat shall inform the
Executive Committee of the downloading
authorizationit has granted by providing:

(@) its assessment of the request as well as the
financial implications for the Organization;

the characteristics of the information
system of the National Central Bureau or
national entity or international entity into
which the data were downloaded;

a copy of the written assurances provided
by the National Central Bureau or
international entity which requested to
carry out a downloading operation;

the opinion of the Commission for the
Control of INTERPOL’s Files if the

downloaded data contained personal dataor
were linked to such data.

(b)

©)

(d)

)

@)

The General Secretariat shall be responsible for
checking that the conditions for downloading
are being met throughout the period for which
the downloading has been authorized. It shall
take all necessary and appropriate measures to
performthesechecks.

The General Secretariat shall keep a register of
the data downloaded which specifies the
conditions of each downloading operation.
National Central Bureaus may consult this
register at any time. International entities may
also consult this registeraccording to the access
rights they have been granted.

Article 57: Indirectaccess

1)

@)

©)

)

When a police database cannot be consulted
directly or an international entity only has
indirect access to a database, the General
Secretariat shall determine the procedures for
consulting that database and inform the National
Central Bureaus of them. It shall also inform
international entities according to the access
rights they have been granted.

When a police database can be consulted
directly, the General Secretariat may authorize
a request for indirect access to the data
contained in that database in the following
cases:

(@) theinternational entity does nothave direct
access rights, or

(b) directaccessistemporarily inoperative, or

(c) therequest is specific or complex and the
data cannot be obtained through direct
consultation.

All requests for indirect access from a national
entity must be submitted through its National
Central Bureau.

When examining a request for indirect access,
the General Secretariat shall ensure that:

(@) therequest has been made by a National
Central Bureau, a national entity, an
international entity ora private entity;

if made by an international entity or a
private entity, the request corresponds to
the purpose for which access to the
INTERPOL Infomation System was
granted;

the request is clearand reasoned;

the National Central Bureau or intemational
entity that recorded data likely to cormrespond to
the request has not imposed any access
restrictions on the requesting National Central
Bureau, intemational entity or private entity.

(b)

©)
(d)
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Article 58: Access restrictions

1)

@)

3)

4)

()

(6)

()

(8)

In accordance with Article 7(1) of the present
Rules, any National Central Bureau or
international entity may, at any time, place
generalrestrictions on access by other National
Central Bureaus, international entities or private
entities to the data it has recorded in a police
database. General access restrictions placed by
a National Central Bureau shall apply tothedata
recorded by the national entities it has
authorized.

Any National Central Bureau or international
entity may, at any time, place additional
restrictions on access by other National
Bureaus, international entities or private entities
to recorded data concerning a person, object or
event.

National Central Bureaus and international entities
may notplaceaccess restrictions applicable solely
to the national entities of other National Central
Bureaus. Any restrictions onaccess by a National
Central Bureau shall apply to all the national
entities that it has authorized.

Access restrictionsto data shallapply regardless
of the method used to consult the police
database.

When a National Central Bureau or an
international entity consults a database and it
cannot access the data that may match its search,
the General Secretariat may forward the request to
the National Central Bureau or intemational entity
thatplacedtheaccessrestriction.

Messages for which a National Central Bureau
or international entity has authorized the
recording in one of the Organization’s databases
shallbe considered tobe restricted to their initial
recipients, unless otherwise specified by the
said Bureauor entity.

Access restrictions may not be lifted by the
General Secretariat except in urgent situations,
according to the applicable procedure, or when
the data have become public.

Access restrictions are confidential data that
shall be processed in accordance with
Article 112 of the present Rules.

Article 59: Disclosure of data subject to
restrictions

The disclosure of data subjectto restrictions may
only be carried out in the urgent situations refened
to in Article 26(2) of the present Rules and according
to the following procedure:

(@) The General Secretariat shall notify the
National Central Bureau, national entity or
international entity that recorded the said
data, that the conditions set out in
Article 26(2) of the present Rules have been
met, and shallseta deadline, proportionate
to the threat, for the said National Central
Bureauorentityto object to the removal of
the restrictions;

(b) All requeststo a national entity concerning
the removal of restrictions must be sent
through its National Central Bureau;

(c) The restrictions will be considered to be
lifted uponexpiry of the deadline set by the
General Secretariat and in the absence of an
express objection by the National Central
Bureau, national entity or international
entity that recorded the restricted data
relatingto the threat;

(d) The General Secretariat shall inform the
Executive Committee and the Commission
for the Control of INTERPOL’s Files as
soon as possible that it has applied this
emergency procedure.

Article 60: Access by third parties

(1) The General Secretariat may process requests for
accesssubmitted by international organizations or
legal persons governed by private law with which
the Organization is considering establishing
relations forcooperation in dataprocessing.

(2) When a third party requests access to data
contained in a police database, the General
Secretariat may forward the data only with the
express prior authorization of the source of the
data.

Article 61: Disclosureof data to the public

(1) The General Secretariat shall request the
opinion of the Commission for the Control of
INTERPOL’s Files on any policy that t may, in
accordance with the conditions set out in
paragraph 2 below, decide to adopt regarding
disclosure to the public of data processed in the
INTERPOL Information System, whenever the
processing of personal data is concerned.
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@)

3)

Data processed in the INTERPOL Information
System may only bedisclosedtothe public if all
the following conditions are met:

(@) The disclosure is for at least one of the
following purposes:

() toalertthe public;
(ii) torequesthelp fromthe public;

(iii) for any other purpose intended to
promote international police
cooperation;

(b) The source of the data has authorized the
disclosure beforehand, including details of
the type of data to be disclosed, the method
of disclosure, and the potential recipients of
the disclosure, and the source has indicated
any specific conditions concerning the
disclosure;

(c) The disclosure complies with the aims and
activities of the Organization and respects
the basic rights of the persons who are
subjects of international police cooperation;

(d) The disclosure is not such that it might
prejudice the Organization’s image or
interests, orthose of its Members;

(e) Thedisclosure does notconcem an offender
oran alleged offender who, at thetime of the
offence in question, was considered tobea
minor under the law applicable in the
country of the National Central Bureau or
of the international entity which entered the
data in the system, unless that National
Central Bureau or international entity and
the General Secretariat consider that such
disclosure is essential to international
police cooperation, and if the disclosure in
question complies with the applicable
principles of the national laws and of
international law.

If a notice orthe data it contains is disclosed by
a National Central Bureau, a national entity or
an international entity other than the source of
the data, in addition to the conditions listed in
paragraph 2 above, the following conditions
shallbe met:

(@) The General Secretariat shall have first
authorized suchdisclosure;

(b) The data contained in the notice shall be
copied identically and be updated regularly
to ensure they remain accurate.

SECTION4: USE OF DATA

Article 62: Conditions of use

All National Central Bureaus, national entities and
international entities about to use data processed in
the INTERPOL Information System shall determine
the following:

(@) theaccuracyandrelevancy ofthe data;

(b) the purposeforwhich they are about to use
the data;

(c) any special conditions of use;

(d) any access restrictions placed on these data
applicable to another National Central
Bureau or another international entity to
which they are to beforwarded.

Article 63: Verification of the accuracy and
relevance of data

(1) All National Central Bureaus, national entities
and international entities about to use data
processed in the INTERPOL Infomation
System for the purposes of applying coercive
measures, including but notlimited to detention,
arrest, or restriction of movement, must ensure
that these data are still accurate and relevant.
Notwithstanding the above, any such measures
permitted under national law and applicable
international treaties may be taken prior to or
while the data verification process is carried out.

(2) A National Central Bureau shall conduct the
necessary checks directly with the National
Central Bureau that recorded the data or, if the
datawere recorded by a national entity, with the
National Central Bureau of this national entity.
If the data were recorded by an international
entity, it shall conduct the necessary checks with
the General Secretariat.

(3) A national entity shall conduct these checks
through its National Central Bureau.

(4) Aninternational entity shall conduct these checks
with the National Central Bureau or intemational
entity solely through the General Secretariat,
unless it has been granted accessrights.

Article 64: Use of data for a criminal
investigation purpose other than the initial
purpose or for an administrative purpose

(1) Inaccordance with Article 10(6) of the present
Rules, all National Central Bureaus, national
entities or international entities about to use data
fora criminal investigation purpose other than the
specific purpose of international police
cooperation for which the data were initially
recorded in the Organization’s police databases, Or
foran administrative purpose as specified by the
source of the data pursuant to paragaph
(2) below, or in the absence of such
specification, under the applicable law of the
entity intending to use the data, shall ensure that
thispurpose and use:

(@) complieswith the aimsandactivities of the
Organization;

(b) is not incompatiblewiththe initial purpose;
(c) islawfulunderthe applicable law.
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@)

3)

4)

Each source of data shall have the right to
specify which purposes, other than those listed
under Article 10(2) of the present Rules, are
considered an administrative purpose under its
applicable law.

National Central Bureaus or entities intending to
use data as described in paragraph (1) above
shall inform in advance the source of the data,
asfollows:

(@) A National Central Bureau shall directly
inform the National Central Bureau that
recorded the data or, if the data were
recorded by a national entity, the National
Central Bureau of this national entity. If the
data were recorded by an international

entity, it shall inform the Generl
Secretariat;

(b) A national entity shall inform the National
Central Bureau, national entity or

international entity that recorded the data
through its National Central Bureau;

(¢) An international entity shall inform the
National Central Bureau, national entity or
international entity that recorded the data
through the General Secretariat, unlessit is
an international entity with powers of
investigation and prosecution in criminal
matters which, in conformity with
Article 27(5,f) of the present Rules, has
been authorized to send thedata directly as

a message.

With effect from the date of notification, the
source has 10 days tosignify its opposition or to
request additional information or time to
respond to the request to use the data for the
envisaged purpose. This period may be reduced
by the General Secretariatin urgent cases.

Article 65: Use of data for administrative

purposes [deleted]

Article 66: Special conditions for use

1)

@)

In accordance with Article 45 of the present
Rules, when any data are consulted, the General
Secretariat shall draw attention to the special
conditions for use established by a National
Central Bureau, a national entity or an
international entity when the data were
recorded, in particular any conditions relating to
the use of data as evidence in criminal
proceedings.

Any National Central Bureau, national entity or
international entity which is about to use data
recorded in a police database shall observe the
special conditions for use established by the
National Central Bureau, national entity or
international entity that recorded them.

(3) The General Secretariat shall ensure that any

National Central Bureau, national entity or
international entity that consults the data is
aware of those special conditions for use, so that
it may take any necessary measures to ensure
they are observed.

Avrticle 67: Forwarding data

(1) Any National Central Bureau or international

)

©)

entity which is about to forward to another
National Central Bureau or another
international entity data contained in the
Organization’s police databases shall ensure
with the General Secretariat or the National
Central Bureau, national entity or intemational
entity which recorded these data that they are
not subject torestrictions:

(@) A National Central Bureau shall conduct
the necessary checks directly with the
National Central Bureau that recorded the
data or, if the data were recorded by a
national entity, with the National Central
Bureau of this national entity. If the data
were recorded by an international entity, it
shallconductthe necessary checks with the
General Secretariat;

An international entity shall conduct the
necessary checks with the National Central
Bureau, national entity or international
entity solely through the General
Secretariat, unless it is an international
entity with powers of investigation and
prosecution in criminal matters which has
been authorized, in application of
Article 27(5,f) of the presentRules, to send
datadirectly by means ofa message.

(b)

Any National Central Bureau or international
entity which is about to forward particulardy
sensitive data contained in the Organization’s
police databases shall ensure that the forwarding
is relevantand has specific crime-investigation
value forachieving theaims of the Organization
and the purposes of the processing.

When forwarding data, the National Central
Bureau or international entity and the General
Secretariat shall, in cases of indirect access,
indicate:

(@) thesource of the data;

(b) the specific conditions for use established
by the source;

the level of confidentiality of thedata;

the date they were recorded and their
retention period in the police databases;

©)
(d)
©)

the person’s status and the type of action to
be taken regarding him/her, in the case of
personal data;

(f) any specific methods for processing the
data.
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4)

)

Itshallsend anexact copy of the forwarded data
to the source of the data if it deems it necessary
or if the source so requires.

In accordance with Article 58(6) of the present
Rules, the General Secretariat may not forward
a message it has received to a National Central
Bureau oran international entity which is not a
recipient without the prior consent of the
National Central Bureau or the international
entity thatoriginally sentit.

SECTIONS: SPECIFICRULESRELATING

TO CRIME ANALYSIS FILES

Article 68: Analysis files

1)

)

3)

4)

()

Analysis files are temporary databases created
forcrime-analysis purposes, in accordance with
a list of general characteristics drawnup onthe
basis of Article 36(1) of the present Rules and
in consultation with the National Central
Bureaus, national entities and international
entities that may be involved in the crime
analysis projectconcerned.

The processing principles and conditions for
recording data in the Organization’s databases
set out in the present Rules shall be applicable
to analysis files, subject to the provisions below.

Analysis files shall be created by the General
Secretariat for an initial period not exceeding
five years.

The General Secretariat shall inform the
Executive Committee about any crime-analysis
project involvingthecreationofananalysisfil,
and shallprovide:

(@) the reasons that led it to develop this
project, as wellas the financial implications
of such a project;

the list of the National Central Bureaus,
national entities and international entities
that may beinvolvedin the project;

(b)

(c) the list of the general characteristics of the
analysis file constituting its legal
framework;

(d) the opinion of the Commission for the
Control of INTERPOL’s Files, if the
analysis file contains personal data or is

linked to such data.

The Executive Committee may refuse or cancel
the creation of an analysis file, if it considers
that the requirements set by the present Rules
are not met.

(6)

()

@)

The creation of an analysis file, as well as its
purpose and the applicable legal framework,
shall immmediately be notified to the National
Central Bureaus and international entities that
may be involved in the project. Subsequent
participation by a National Central Bureau, a
national entity or an international entity in the
crime analysis project is subject to the
agreement of all the National Central Bureaus
international entities already participating in the
project.

National Central Bureaus shall be responsible
for making necessary notifications to their
respective national entities.

The General Secretariat shall submit any
proposal to extend an analysis file for a period
not exceeding five years to the Executive
Committee forapproval.

Article 69: Use of analysis files

1)

)

©)

4)

Access to analysis files shall be restricted to
authorized departments or members of staff of
the General Secretariat involved in the crime
analysis and to whom specific access has been
granted.

The General Secretariat shall be entitled, when
required, to authorize staff of National Central
Bureaus, national entities and international
entities participating in the project and involved
in the crime analysis to access a given analysis
file, and to determine the extent of their access
and processing rights. Access and processing
rights shall be granted to staff of national
entities in consultation with the National Central
Bureaus concerned.

The analysis files may or may not be connected
to the Organization’s police databases,
dependingonthe purpose of thefiles in question
and the required security and confidentiality
conditions.

Data recorded in an analysis file may be copied
into a database of the Organization, or,
conversely, data recorded in a database of the
Organization may be copied intoananalysis file
provided that the data meet the minimum
conditions for recording information in the said
database, and that the copying is subject to the
express consent of the National Central Bureau,
national entity or international entity that
supplied the data.

31



INTERPOL’S RULES ON THE PROCESSING OF DATA

()

If the data or other items of infommation
recorded in an analysis file are such that they
might allow updates to one or several of the
Organization’s other databases or conversely if
the datarecorded in other databasesmightallow
updates to one or several analysis files, the
General Secretariat must take all appropriate
measurestothatend.

Avrticle 70: Additional conditions for recording

data oncriminal analysis purposes

1)

@)

3)

4)

Data referred to in Article 1(2) of the present
Rules, aswellas other itemsof information that
may be necessary for the crime analysis, may be
recorded in analysis files.

Data and other itemsof information recorded in
analysis files shall be retained for a maximum
retention period determined by the Executive
Committee, unless a shorter retention period is
set by the source or the crime-analysis file
which contains them is closed earlier.

If the data are recorded both in an analysis file
and in one of the Organization’s police
databases, the purposes for recording the data
shallbe specified in a manner such thatthe data
cannotbe confused.

When recording in an analysis file any data or
other items of information about a person who
is the subject of international police
cooperation, the status of that person shall be
specified with reference to the following list,
which shall only be used in the context of
criminalanalysis:

(@) The statuses listed in Article 44(1) of the
present Rules;

(b) Otherstatusesbelow created in application
of Article 44(2) of the present Rules:

(i) Associate: personwhohas sporadic or
regular contact with a person of
interest in a criminal investigation,
and/or against whom criminal
proceedings havebeeninitiated;

(i) Person of interest: person who can

provide information about an

ordinary-law crime.

Article 71: Crime analysis reports

1)

Crime analysis reports prepared for analysis
files must:

(@) make a clear distinction between the
information obtained by the Generl
Secretariat and the conclusions that the
General Secretariat has drawn from that
information;

@)

©)

(b) indicate the sources of the information
cited, the status of the persons mentioned
and the date when the analysis was made;

specify that, prior to makingany use of such
reports and the data and other items of
information they contain, the General
Secretariat and the sources of the data
should be consulted to ascertain the rights
and restrictions attachingto them.

©)

Crime-analysis reports shall be disclosed to the
National Central Bureaus, national entities and
international entities participating in the crime
analysis project concerned. Crime-analysis
reports may be disclosed to other National
Central Bureaus, national entities and
international entities, subject to authorizationby
the General Secretariat and any access
restrictions that may be determined by the
sources of the data contained in the reports.
Disclosure mustcomply with the confidentiality
levelassigned to the analysis file by the General
Secretariat, as well as any other applicable
security measures.

The crime-analysis reports may be retained fora
maximum retention period determined by the
Executive Committee after the completion of the
analysis project concerned, provided that theyare
used in a manner that is relevant and in
compliance with the processing rules set out in
the presentRules.

Article 72: Completion of crimeanalysis projects

1)

@)

When a crime analysis projectis completed:

(@) the analysis files concerned, aswell as the
data and other items of information
recorded in them, mustbe destroyed;

the crime analysis report may be retained
providedthatsteps aretakento preventany
use which is not relevantor is contrary to
the processing rules set out in the present
Rules.

(b)

Disclosure of a crime analysis report or any of
the data it contains must conform to any
restrictions that may have beenimposed by their
sources on the data it contains and any other
measures attaching to it concerning security or
confidentiality.
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CHAPTERII:
NOTICES AND DIFFUSIONS

SECTION1:PROVISIONS COMMONTO
NOTICES

Article 73: INTERPOL notices system

(1) The INTERPOL notices system consistsof a set
of colour-coded notices published for specific
purposes, and special notices published within
the framework of specific cooperation not
covered bythe previous categories of notices.

(2) A category of notices or special notices may
only be created with the approval of the General
Assembly which, if the notice contains or is
linked to personal data, shall have obtained the
opinion of the Commission for the Control of
INTERPOL s Files.

(3) The conditions for publishing notices are
defined for each category of notice or special
notice. These conditions are at leastidentical to
the general conditions required for recording
these data in the Organization’s databases.

(4) The conditions for publishing each category of
notice are defined below. The conditions for
publishing each category of special notice are
specified in an agreement.

Article 74: Role of the General Secretariat

(1) The General Secretariat shall be responsible for
publishing INTERPOL notices on behalf of the

Organization.

(2) Inparticular, itis responsible for:

(@) checking the compliance of all notice
requests with the present Rules and
publishing, as soon as possible, any notice
requests it deemsto be in compliance;

(b) simultaneously recording any published
notices in a database of the Organizationfor
direct consultation by National Central
Bureaus, national entities and intemational
entities according to the access rights they
have beengranted;

(c) translating any notices into the
Organization’s  working languages
accordingto the directivesdecided upon by
the General Assembly;

(d) assisting National Central Bureaus and
international entities in the event of a
positive query result;

(e) ensuringthat published notices continue to
comply with the conditions for their
publication and are regularly assessed by
the National Central Bureau or
international entity that requested their
publication. To that end, the General
Secretariat shall review published notices
on a regular basis and shall consul the
National Central Bureaus and intemational
entities that requested their publication, as
well asthe other National Central Bureaus.

Article 75: Structure of INTERPOL notices

1)

)

©)

The General Secretariat, in consultation with the
National Central Bureaus, or with their
representatives ontheadvisory bodies set up for
the purpose, shall define and modify, when
necessary, the structure of each category of
notices, in due compliance with the conditions
for their publication, as well as any other
directives or decisions taken by the General
Assembly or by the Executive Committee.

Without prejudice to the principles set out in
Title 1 of the present Rules, the international
entity and the Organization shall define the
structure of special notices in an agreement.

A notice may contain data from different
sources if allthe following conditions havebeen
met:

(@) thesourceshave agreedto theprocessing;

(b) the processing is of specific interest to the
requesting National Central Bureau or
international entity for this cooperation
request oralert;

(c) the data are clearly identified as having
been submitted by different sources;

(d) the processing does not incur significant
additional costs.

Article 76: Requests for the publication of notices

1)

@)

Notice requests shall be submitted in at least one
of'the Organization’s working languages.

Prior to requesting the publication of a notice,
the National Central Bureau or international
entity shallensure:

(@) the quality and lawfulness of the data it
provides in support of its request;

(b) that the conditions attached to its request
forpublicationaremet;

(c) thatthedataare of interest for the purposes of
international police cooperation;
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(d) thatits request complies with INTERPOL’s
rules, specifically with Articles 2(1) and 3 of
the Constitution, as well as with the
obligations imposed on the requesting entity
under international law.

Article 77: Examination of requests by the

General Secretariat

1)

)

©)

All notice requests shall be examined by the
General Secretariat for compliance with the
present Rules.

The General Secretariat may not publish a
notice on behalf ofthe Organizationif:

(@) the data provided do not meet the
conditions for publishinga notice;

publication of the noticeis not, in thecase in
point, of interest for the purposes of
international police cooperation. This interest
is assessed in light of the possibility that the
request could be processed by all the
Organization’s Members;

publication of the notice could prejudice the
Organization’s orits Members’ interests.

(b)

©

While requests for notices are being examined
by the General Secretariat, they are temporarily
recorded in a database of the Organization. An
additional indication must be inserted so that,
when consulted, these requests can be identified
as such and not be confused with published
notices.

Article 78: Incomplete or non-compliant requests

for notices

1)

)

3)

When a request is incomplete, the requesting
National Central Bureau or international entity
shall provide, at the earliest opportunity and after
consultation with the General Secretariat, all
additional datarequired to publish the notice.

The General Secretariat shall propose to the
requesting National Central Bureau or
international entity, whenever possible, the
publication of other notices when the data
providedare insufficient toallow publication of
the requested notice but correspond to the
purposes and conditions for publication of
another notice.

The General Secretariat shall propose to the
requesting National Central Bureau or
international entity, whenever possible, that it
circulates a diffusion when the request is not
intended forall the Organization’s Members, or
when the data provided are insufficient for the
requested notice tobe published butcorrespond
to the purpose and conditions for recording a
diffusion.

Article 79: Publication of notices

1)

@)

3)

Notices shall be published by the General
Secretariat for the attention of all National
Central Bureaus as follows:

(@) National Central Bureaus shall be informed
of the publicationof a notice on the day of
its publication;

National Central Bureaus shall be able to
directly consult all published notices on a
police database of the Organization, subject
to the interim measures referred to in
Article 129 of the present Rules.

(b)

Noticesmayalsobe consulted by:

(@) national entities, according to the access
authorizations they have been granted by
theirrespective National Central Bureaus;

(b) international entities, when expressly
provided for in the agreement concluded
with the Organization.

Notwithstanding Article 58 of the present Rules,
any National Central Bureau or international
entity which requests a noticeshallagree notto
place restrictions on access to the data it
provides by any National Central Bureau or
national entity that the said National Central
Bureau has authorizedto consult notices. Itshall
retain the possibility of placing restrictions on
access to the data it provides by international
entities that donothave powers of investigation
and prosecution in criminal matters.

Article 80: Implementation of notices

1)

National Central Bureaus shall forward to:

(@) allrelevant national authorities, as soon as
possible and in accordance with their
national laws, all the data contained in the
noticesthey receive, aswellasthe updates
regardingthose notices;

the requesting National Central Bureau or
international entity, as well as the General
Secretariat, all available data conceming
the person or purpose for which the notice
was published, in particular, whenever
those data could enable the purpose of the
notice to be achieved. A national entity
must submit those data via its National
Central Bureau;

(b)

(c) the General Secretariatany informationthat
may give rise to doubts about the
conformity of a notice with the present

Rules.
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(2) The National Central Bureau or international
entity which originally requested the notice
shall:

(@) continue to ensure that the data it has
providedin the notice remains accurateand
relevant;

(b) forward to the General Secretariat any data
that would modify the content of the
published notice, and assess whether the
modifications require the said notice to be
withdrawn.

Article 81: Suspension, withdrawal or cancellation
of a notice

(1) The requesting National Central Bureau or
international entity can suspend its cooperation
request orits alert fora period not exceeding six
months. It shall indicate the reasons for this
suspension to the General Secretariat, which
will then suspend the notice.

(2) The National Central Bureau or international
entity requesting a notice shall withdraw its
cooperation request or its alert and ask the
General Secretariat to cancel the notice
immediately:

(@) oncethe purposeof this request oralerthas
been achieved; or

(b) if this request or alert is linked to one or
several other requests or alerts whose
purpose has been achieved and without
which it cannotbe maintained; or

(c) if it no longer wishes to maintain the
request; or

(d) if the notice nolonger meets the conditions
forpublicationof the notice.

(3) The General Secretariat shall cancel a notice
if:

(@) the purpose of the cooperation request or
the alert on the basis of which the notice
was published has been achieved, and this
information has been confirmed by the
source National Central Bureau or
international entity; or

(b) if this request or alert is linked to one or
several other requests or alerts whose
purpose has been achieved and without
which it cannotbe maintained;or

(c) the notice no longer meets the conditions
forpublishinga notice; or

(d) the National Central Bureau or intemational
entity that requested the notice obtains data
allowingit to carry out the required action but
has not taken any steps to this end and, after
being consulted, has not provided reasonable
grounds for its lack of action.

SECTION2:PROVISIONSSPECIFICTO
RED NOTICES

Article 82: Purpose of red notices

Red notices are published atthe request of a National
Central Bureau or an international entity with
powers of investigation and prosecution in criminal
matters in order to seek the location of a wanted
person and his/her detention, arrest or restriction of
movement forthe purpose of extradition, surrender,
or similar lawfulaction.

Article 83: Specific conditions for publication of
red notices

(1) Minimum criteria

(@) Red notices may be published only if the
following cumulativecriteria are met:

(i) The offence concernedis a serious
ordinary-law crime.

Red notices may not be published for
the following categories of offences:

- offences that in various countries
raise controversial issues relating to
behavioural or culturalnorms;

- offences relating to family/private
matters;

- offences originating from a
violation of laws or regulations of
an administrative nature or deriving
from private disputes, unless the
criminal activity is aimed at
facilitating a serious crime or is
suspected of being connected to
organizedcrime.

The General Secretariat shall keep,
updateandshare with National Central
Bureaus and international entities a
non-exhaustive list of specific offences
that fall within the above categories.

(i) Penalty threshold:

- if the person is sought for prosecution,
the conduct constituting an offence is
punishable by amaximum deprivation
of liberty of at least two years or a
moreserious penalty;

- if the person is sought to serve a
sentence, he/she is sentenced to at
least six months of imprisonment
and/orthereis at leastsix months of
the sentence remaining to be
served.

(iif) The request is of interest for the
purposes of international police
cooperation.
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(b) The General Secretariat may decide to
publish a red notice where thecriteria in (i)
and/or (ii) above are not met if, following
consultation with the requesting National
Central Bureau or international entity, it
considers that publication of the requested
red notice would be of particular
importance to international police
cooperation.

(c) Several offences: if the request includes
several offences, the red notice may be
published for all offences that meet
INTERPOL’s Rules provided that at least
one offence meets theabovecriteria.

(2) Minimumdata
(@) ldentity particulars:

Red notices may be published only when
sufficient identifiers have been provided.
Sufficient identifiers will be considered to
include at least one of the following two
combinations of identifiers:

(i) family name, forename, sex, date of
birth (at least the year) and one of the
following identifiers:

- physical description; or

- DNA profile; or

- fingerprints; or

- datacontained in identity documents

(e.g. passport, national identity
card).

(i) photograph of good quality with some
additional data (e.g. alias, name of the
parent(s), further physical description,
DNA profile, fingerprints, etc.).

(b) Judicialdata:

Red notices may be published only when
sufficient judicial data has been provided.
Sufficient judicial data will be considered
toinclude at least:

(i) summary of facts of the case, which
shall provide a succinct and clear
description of the criminal activities
of the wanted person, including the
time and location of the alleged
criminalactivity; and

(i) charge(s);and

(iif) law(s) coveringthe offence (whenever

possible, and subject to national law

orthe rules governing the operation of
the international entity, the requesting

National Central Bureau or

international entity shall provide the

wording of the relevant penal
provision(s)); and

(iv) maximum penalty possible, sentence
imposed, or sentence remaining to be
served; and

(v) reference to a valid arrest warrant or
judicial decision having the same
effect (whenever possible, and subject
to nationallawor the rules governing
the operation of the international
entity, the requesting National Central
Bureau or international entity shall
provide a copy ofthearrest wamant or
judicialdecision).

Article 84: Assurances provided by the requesting
National Central Bureau or international entity

The requesting National Central Bureau or
international entity shall ensurethat:

(@) the authority which issued the arrest
warrant or handed down the judicial
decision hasthe necessary power;

(b) thered notice requesthas beencoordinated
with the relevantauthorities responsible for
extradition, and assurances have been
given that extradition will be sought upon
arrest of the person, in conformity with
national laws and/or the applicable bilateral
and multilateral treaties;

(c) if thearrestwarrant hasnotbeenissued by
a judicial authority, the laws of the
requesting country or the rules governing
the operation of the international entity
provide fora mechanism of appeal before a
judicialauthority.

Article 85: Provision of documents that could
supportextradition or surrender proceedings

When it considers it useful and appropriate, the
requesting National Central Bureau or international
entity shall provide the General Secretariat with
additional documents that could support extradition
or surrender proceedings. The General Secretariat
could serve as a repository for such documents and
provide them upon request to the relevantcountries.

Article 86: Leqgal
Secretariat

review by the General

The General Secretariat shallconduct a legal review
of all red notices priorto their publication to ensure
compliance with INTERPOL’s Constitution and
Rules, in particular with Articles 2 and 3 of
INTERPOL’s Constitution.
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Article87: Steps to be taken following the

location of the person

If a person who is the subject of a red notice is
located, the followingsteps shall be taken:

(@)

(b)

©)

The country where the person has been
locatedshall:

(i) immediately inform the requesting
National Central Bureau or
international entity and the General
Secretariat of the fact that the person
hasbeen located, subjectto limitations
deriving from national law and
applicable international treaties;

take all other measures permitted
under national law and applicable
international treaties, such as
provisionally arresting the wanted
person or monitoring or restricting
his/her movement.

(ii)

The requesting National Central Bureau or
international entity shall act immediately
once it has been informed that the person
hasbeen located in another country and, in
particular, shall ensure the swift
transmission — within the time limits
defined for the case in question — of data
and supporting documents requested by the
countrywhere the personwas located or by
the General Secretariat.

The General Secretariat shall provide
assistance to the relevant National Central
Bureaus or international entities by, inter
alia, facilitating the transfer of documents
related to the provisional arrest or the
extradition procedures in accordance with
the relevant national laws and international
treaties.

SECTION3: PROVISIONSSPECIFICTO

OTHERNOTICES

Article 88: Blue notices

(1) Bluenoticesare publishedin orderto:

@)
(b)
©

obtaininformationona person of interestin
a criminalinvestigation, and/or

locate a person of interest in a criminal
investigation, and/or

identify a person of interest in a criminal
investigation.

(2) Blue notices may only be published under the
following conditions:

@)

The subject of the notice has been
convicted or charged, or is a suspect, a
witnessora victim;

(b)

©)

Additional information on the possible
criminal history, location or identity of the
person orany other information relevantto
the criminal investigation is sought;

Sufficient data relating to the criminal
investigation or the person are provided to
allow the cooperation requested to be
effective.

(3) A blue notice may only be published if it

contains sufficient

identifiers. Sufficient

identifiers meanatleast:

@)

(b)

If the personisidentified:

(i) eitherthe family name, forename, sex,
date of birth (at least the year), along
with the physical description, DNA
profile, fingerprints or data contained
in identity documents (passport or
nationalidentity card, forexample); or

(i) a photograph of good quality, along
with at least one identifier such as an

alias, the name of one of the parents,
or a specific physical characteristic
notvisible in the photograph.

If the personis unidentified:

(i) aphotograph ofgoodquality, and/or
(iiy fingerprints,and/or

(iii) DNA profile.

Article 89: Green notices

(1) Green notices are published to warn about a
person’s criminal activities.

@)

©)

Green notices may only be published under the
following conditions:

@)
(b)

©)

(d)

The person is considered to be a possible
threat topublic safety;

This conclusion has been drawn from an
assessment by a national law-enforcement
authority oran international entity;

This assessmentis based on the person’s
previous criminal conviction(s) or other
reasonable grounds;

Sufficient data concerning the threat are
provided forthe warning to be relevant.

A green notice may only be published if it

provides sufficient identifiers.

Sufficient

identifiers meanatleast:

@)

either the family name, forename, sex, date
of birth (at least the year), along with the
physical description, DNA profil,
fingerprints or data contained in identity
documents (passport or national identity
card, forexample); or
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(b) aphotograph of goodquality, alongwith at
least one identifier such as an alias, the
name of one of the parents, or a specific
physical characteristic not visible in the
photograph.

(4) The National Central Bureaus and national
entities that receive green notices shall take the
appropriate measures, in conformity with their
national laws.

Article 90: Yellow notices

(1) Yellownoticesare publishedto locate a missing
person or to identifya personunable to identify
himself/herself.

(2) Yellownotices may only bepublished under the
following conditions:

(@) The person’s disappearance or discovery
has been reported to and recorded by the
police;

(b) The whereabouts of the missing person or

the identity of the discovered person are
unknown to the police;

(c) Ifthepersonisan adult, applicable national
privacy laws do not prevent a requestbeing
made;

(d) Sufficient data on a person or the
circumstances surrounding the
disappearance or discovery of the person
are provided for his/her identification.

(3) A yellow notice may only be published if it
provides sufficient identifiers. Sufficient
identifiersmeanatleast:

(@) Ifit concernsa missingperson:
(i) the family name, forename, sex, date of
birth (at least theyear); and
(ii)y physical description, a photograph of
good quality, DNA profile or
fingerprints;
(b) If it concerns a person who is unable to
identify him/herself:
(i) physical description, sex of the person;
and
(i) photograph of good quality, fingerprints
or DNA profile.

Article 91: Black notices

(1) Black notices are published to identify dead
bodies.

(2) Black notices may only be published under the
following conditions:

(@) the discovery of a dead body has been
recorded bythe police;

(b) thisdead bodyhasnot been identified;

(c) enough data on this dead body or the
circumstances surrounding its discovery are
provided for its identification.

(3) A black notice may only be published if it
provides sufficient identifiers. Sufficient
identifiersmeanatleast:

(@) aphotograph of goodquality, and/or
(b) fingerprints, and/or
(c) DNA profile.

Article 92: Purple notices

(1) Purplenoticesare publishedin orderto:

(@) warn about modioperandi, objects, devices
orconcealment methods used by offenders,
and/or

(b) request information on offences to resolve
them orassist in their investigation.

(2) Apurplenoticemay only be published under the
following conditions:

(@) If the facts are no under

investigation:

longer

(i) the modusoperandiis known in detall,
is complex or different from other
identified modi operandi for similar
offences;

(i) the publication of the notice is
intended to prevent these offences
from beingrepeated;

(i) the request includesenough data onthe
modus operandi, objects, equipment or
hiding places used by perpetrators of

these crimes to allow effective
prevention;
(iv) the request provides sufficient

identifiers for matches to be made
with similar offences in order to
resolve them.

(b) Ifthefactsarestillunderinvestigation:

(i) theyare serious offences;

(i) the offences draw the attention of the
Organization’s Members to a specific
modus operandi, object, device or
concealmentmethod;

(iii) the request includes enough data on
thismodus operandiand these objects,
equipment or hiding places for
matchesto be made.
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Article 93: Orange notices

(1) Orangenoticesarepublishedto notify about an
event, a person,an object, a process ora modus
operandi representing an imminent threat to
public safetyand likely to cause serious damage
to propertyorinjury to persons.

(2) Orange notices may only be published under the
following conditions:

(@) Inthecaseofa person:

(i) he/sheis considered to represent an
imminent threat to public safety, oris
preparingto commit, orisimminently
about to commit a particularly serious
ordinary-law crime;

(i) this conclusion is based on an
assessment by a national law-
enforcement authority or an
international entity;

this assessment is based on the
person’s previous criminal
conviction(s) and/or other reasonable
grounds;

(b) In the case of an object, event or modus
operandi:

(iii)

(i) it is considered an imminent threat to
public safety;

(i) this conclusion is based on an assessment
by a national law-enforcement authority.

(3) An orange notice may only be published if
sufficient data relating to the imminent threat
are providedforthe alertto be relevant.

(4) The National Central Bureaus and national
entities thatreceive orange notices shall take the
appropriate measures, in conformity with their
national laws.

(5) When the threat which led to the publication of
an orange notice is no longer imminent, the
General Secretariat, in consultation with the
National Central Bureau or international entity
which requested its publication, may replace it
with any other appropriate notice.

Article 94: Stolen work of artnotices

(1) Stolen work of art notices are published to
locate works of art or items of cultural value
which have been stolen, or to identify such
objects discovered in suspicious circumstances.

(2) Stolen work of art notices may only be
published under the following conditions:

(@) the work of artor item of cultural value is
of interest in a criminal investigation;

(b) it has some unique characteristic and/or is
of considerable commercial value.

(3) A notice on a stolen work of art may only be
published if enough data is provided for its
identification.

Article 95: INTERPOL-United Nations Security
Council Special Notices

(1) INTERPOL-United Nations Security Council
Special Notices are publishedin order to inform
INTERPOL’s Members that anindividual or an
entity is subject to UN Security Council
Sanctions.

(2) INTERPOL-United Nations Security Council
Special Notices are published consistent with
the Arrangement on Cooperation between the
International Criminal Police Organization-
INTERPOL and the United Nations in relation
to the United Nations Security Council
Sanctions Committees.

(3) The conditions for publication of these special
notices shall be established in accordance with
procedures agreed upon by the United Nations
Secretariatand INTERPOL in consultation with
the relevant Committees.

Article 96: Other special notices

(1) The purpose, conditions for publication and the
structure of any other category of special notices
shall be established under the agreement
referred to in Article 28 of the present Rules, in
conformity with the Organization’s aims and
activitiesset outin Title 1 of the presentRules.

(2) A special notice may only be published if the
data satisfy the conditions for publishing this

category of special notices, as laid down in the
said agreement.

SECTION4: DIFFUSIONS

Article 97: Diffusions system

(1) The diffusions system consists of standardized
requests for cooperation and alerts each
correspondingto a specific purpose:

(@) toarrest, detain or restrict the movements
of a convicted oraccused person;

(b) tolocateandtrace;
(c) toobtainadditionalinformation;
(d) foridentificationpurposes;
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2)

)

(e) to wam about a person’s criminal
activities;

(f) forinformation purposes.

The conditions for sending a diffusion are the
same as the general conditions for recording
data in the Organization’s police databases.

The General Secretariat shall submitany proposal
to create a new category of diffusion to the
Executive Committee for approval. To justify its
request, the General Secretariatshall provide:

(@) the reasons that led it to propose this
creation, as well as the financil
implications of sucha creation;

(b) the specific purpose of this new category of
diffusion, the conditionsfor its circulation as

wellasthe typeof data it will contain;

the outcome of any tests conducted by the
General Secretariat;

(©
(d) the opinion of the Commission for the
Control of INTERPOL’s Files, if the new
category of diffusion contains personal
dataorislinked to such data.

Article 98: Diffusion forms

1)

@)

3)

The General Secretariat shall make took and
mechanisms available to the National Central
Bureaus and international entities to enable them
to carry out the automated and standard processing
of diffusions in the INTERPOL Infommation
Systemandto consult them directly.

The General Secretariat shall provide National
Central Bureaus and international entities with
the necessary forms to enable them to send
cooperation requests and alerts by means of a
diffusion.

The General Secretariat, in consultation with the
National Central Bureaus or with their
representatives onadvisory bodiesset up for the
purpose, shall define and modify, when
necessary, thestructure of each form.

Article 99: Circulation of diffusions

(1)

@)

Diffusions shall be circulated in at least one of
the Organization’s working languages.

Before circulating a diffusion, the National
Central Bureau or international entity shall
ensure:

(@) the quality and lawfulness of the data it
provides in support of its diffusion;

that its diffusion complies with the general
conditions forrecording data;

(b)

3)

©)

that the data are of interest for the purposes
of intemational police cooperation;

that its request complies with INTERPOL’s
rules, specifically with Articles 2(1) and 3 of
the Constitution, as well as with the
obligations imposed on the requesting entity
under international law.

(d)

A National Central Bureau or international entity
must usea diffusion rather thana notice if:

(@) it wishes to limit the circulation of its
cooperation request or alert to selected
National Central Bureaus or international
entities;

it wishes to limit the access to the data
contained in its cooperation request or alert
to a restricted number of National Central
Bureaus or international entities;

its request does not justify or does not
qualify forthe publication of a notice.

(b)

©)

Article 100: Suspension or withdrawal of a

diffusion

1)

@)

©)

The National Central Bureau or international
entity that has sent an alert or a cooperation
request by diffusion may suspend its diffusion
for a period not exceeding six months. It shall
indicate to the General Secretariat the reasons
forthe suspension.

The National Central Bureau or international
entity that has sent an alert or a cooperation
request by diffusion must assess the need to
maintain its diffusion wheneverany changes are
madeto data contained in the diffusion.

The National Central Bureau or international
entity that has sent an alert or a cooperation
request by diffusion must notify the National
Central Bureaus, international entities, and the
General Secretariat of its withdrawal once the
purpose of the diffusion has been achieved or if
it no longerwishes to maintain the request.

Article 101: Recording of cooperation requests or

alerts circulated in messages

1)

In confomity with Article 9(4) of the present
Rules, a National Central Bureau or an
international entity may ask the Generl
Secretariat to record in one of the
Organization’s police databases a request for
cooperation or an international alert that it
initially circulated in a message of which the
General Secretariatwas not initially a recipient.
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(2) The General Secretariat shall record the
cooperation request or alert in accordance with
the present Rules and any rules on restricted
accessand conditions for use of data which may
have been established by the National Central
Bureauorinternational entity.

SECTIONS:NOTICES AND DIFFUSIONS
PUBLISHED AT THE INITIATIVEOF THE
GENERAL SECRETARIAT

Article 102: Requests for information

(1) The General Secretariat may request
information from sources for cooperation
purposesin the following cases:

(@) Therequestismadein the contextofeither
a specific project oranevent with specific
interest for the purposes of international
police cooperation;

It has reasons to believe that this is
necessary to achieve the objectives of the
Organization and is in keeping with the
aimspursued.

(b)

(2) The General Secretariat must obtain the prior
authorization of the National Central Bureau
concerned if it wishes to request information
from a national entity. This authorization shall
be deemed to have been granted if the National
Central Bureau has not replied to the General
Secretariat within 30 days of the request for
authorization. It isunderstood that the National
Central Bureau retains the right to oppose this
request for information from one of its national
entitiesat any moment.

Article 103: Publication of notices

(1) In conformity with Article 25(4) of the present
Rules, the General Secretariat may publish
noticesatitsown initiative:

(@) forthepurposesofissuingan alert;
(b) torequestinformation.

(2) Before publishing a notice at its own initiative,
the General Secretariat shall ensure that:

(@) thepublication of the notice complies with
the conditions for its publication;

(b) the source(s) of the data have consented to
this publication and, in particular, that any
access restrictionshave been lifted and the
confidentiality level set for these data

permits their publication;

(c) thepublicationofthenotice isnotlikely to
interfere with a pending cooperation
request and that no similar notice request
has been submitted by a National Central
Bureauoran international entity.

SECTIONG: POSITIVE QUERY RESULTS

Article 104: Generation of positive query results

)

@)

©)

4)

A positive query result is generated in the
INTERPOL Information System whenever
sufficient correlation is established between the
query and data recorded in one of the
Organization’s permanent operational police
databases. The establishment of a sufficient
correlationwill depend on the characteristics of
each database.

When a positive query result is generated,
subject tothe characteristics of each database, a
notification shall be sent to the National Central
Bureauorinternational entity that consulted the
database, and to the General Secretariat. A
notification shall also be sent to the National
Central Bureau or the international entity that
recorded the initial data, depending on its
indicated preference for receiving positive
query result notifications.

The notification of the positive query result shall
include, at the very least, the reference of the
National Central Bureau or international entity
that consulted the database and that of the
National Central Bureau or the international
entity which recordedthe initial data, as wellas
the main data relating to the recorded person,
objectorevent.

When data are processed by private entities in
the context of specific projects, all the
conditions and modalities relating to the
positive query resultsshall be laid down in the
agreements  concluded  between  the
Organizationandthe private entities pursuantto
Article 28 of the present Rules.

Article 105: Procedure for managing positive

query results

1)

The National Central Bureau or the intemational
entity that generated the positive query result
shallcontact the National Central Bureau or the
international entity that recorded theinitial data
in accordancewith Article 63(1).
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(2) The National Central Bureau or international
entity that recorded theinitial data shall examine
the relevance of the positive query result as soon
aspossible.

(3) Procedures shall be determined by the General
Secretariat, in consultation with National
Central Bureaus or with their representatives on
the advisory bodies set up for that purpose, to
define the measures to be taken and response
deadlines, according to the nature of the
cooperation request.

(4) The National Central Bureaus shall detemrmine
the procedures for notifying positive query
results to their national entities, with due regard
to the applicable national laws.

Article 106: Record of positive query results

(1) The General Secretariat shall keep a record of
the positive query results generated for a given
cooperation request. This record shall be
retained for such time as the data are recorded
in the police databases.

(2) The National Central Bureau or international
entity that recorded the initial data may consult
this record.

CHAPTERIII:
DATASECURITY

SECTION 1: MANAGEMENT OF RIGHTS OF
ACCESSTO THE INTERPOL
INFORMATIONSYSTEM

Article 107: Designation of a new National
Central Bureau

(1) The General Secretariat shall inform the National
Central Bureaus and the international entities of
any new membership to the Organization and
designation ofa National Central Bureau.

(2) With effect from the date of notification by the
General Secretariat, a National Central Bureau
or an international entity shall have 45 days to
signify its opposition to granting this new
National Central Bureautheright to process the
datait hasrecorded in the police databases.

Article 108: Granting a right of access to a new
national entity

(1) Priorto grantinga new national entitya right of
access to the INTERPOL Information System,
the National Central Bureau shall take all the
necessary measures to ensure that the said
national entity observes the obligations arising
from the present Rules.

(2) Each National Central Bureau shall notify the
General Secretariat of any rights it has granted
to a new national entity to accessthe INTERPOL
Information System.

(3) It shall specify the scope of the authorizations
granted.

Article 109: Granting a right of access to a new
international entity

(1) The General Secretariat shall notify National
Central Bureaus and international entities ofany
new right of access granted by the Organization
to a new international entity.

(2) It shall specify the scope of authorizations
granted under the agreement concluded with the
Organization.

(3) With effect from the date of notification by the
General Secretariat, a National Central Bureau
or an international entity shall have 45 days to
signify its opposition to granting this
international entity the right to access the data it
hasrecorded in the police databases.

Article 110: Register of rights of access to the
INTERPOL Information System

The General Secretariat shall keep an up-to-date
register of all the National Central Bureaus, and all
national entities, international entities and private
entities authorized to process data, directly or
indirectly, in the INTERPOL Information System
and ensure it is permanently available for
consultation. This register shall specify the purpose,
the nature and the scope of processing rights, and
shallrecord any recent changes to these rights.

Article 111: Individual rights to access the
INTERPOL Information System

(1) In conformity with Article 15(4) and (5) of the
present Rules, the rights to access the
INTERPOL Information System shall be
granted to expressly authorized persons, solkely
on a need-to-know basis, taking into account the
confidentiality levels.
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@)

3)

4)

()

(6)

These rightsshallbe defined by:

(@) the National Central Bureaus for their staff
and staff oftheir national entities;

(b) the General Secretariat for its staffand the
staffof international entities.

The National Central Bureaus and international
entities shall be required to take all appropriate
measures toensurethat their authorized users of
the INTERPOL Information System observe the
provisions of the presentRules.

The National Central Bureaus and the
international entities shall:

(@) useallappropriate meanstoensure thatthe
authorized users are aware of and are able
to observe the provisions of the present
Rules and that they receive necessary
trainingforthat purpose;

forward the information communicated by
the General Secretariat to the authorized
users.

(b)

The National Central Bureaus, international
entitiesand the General Secretariat shall keep a
register of the names of persons and the access
rights they have been granted. They shall
indicate the databases and the data to which they
are authorizinguseraccess.

A National Central Bureau may choose to
delegate to a national entity the management of
access rights for the national entity’s users. It
shall ensure that the said national entity
observes the obligations set out above. The
delegation arrangements shall be defined in the
agreement concluded between the National
Central Bureau and the national entity in
conformity with Article 21(3) of the present
Rules. The National Central Bureau shall
regularly check that these obligations and the
defined arrangements are being observed by the
entity.

SECTION2: CONFIDENTIALITY

Article 112: Confidentiality levels

1)

There are three confidentiality levels reflecting
the increasing risks that may arise from
unauthorizeddisclosure of data:

(@) “INTERPOL FOR OFFICIALUSE ONLY”
(b) “INTERPOL RESTRICTED”
(c) “INTERPOL CONFIDENTIAL”.

@)

©)

4)

®)

The data shallbe classified:

(@) “INTERPOL FOR OFFICIAL USE
ONLY” if theirunauthorized disclosureis
likely to adversely affect law-enforcement
action or to disadvantage or discredit the
Organization, its staff, its Members,
National Central Bureaus, national
entities, and international entities or
persons concerned by the data;

(b) “INTERPOL RESTRICTED” if their
unauthorized disclosure could compromise
law-enforcementaction or cause harm to the
Organization or its staff, its Members,
National Central Bureaus, national entities,
and international entities or persons
concerned by the data;

(c) “INTERPOL CONFIDENTIAL” if their
unauthorized disclosure might seriously
compromise law-enforcement action or
cause serious harm to the Organization or
its staff, its Members, National Central
Bureaus, national entities, international
entities or persons concerned by the data.

If no confidentiality level is attributed to the
databy theirsource, the data shall be classified
“INTERPOL FOR OFFICIAL USE ONLY”.

If a National Central Bureau, national entity or
international entity needs, in a specific case, to
classify certain data at a higher level of
confidentiality than above, the Genernl
Secretariat shall assess with the National
Central Bureau or entity concerned whether it is
possible. If it is possible, they shall conclude a
special arrangement defining the conditions
attached to the processing of these data.

A National Central Bureau, national entity or
international entity may, atany time, modify the
level of confidentiality that it has attributed to
data, in particular by attributing a lower
confidentiality level than the one previously
indicated, if it considers that the data requires
less protection.

Article 113: Additional measures taken by the

General Secretariat

1)

The General Secretariat may, with the consent of
the National Central Bureau, national entity or
international entity that recorded the data, attribute
a confidentiality level to the data which is higher
thanthatattributed by the source, in the light of the
risks to international police cooperation or to the
Organization, its staff, and its Members that the
processing and, more particularly, disclosure of
the datamightentail.
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(2) The General Secretariat shall determine, in the
same way, the confidentiality level of the value
it adds to data, in particular when it carries out
analysis work or publishes a notice. In such
cases, it shallinform the source or sources of the
dataofthisadditional measure.

(3) The General Secretariat may also classify a
database in the same conditions as those
mentionedabove.

(4) When the General Secretariat attributes a
confidentiality level to data which is higher than
that attributed by the National Central Bureau,
national entity or international entity which
recorded them, it may modify that higher
confidentiality levelat any time.

Article 114: Respecting confidentiality in_the
INTERPOL Information System

(1) The General Secretariat shall be responsible for
determining authorization procedures or a
system of security clearance at each data-
confidentiality level. Access to a given
confidentiality level shall be understood to be
subject to any restrictions determined by the
National Central Bureaus, international entities
or the General Secretariat.

(2) The communication facilitiesand infrastructure
used for processing data shall, depending onthe
confidentiality level attributed to the data, be
equipped with the appropriate security controk
to preventtherisk of unauthorized disclosure or
to detect such a disclosure.

(3) The General Secretariat shall develop the
administrative and technical processing
procedures which must be observed by its staff
foreach confidentiality level.

(4) The National Central Bureaus, national entities
and international entities shall put in place
internaladministrative andtechnical processing
procedures, at least equivalent to those
established by the General Secretariat, in order
to ensure that the confidentiality level requested
by the National Central Bureau, national entity
orinternational entity which recorded the data is
duly observed.

(5) The General Secretariat shall, in coordination
with the National Central Bureaus and the
entities concerned, draw up equivalence tables
forits levels of classification and those used by
the National Central Bureaus, national entities
and international entities, whenever necessary.

SECTION3: MANAGEMENT OF THE
SECURITY SYSTEM

Article 115: Security rules

(1) In conformity with Article 15 of the present
Rules, the General Secretariat shall lay down
security rules defining procedural, technical and
administrative security controls that ensure
appropriate levels of confidentiality, integrity
and availability forthe INTERPOL Information
System.

(2) The General Secretariat shall perform the
necessary risk assessment.

(3) The General Secretariat shall develop appropriate
control mechanisms to ensure that the security of
data is maintained.

(4) The General Secretariat may, if necessary,
establish specific security rules fora part of the
communication infrastructure, a database or a
specific department.

Article 116: Implementation by the National
Central Bureaus and entities

The National Central Bureaus, national entities and
international entities shall be responsible for
adopting an appropriate level of security at least
equivalent to the minimum level of security laid down
in the security rules established by the General
Secretariat.

Article 117: Appointment of a security officer

(1) Each National Central Bureau, national entityor
international entity shall appoint one or more
security officerstocarry out security operations
fortheir country or international organization in
the INTERPOL Information System.

(2) Thesecurity officer shall, in particular:

(@) ensure compliance with the securty
procedures established by his/her National
Central Bureau, national entity or
international entity;

(b) update these procedures, notably in the
light of the rules adopted by the General
Secretariat;

(c) conduct furthertrainingon data security for
the staffin his/her National Central Bureau,
national entity or international entity.

(3) Whenever necessary, the security officer shall
coordinate with the data protection officer.
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(4) The security officer shall ensure the necessary
coordination with the General Secretariat with
regard to security matter.

SECTION4:SECURITY INCIDENTS

Article 118: Information on security incidents

(1) Inthe event of intrusion or serious attempted
intrusion affecting the network or one of the
Organization’s databases, or of violation or
attempted violation of the integrity or
confidentiality of data, the General Secretariat
shall inform the source of that data, the
National Central Bureau if the source is an
entity that it has authorized, the Executive
Committee, and the Commission for the
Controlof INTERPOL’s Files.

(2) Intheeventofviolation orattempted violation
of the integrity or confidentiality of data
initially processed in the INTERPOL
Information System and processed in the
information system of a National Central
Bureau or an international entity, the latter
shall inform the source of that data and the
General Secretariat, and the Commission for
the Control of INTERPOL’s Files if the
security incidentconcerns personal data. When
any violation or attempted violation occurs in
the information system of a national entity, the
National Central Bureau that authorized it to
access the INTERPOL Information System
shall inform the source of the data and the
General Secretariat.

Article 119: Partial orcomplete restoration of the
INTERPOL Information System

The General Secretariat shall take all necessary and
appropriate stepsto be able to restore, asquickly as
possible, in the event of damage, the proper
functioning of the INTERPOL Information System,
in particular its databases and its communications
infrastructure.

TITLE4:
SUPERVISION AND MONITORING

CHAPTERI:
TYPES OF SUPERVISION

Avrticle 120: Supervision of users

(1) All National Central Bureaus, national entities
and international entities shall regularly ensure
that their users observe the present Rules,
particularly with regard tothe quality of thedata
they enterin the system andtheir use of the data
consulted therein. Supervision shall be carried
outin the context of spot checks and processing
incidents.

(2) They shall take, within the limits set by the
present Rules, all necessary measures to comect
or to ensure the correction of possible
processing errors.

Article 121: Designation of a data protection
officer within National Central Bureaus and
national and international entities

(1) All National Central Bureaus, national entities
and international entities shall designate a data
protection officer who shall be responsible for
organizing and carrying out this monitoring.
The duties of the data protection officer shall
generally be carried out separately from the
duties of the security officer.

(2) Thedata protectionofficer shall, in particular:

(@) establish processing procedures at his/her
National Central Bureau, national entity or
international entity which are in
compliance with the present Rules;

(b) carry outsupervision in the context of spot
checks or processing incidents with the aim
of guaranteeing compliance with the said
Rulesand procedures;

(c) updatethesaid proceduresand mechanisms;

(d) implement suitable ongoing training
programmesin data processing for the staff
of his/her National Central Bureau, national
entity or international entity.

(3) Whenever necessary, the data protection officer
shall cooperate with the security officer and
with the INTERPOL data protection officer.
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Article 121A: Designation of a data protection
officer within the General Secretariat

(1) In accordance with Article 29 of the
Constitution, and Articles 17(5,6) and 22(1,5)
of the present Rules, after consulting the
Executive Committee and the Commission for
the Control of INTERPOL’s Files, the
Secretary General shall designate a data
protection officer, hereinafter called the
INTERPOL Data Protection Officer (IDPO).

(2) The IDPO shall be appointed for a period of
five years, renewable once.

(3) Inthe performance of his/her duties, the IDPO
shallbe independent and shall reportdirectly to
the Secretary General.

(4) ThelDPOshall,in particular:

(@) monitorthe lawfulness and compliance of
the processing of data in the INTERPOL
Information System in accordance with
the Organization’s Constitution and rules;

(b) provide onhis/her owninitiative, or at the
request of the General Secretarat,
National Central Bureaus or other entities
using the [INTERPOL Infomation
System with advice on processing
operations which are likely to result in a
high risk for the rights and freedoms of
individuals, including data protection
impact assessments, and monitor the
actionstaken in the light of thatadvice;

(c) liaise, collaborate  and  ensure
coordination with all data protection
officers designated pursuant to
Article 121 of the present Rules,
including through the provision of
training and raising awareness on data
protection issues;

(d) examine the yearly reports of data
protection officers submitted in
accordance with Article 17(4,5,6) and
Article 123(3) of the presentRules;

(e) provide trainingonand raise awareness of
data processingissues among the General
Secretariat’s staff;

(f) liaise with the Commission for the
Control of INTERPOL’s Files on data
processingissues;

(9) liaise with data protection officers of
other institutions and bodies, in particular
by exchanging experience and best
practices.

()

(6)

)

@)

©)

For the purpose of carrying out his/her
functions effectively, the IDPO shallhave free
and unlimited access toall data processed in the
INTERPOL Infomation System and to any
system within the INTERPOL Infomation
System for processing such data, irrespective
of the place, form or medium involved.

In performing his/her duties, the IDPO may
submit to the General Secretariat:

(@) Recommendations regarding measuresto
be taken in relation to data processing
issues within the General Secretarat,
including the correction of processing
errors;

(b) Recommendations regarding the need to
apply corrective measures in accordance
with Article 131 of the presentRules;

(c) Reports relating to the non-
implementation of the IDPO’s
recommendations within the General
Secretariat.

The IDPO may, on his/her own initiative or at
the request ofthe CCF, share with the CCF the
recommendations made and reports issued for
information, and for any action deemed
appropriate by the Commission.

The IDPO may seek expert advice on general
matters relatedto his/her duties.

The IDPO shallsubmitan annual report to the
Executive Committee, which will be made
available to the Commission for the Control of
INTERPOL’s Files.

(10)The  Secretary General shall adopt

implementing rules concerning the work of the
IDPO, including with regard to specific tasks
within the IDPO’s mandate, intemal
procedures, and safeguards for the
independence ofthe IDPO.

Article 122: Monitoring the use of data

)

)

Any National Central Bureau may request
informationabouthow another National Central
Bureau, a national entity or an international
entity is using data which it or its national
entities have processed in the INTERPOL
Information System. If the data have been
consulted or used by a national entity, it shall
carry out checks through that national entity’s
National Central Bureau.

The General Secretariat shall assist the
international entities in exercising the same
monitoring rights.
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(3) Any National Central Bureau, national entity or

international entity which is subject to such
monitoringmustprovidethe requested data.

Article 123: Evaluation of national entities

1)

@)

3)

4)

In accordance with Article 17(4) of the present
Rules, the National Central Bureaus shall
evaluate the operations, in the light of the
present Rules, of the national entities they have
authorized to directly access the INTERPOL
Information System.

Due observance by a national entity of the
obligations set out in the present Rules is an
essential condition for the national entity to
retain direct access to the INTERPOL
Information System.

Every year, each National Central Bureau shall
report to the General Secretariat on the spot
checks it has carried out, the processing
incidents it has handled, thetraining resources it
hasprovidedto its staffandthe new measures it
has adopted to meet the obligations of these
Rules.

The General Secretariat shall be empowered
either to ask the National Central Bureau to
apply corrective measures to a national entity,
or to terminate access to the INTERPOL
Information System if the said entity has
repeatedly processed data in a non-compliant
manner, if no evaluations have been carried out
by the National Central Bureau concerned, or if
any suchevaluations have been inadequate.

Article 124: Evaluation of National Central

Bureaus

1)

)

In accordance with Article 17(5) of the present
Rules, the General Secretariat shall evaluate the
operation ofthe National Central Bureaus in the
light of the presentRules.

The evaluation of National Central Bureaus in the
light of the present Rules shall be performedby the
General Secretariat in accordance with the
directives decided upon by the General Assembly.

CHAPTERII:
SUPERVISORY TOOLS

Article 125: Compliance management database

1)

In accordance with Article 10(4) of the present
Rules, the General Secretariat may set up any
databases to ensure that data recorded in the
Organization’s police databases comply with
the present Rules and to avoid unauthorized or
erroneous processing of data in the databases.

(2) A compliance management database shall be set

©)

up underthe following conditions:

(@) Itshall contain only those data which are
necessary to avoid unauthorized or
erroneous processing of data;

The retention of data in this database shall
be limited to a maximum retention period
determined by the Executive Committee.
This may be extended, after the
Commission for the Control of
INTERPOL’s Files has been notified, if the
examination of compliance management
has not been completed by the end of this
period;

(b)

Access to these databases shall be restricted
to authorized departments and/or staff of
the General Secretariat involved in the
processing of data and to whom specific
accesshasbeen granted.

©)

When the General Secretariat deletes data from
a police database or a compliance management
database, it may nevertheless retain, for a
maximum retention period determined by the
Executive Committee, those data making it
possible to avoid unauthorized or erroneous
processing of the said data.

Article 126: Reqister of processing operations

1)

In accordance with Article 13 of the present
Rules, the General Secretariat shall keep an
up-to-date register of processing operations in
the INTERPOL Information System to record:

(@) accesses to the INTERPOL Infomation
System by users;

(b)
©)
(d)
©)
()
©)

the datarecorded by users;

updates made by users;

decisions made by users to retain data;
decisions made by users to delete data;
consultations by users with direct access;

requests for information received and
replies sent.
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@)

©)

4)

Q)

The register shall contain only those data
necessary for verifying the conformity of
processing with the present Rules. To this end,
it shallinclude: the user identifier, the name of
the user’s National Central Bureau, national
entity or international entity, the type of the
processing operation, the date, the database
concerned, and any additional items of data
intended for monitoring purposes.

These records shall be retained for no longer
than amaximum retention period determinedby
the Executive Committee.

These records may beaccessed:

(@) solely for monitoring and checking
purposes,
(b) by General Secretariat staff authorized to

carry out checking operations;

by the source, for monitoring purposes, on
request to the General Secretariat.

©

These records may not be used for the purposes
of a criminal investigation unless this
investigation is linked to checking the
compliance of data processing with the present
Rules.

Article 127: Comparison of data for verification

purposes

1)

)

Any National Central Bureau, national entity or
international entity which has processed in its
information system data that were initially
processed in the INTERPOL Infomation
System may send a request to the General
Secretariat to compare them with the data
currently contained in the INTERPOL
Information System in order to verify their
quality. All requests from a national entity must
be sent throughits National Central Bureau.

Any data comparison for verification purposes
may be carried out by either uploading or
downloadingthe data:

(@) any data comparison made by uploading
data must meetall the following conditions:

(i) the uploading is performed solely to
allow the General Secretariat to
verify, on behalf of the National
Central Bureau or the international
entity which sent the request, the
quality of the data that it has entered
in its information system;

the uploaded dataare not further copied
within the INTERPOL Information
System intowhichthey are uploaded;

the uploaded data are systematically
deleted after the data-comparison
operation.

(ii)

(iii)

©)

4)

(b) any data comparison made by downloading
data mustmeetall the following conditions:

(i) the downloading is performed solely
to allow the National Central Bureau,
national entity or international entity
to verify the quality of the data that it
hasentered in its information system;

(i) theinformationsystem of the National

Central Bureau, national entity or

international entity offers a level of

security at least equivalent to that of
the INTERPOL Information System;

the downloaded data are not further
copied within the information system
into which they are downloaded;

(iii)

(iv) the downloaded data are systematically
deleted after the data-comparison

operation.

The General Secretariat shall be empowered to
authorize comparisons of data for verification
purposes, subjectto:

(@) compliance with the conditions above;and

(b) written assurances provided by the National
Central or international entity that requested
to carry out anoperationto compare data, by
which it undertakes to respect those
conditions, the purpose of the operation, its
nature and its scope; and

(c) the designation of a person to be
responsible for overseeing the comparison
of data at the National Central Bureau,

national entity orinternational entity.

The General Secretariat shall keep an updated
register of the data-comparison operations
carried out by downloadingor uploading.

CHAPTERIII:
SUPERVISION MEASURES

Article 128: Examination procedure

)

Data are, a priori, consideredto be accurateand
relevant when entered by a National Central
Bureau, a national entity or an international
entity into the INTERPOL Information System
and recorded in a police database of the
Organization.
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@)

)

4)

()

If a doubt arises regarding compliance with the
conditions for data processing, including cases
where data have been processed by a national
entity, the General Secretariat shall consult the
National Central Bureau concerned in order to
obtain clarifications or supplementary data
which may remove the doubt. The General
Secretariat shall also consult any international
entity if thereis any doubt over compliance with
the conditions for processing data.

The General Secretariat shall take any other
appropriate steps to ensure that these conditions
have actually beenmet.

The examination procedure shall be deemed
closed if the General Secretariat concludes that
the processing of data:

(@) complies with the present Rules and
validates the recording of data;

(b) doesnotcomply with thepresent Rulesand
decidesto correct the data processingorto
delete the data.

The General Secretariat shall inform the
National Central Bureau or the international
entity that the examination procedure has ended.
If it decidesto correct or deletethe data, it shall
indicate reasons for its action and the
corrections made to the said National Central
Bureauor international entity.

Article 129: Interim measures

1)

)

If a doubt arises regarding compliance with the
conditions for data processing, the General
Secretariat shall take all appropriate steps to
prevent anydirect or indirect prejudice the data
may cause to the Organization, its staff, its
Members, the National Central Bureaus, the
national entities, the international entities or the
individuals that the data concern.

The General Secretariat shall inform the
National Central Bureau or the international
entity of any interim measures taken and shall
specify reasons forthem.

Article 130: Measures applicableto users

If users infringe the rules applicable to the
processing of data in the INTERPOL Information
System, the General Secretariat may:

(@) request the National Central Bureau or
international entity to suspend or withdraw
the accessrightsit granted them;

(b) suspend or withdraw the rights itself. It
shall inform the Bureau or international
entity concerned of the suspension or
withdrawal.

Article 131: Corrective measures applicable to

National Central Bureaus and international

entities

1)

@)

©)

)

If a National Central Bureauoran intemational
entity encounters difficulties when processing
data in the INTERPOL Information System or
does not fulfil its obligations under the present
Rules, the General Secretariat shall be entitled
to take thefollowing corrective action:

(@) correction of processingerrors;

(b) supervision, for a period no longer than
three months, of the processing operations
carried out by the National Central Bureau
or international entity;

suspension of the access rights granted to
users of the National Central Bureau or the
international entity;

dispatching an assessment team to the
National Central Bureau or the intemational
entity.

©)

(d)

The General Secretariat may send the National
Central Bureaus and international entities
recommendations relating to the implementation
of the present Rules with a view to helping them
— for instance, through staff training or by
enhancing working procedures — to resolve
difficulties or bring processing incidents to an
end.

The General Secretariat shall submit to the
Executive Committee for decision all proposak
to take corrective measures which may result in
the long-term suspension of the following
processing rights of a National Central Bureau
or international entity:

(@) theright to record data in one or several
police databases of the Organization;

(b) therighttoconsultoneor several databases;

(c) interconnection ordownloading
authorizations.

Whenever necessary, and at least once a year,
the General Secretariat shall remind the
National Central Bureaus and international
entities of their role and responsibilities
connected with the data they process in the
INTERPOL Information System.
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TITLES5: FINAL PROVISIONS

CHAPTERI:
PROCESSING FORANY OTHER
LEGITIMATEPURPOSE

Article 132: Definition of processing for any other

legitimate purpose

1)

@)

3)

4)

®)

In accordance with Article 10(7) of the present
Rules, when data have been deleted from a police
database of the Organization or a compliance
management database, the General Secretariat
may nevertheless retain the data necessary for the
pursuit of any other legitimate purpose.

Any other legitimate purpose means:
(@) thedefence of the Organization’s interests,
particularly in litigation and pre-litigation
proceduresandtransactions;

scientific, historical or journalistic research
and publication;

the compilation of statistics.

(b)

©)

When data initially processed for the purposes of
police cooperation undergo further processing for
any other legitimate purpose, they may no longer
be used, in any way whatever, for the purposes of
police cooperation and must not appear in the
Organization’s police databases.

Only the processing of personal data carried out
in application of paragraph 2(b) shall be subject
to prior authorization by the source of the data.
However, when personal data have been
processed in application of paragraph 2(@)
above, the source of the data shall be informed
by the General Secretariat of their use or
transmission.

The General Secretariat shall take the necessary
technical and organizational measures,
particularly with regard to security, to guarantee
that this further processing is not incompatible
with the initial processing.

Article 133: Processing conditions

1)

When processing is carried out for any other
legitimate purpose, the reasons must be
specified. The specific purpose of this
processing must be clearly indicated and the
processing mustbe limited to those itemsofdata
which are strictly necessary for the purpose
intended.

@)

©)

Processingshall be carried out, if possible, using
data which have been made anonymous or,
failing that, encoded, whenever the intended
purpose canbe achieved by suchmeans.

The access to data processed for any other
legitimate purpose shall be restricted to
authorized departments or staff of the General
Secretariat to whom specific access has been
granted.

Article 134: Retention of data

1)

@)

Data processed for any other legitimate purpose
shall be retained for a period strictly necessary
to achieve the purpose for which they were
processed, and not exceeding a maximum
retention period determined by the Executive
Committee.

This period may be extended solely when data
have been retained for historical purposes or if
the data have been made anonymous or encoded
for processing, on condition that the extension
itself remains necessary to accomplish the aims
forwhich the processing is being carried out.

CHAPTERII:
SETTLEMENT OF DISPUTES

Article 135: Settlement of disputes

1)

)

Disputes that arise in connection with the
application of the present Rules should be
solved by concerted consultation. If this fails,
the matter may be submitted to the Executive
Committee and, if necessary, to the General
Assembly.

All national entities shall be represented in the

settlement of disputes by their National Central
Bureaus.

*kkkkkk
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APPENDIX:
CHARTERRELATING TOACCESSTO THE
INTERPOL INFORMATIONSYSTEM
BY NATIONAL ENTITIES

The purpose of the present Charter is to clearly set
out the conditions under which national entitiesmay
be authorized by the National Central Bureaus of
their respective countries, pursuant to Article 21 of
INTERPOL’s Rules on data processing, to directly
consult data processed in the [INTERPOL
Information System or to directly supply data for
processing purposes in this System.

(1) Direct access to the INTERPOL Infommation
System shall be subject to the following
conditions:

(@) Directaccesstoand use ofthe INTERPOL
Information System shall be subject to
INTERPOL’s Rules on the Processing of
Data;

(b) The national entity shallaccept andagree to
comply with the provisions of these Rules
and with any procedures established in
application of the said Rules to allow access
to and use of INTERPOL’s Information
System;

(c) The national entity shall designate and
assign a security officer and a data protection
officer,and putin place procedures with the
aim ofensuring ona pemanentbasis that its
users are respectingthepresentRules;

(d) The national entity shall agree, in
particular, to allow the National Central
Bureauthat authorizedit:

(i) to carry out regular checks, remotely
or on site, on its processing of data
entered or consulted in the INTERPOL
Information System to ensure
compliance with the Rules;

(i) to take the necessary preventive or
corrective measures againstit in the
event of aprocessingincident;

to withdraw the national entity’s
accessto the INTERPOL Information
System in the event of failure to
comply with its obligations under
these Rules or the repeated non-
compliantprocessing of data.

(e) Thenationalentityshallalso agree that the
INTERPOL General Secretariat:

(i) shall be responsible for the general
administration of the INTERPOL
Information System and ensure that
the conditions for processing data in
the Organization’s databases are met;

(iii)

(i) may take any appropriate measures
within the scope of these Rules to
terminate any non-compliant processing
of data, including withdrawing accessto
the INTERPOL Information System.

(2) The extentofthe nationalentity’s access rights
to the INTERPOL Information System shall be
determined by its National Central Bureau in
accordance with INTERPOL’s Rules on the
Processingof Data.

*kkkkikkk
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