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Article 113: Additional measures taken by the
General Secretariat

(1) The General Secretariat may, with the consent of
the National Central Bureau, national entity or
international entity that recorded the data, attribute
a confidentiality level to the data which is higher
than that attributed by the source, in the light of the
risks to international police cooperation or to the
Organization, its staff, and its Members that the
processing and, more particularly, disclosure of
the data might entail.

(2) The General Secretariat shall determine, in the
same way, the confidentiality level of the value
it adds to data, in particular when it carries out
analysis work or publishes a notice. In such
cases, it shall inform the source or sources of the
data of this additional measure.

(3) The General Secretariat may also classify a
database in the same conditions as those
mentioned above.

(4) When the General Secretariat attributes a
confidentiality level to data which is higher than
that attributed by the National Central Bureau,
national entity or international entity which
recorded them, it may modify that higher
confidentiality level at any time.

Article 114: Respecting confidentiality in the
INTERPOL Information System

(1) The General Secretariat shall be responsible for
determining authorization procedures or a
system of security clearance at each data-
confidentiality level. Access to a given
confidentiality level shall be understood to be
subject to any restrictions determined by the
National Central Bureaus, international entities
or the General Secretariat.

(2) The communication facilities and infrastructure
used for processing data shall, depending on the
confidentiality level attributed to the data, be
equipped with the appropriate security controls
to prevent the risk of unauthorized disclosure or
to detect such a disclosure.

(3) The General Secretariat shall develop the
administrative and  technical  processing
procedures which must be observed by its staff
for each confidentiality level.

(4) The National Central Bureaus, national entities
and international entities shall put in place
internal administrative and technical processing
procedures, at least equivalent to those
established by the General Secretariat, in order
to ensure that the confidentiality level requested
by the National Central Bureau, national entity
or international entity which recorded the data is
duly observed.

(5) The General Secretariat shall, in coordination
with the National Central Bureaus and the
entities concerned, draw up equivalence tables
for its levels of classification and those used by
the National Central Bureaus, national entities
and international entities, whenever necessary.

SECTION 3: MANAGEMENT OF THE
SECURITY SYSTEM

Article 115: Security rules

(1) In conformity with Article 15 of the present
Rules, the General Secretariat shall lay down
security rules defining procedural, technical and
administrative security controls that ensure
appropriate levels of confidentiality, integrity
and availability for the INTERPOL Information
System.

(2) The General Secretariat shall perform the
necessary risk assessment.

(3) The General Secretariat shall develop appropriate
control mechanisms to ensure that the security of
data is maintained.

(4) The General Secretariat may, if necessary,
establish specific security rules for a part of the
communication infrastructure, a database or a
specific department.

Article 116: Implementation by the National
Central Bureaus and entities

The National Central Bureaus, national entities and
international entities shall be responsible for
adopting an appropriate level of security at least
equivalent to the minimum level of security laid down
in the security rules established by the General
Secretariat.

Article 117: Appointment of a security officer

(1) Each National Central Bureau, national entity or
international entity shall appoint one or more
security officers to carry out security operations
for their country or international organization in
the INTERPOL Information System.

(2) The security officer shall, in particular:

(a) ensure compliance with the security
procedures established by his/her National
Central Bureau, national entity or
international entity;

(b) update these procedures, notably in the
light of the rules adopted by the General
Secretariat
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Article 121A: Designation of a data protection
officer within the General Secretariat

(1) In accordance with Article 29 of the
Constitution, and Articles 17(5,6) and 22(1,5)
of the present Rules, after consulting the
Executive Committee and the Commission for
the Control of INTERPOL’s Files, the
Secretary General shall designate a data
protection officer, hereinafter called the
INTERPOL Data Protection Officer (IDPO).

(2) The IDPO shall be appointed for a period of
five years, renewable once.

(3) In the performance of his/her duties, the IDPO
shall be independent and shall report directly to
the Secretary General.

(4) The IDPO shall, in particular:

(@) monitor the lawfulness and compliance of
the processing of data in the INTERPOL
Information System in accordance with
the Organization’s Constitution and rules;

(b) provide on his/her own initiative, or at the
request of the General Secretariat,
National Central Bureaus or other entities
using the [INTERPOL Information
System with advice on processing
operations which are likely to result in a
high risk for the rights and freedoms of
individuals, including data protection
impact assessments, and monitor the
actions taken in the light of that advice;

(c) liaise, collaborate and ensure
coordination with all data protection
officers  designated  pursuant to
Article 121 of the present Rules,
including through the provision of
training and raising awareness on data
protection issues;

(d) examine the yearly reports of data
protection  officers  submitted in
accordance with Art 17(4, 5, 6) and
Acrticle 123(3) of the present Rules;

(e) provide training on and raise awareness of
data processing issues among the General
Secretariat’s staff;

(f) liaise with the Commission for the
Control of INTERPOL’s Files on data
processing issues;

(9) liaise with data protection officers of
other institutions and bodies, in particular
by exchanging experience and best
practices.

()

(6)

()

(8)

©)

For the purpose of carrying out his/her
functions effectively, the IDPO shall have free
and unlimited access to all data processed in the
INTERPOL Information System and to any
system within the INTERPOL Information
System for processing such data, irrespective
of the place, form or medium involved.

In performing his/her duties, the IDPO may
submit to the General Secretariat:

(a) Recommendations regarding measures to
be taken in relation to data processing
issues within the General Secretariat,
including the correction of processing
errors;

(b) Recommendations regarding the need to
apply corrective measures in accordance
with Article 131 of the present Rules;

(c) Reports relating to the non-
implementation  of the IDPO’s
recommendations within the General
Secretariat.

The IDPO may, on his/her own initiative or at
the request of the CCF, share with the CCF the
recommendations made and reports issued for
information, and for any action deemed
appropriate by the Commission.

The IDPO may seek expert advice on general
matters related to his/her duties.

The IDPO shall submit an annual report to the
Executive Committee, which will be made
available to the Commission for the Control of
INTERPOL’s Files.

(10)The  Secretary  General shall adopt

implementing rules concerning the work of the
IDPO, including with regard to specific tasks
within the IDPQO’s mandate, internal
procedures, and safeguards for the
independence of the IDPO.

Article 122: Monitoring the use of data

1)

@)

Any National Central Bureau may request
information about how another National Central
Bureau, a national entity or an international
entity is using data which it or its national
entities have processed in the INTERPOL
Information System. If the data have been
consulted or used by a national entity, it shall
carry out checks through that national entity’s
National Central Bureau.

The General Secretariat shall assist the
international entities in exercising the same
monitoring rights.
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