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FOUR KEY ROLES - MESSAGE SWITCHING

As a result of successfully co-ordinated domestic and international law enforcement action a
16-year old was safely returned to Norway on 3rd July. She was located in an apartment occupied

by 19 persons, including a male with whom she had previously communicated via the Internet.

In a letter dated 16th July 1999, the Norwegian National Criminal

Investigation Service credited the minor's return to ‘good co-operative

efforts between Interpol, the FBI, the Norwegian Embassy in
Washington, D.C., and the United States Embassy in Copenhagen’

ASEANAPOL

SOUTH PACIFIC

BALTCOM

SECI

ROCCISS

Message switching is still one of the most widely valued Interpol functions. The practical
provision of a global network for the exchange of messages and information between
law enforcement services is the essential starting point for effective co-operation
between them. In 1999, nearly 2.5 million Interpol X.400 messages were exchanged
around the world, a 13 percent increase on 1998. However, improving our performance
in this area is not simply about increasing the volume of message traffic. Interpol
has also been developing and implementing tailored communications solutions for
specific groups of users. Examples are:

New interconnectivity solutions for six Interpol ‘ASEANAPOL’ countries;
provision in financial partnership with Member States; addition of Singapore
and Brunei to the network.

In conjunction with the Australian Government and the Australian Federal Police, the
model used for the ASEANAPOL countries has also been used to update communications
in the South Pacific for five countries and allowed the addition of Fiji and New Zealand.

Eleven countries in the Baltic Sea region have agreed a project focusing on organized
crime; the Interpol network provides the means for direct access to the Automatic
Search Facility database and will be extended to other agencies involved which have
a law enforcement mission.

Southeast European Co-operation Initiative, a recent project promoted by the United
States to focus on customs issues and transnational crime in the Southeast Balkan
region. Interpol and the World Customs Organization are observers; Interpol has

offered SECI full co-operation on data transmission, handling, analysis and research.

In response to urgent local needs expressed by the Caribbean Chiefs of Police, Interpol
developed, installed and trained users in a tailored variant of EasyForm to allow the
exchange and searchable storage of messages between countries in the area.
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On 24th September 1999 officers from both Interpol Alma Ata and
Interpol Rome, together with the Alma Ata police arrested in the
capital city of Kazakhstan, and extradited to Italy, a 30-year-old
Italian man suspected of having murdered his wife, a doctor, in Italy.

TERRORISM LINKED EUROPE - 73 PERCENT
MESSAGES RECEIVED
THE AMERICAS - 15 PERCENT

AFRICA - 6 PERCENT
ASIA - 4 PERCENT

THE MIDDLE EAST - 2 PERCENT
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FOUR KEY ROLES - INFORMATION SUPPLY

120,000 SEARCHES IN THE STOLEN VEHICLE DATABASE

100,000
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INSERTIONS BY NCBS TO THE STOLEN VEHICLE DATABASE

15,000 ACCESSES TO THE NOMINAL DATABASE

12,000

9,000

FIRST QUARTER - 15,649
SECOND QUARTER - 17,419
THIRD QUARTER - 14,950
FOURTH QUARTER - 14,213
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FOUR KEY ROLES - INFORMATION SUPPLY

NOTICES ISSUED 1998 1999 PERCENT CHANGE

1999 ISSUED TOTAL VALID AT YEAR END PERCENT ISSUED ‘99
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MISSIONS

- EUROPE (OUTSIDE FRANCE: 45 COUNTRIES)

- FRANCE
- AFRICA (49 COUNTRIES)

- THE AMERICAS (38 COUNTRIES)

- ASIA AND AUSTRALIA (46 COUNTRIES)
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1 FOUR KEY ROLES - GLOBAL CO-ORDINATION

Demonstrating
computer techniques

The General Secretariat Criminal Intelligence Director
demonstrating chemical tests during a drugs conference

Our focus on ‘regional activities’, a growing development since the mid-nineties, was
further emphasized by the 1998 market review. This called for more regionally-focused
meetings, more training in the regions and increased support for National Central
Bureaus. As a result, the Directorate of Regional Co-ordination and Development was
created at the beginning of the year. This brings together the Sub-Regional Bureaus,
the European Liaison Bureau and the Regional Co-ordination Bureau (including the
Training Branch). Its mission is threefold:

s to promote a network of regional institutions

o

to develop effective strategic alliances with other institutions

o

to promote the delivery of a quality of service by NCBs that meets
real law enforcement needs.

Standard equipment has been identified which will provide each Sub-Regional
Bureau with the same facilities as those at the General Secretariat. Delivery and
installation are due to take place during 2000.

AFRICA  The completion of the formalities for the opening of a third African Sub-Regional
Bureau - in Kenya, for Eastern Africa - resulted in the formal agreement between
Interpol and the Republic of Kenya, on which its operation will be based, coming
into force in September 1999. Interpol has been careful to ensure that this Bureau
opens on a sound financial footing and already a number of countries in this region
have paid voluntary contributions towards its running costs.

THE AMERICAS ~ The three American members of the Executive Committee met to plan the 1999 American
Regional Conference. This was a key recognition of their important role in taking
the lead to promote and enhance law enforcement co-operation through Interpol
in the Americas. The Council of Chiefs of Police of Mercosur, Bolivia and Chile have
this year formally recognized the Interpol Sub-Regional Bureau as its secretariat.

During the American Regional Conference in El Salvador, the El Salvador delegation
offered to host an Interpol Sub-Regional Bureau in El Salvador for Central America.
This offer received the firm support of the Committee of Chiefs of Police for Central
America. The same committee, in a joint declaration with the Council of Chiefs of
Police of Mercosur, Bolivia and Chile, expressed support for Interpol’s move towards
more targeted regionalization in the area.
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FOUR KEY ROLES - GLOBAL CO-ORDINATION

TRAINING COURSES

REGION/GROUP

HOST COUNTRY

TRAINING TYPE

PARTICIPATING
COUNTRIES

ALIGNING EXTERNAL RELATIONS
WITH CORE ACTIVITIES

Interpol has also been active on the Operational Committee of the Baltic Sea Task Force,
a body resulting from an initiative of the Prime Ministers of eleven Baltic region countries
who met in Sweden in 1996. They expressed a desire to improve police co-operation

between their countries. The primary concerns are drugs trafficking, illegal immigration,
stolen vehicles, tobacco and alcohol smuggling, money laundering and traffic in women.

Interpol has long co-operated with the Arab Interior Ministers’ Council (AIMC) which is
active in an area that reaches into both Interpol’s African and Asian regions. A formal
Memorandum of Understanding with the AIMC was signed in September 1999. This
agreement should enable even closer co-operation between the two organizations.

In April, Yaounde (Cameroon) hosted an important meeting of the Central African
Committee of Chiefs of Police. This was immediately followed, as is now the practice
throughout Africa, by a meeting of the Ministers responsible for policing matters in
the same countries. The inaugural meeting of this committee took place in Brazzaville
(Congo) only in 1997, yet at this second meeting it was possible for five of the eight
countries in Central Africa to conclude and sign an agreement on co-operation in criminal
police matters between the Central African States. Article 3 of the agreement confirms
the Interpol NCBs as a liaison channel between the police services of the participating
countries who may also, if need be, request the assistance of the Sub-Regional Bureau
for West and Central Africa (Abidjan).

The Sub-Regional Bureaus host and/or organize a number of meetings of the sub-
committees of their respective regional committees of Chiefs of Police as well as meetings
related to specific areas of criminality. The Sub-Regional Bureau for Southern Africa
(Harare) was, for example, centrally involved in a UN CIVPOL training exercise (Blue
Crane). It has now been recommended that the Southern African Regional Police Chiefs
Co-operation Organization (SARPCCO) training committee should eventually take over
responsibility for running these courses in the region.

SARPCCO continues its policy of running joint operations. Operation SESANI - a joint
operation on motor vehicle theft between Botswana, South Africa, Zambia and Zimbabwe
- was conducted in Zimbabwe in February 1999. During the operation 57 stolen motor

vehicles were recovered. This operation coincided with the second ASF operators course
in the region and gave the trainers an excellent opportunity to review the operational

requirements of those involved in joint operations as far as Interpol telecommunications
and intelligence systems are concerned.
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NORTH AMERICA
AND THE CARIBBEAN

PUERTO RICO

INTERPOL AWARENESS

AND TECHNOLOGY

15

SOUTHERN AFRICA
(sAarRPccO)

SOUTH AFRICA

TECHNICAL

11

EASTERN AFRICA
(F\Id0))

KENYA

TECHNICAL

CARIBBEAN

BARBADOS

TECHNICAL

ASIA
(ASEANAPOL)

BANGKOK

TECHNICAL

EASTERN EUROPE

GENERAL SECRETARIAT -

TECHNICAL

22 - in 3 groups
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FOUR KEY ROLES - GLOBAL CO-ORDINATION

Signature of the Memorandum of Visit to the General Secretariat by Mr Robert R. Fowler, Visit to the Interpol General Secretariat by
Understanding with the Arab Interior Ambassador and Permanent Representative, The Permanent Mr Michel Danet, Secretary General of the
Ministers Council, September 1999 Mission of Canada to the United Nations, July 1999 World Customs Organization, March 1999

INTERPOL  These courses are designed to develop knowledge and understanding of Interpol’s role
AWARENESS TRAINING  and services for NCB personnel and other law enforcement staff. They can be tailored
to needs with, for example, the addition of technology and/or communications training.

TECHNICALTRAINING  Interpol databases and communications systems: Sessions are now shorter and more
intense, with pre- and post- course monitoring to ensure the best possible tailoring of
courses to specific regional needs. This enables us to reduce group sizes, improving
the training environment, yet maintain the numbers of participants trained.

Excluding specialist investigator training, 70 percent of Member States participated in
Interpol awareness and/or technical training this year. See examples of our regional
approach to training above.
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FOUR KEY ROLES - VALUE-ADDED SERVICES
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FOUR KEY ROLES - VALUE-ADDED SERVICES
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Delegates being welcomed
during an international conference

A briefing for delegates and the media
during an international conference

LIAISON SUPPORT

Nor is it simply a question of negotiating and reaching new agreements; there is also
the on-going duty to maintain and enhance existing relationships, for example with
the representatives of the International Criminal Tribunals for the Former Yugoslavia
and Rwanda. Interpol lawyers also work in multi-disciplinary arenas to facilitate
co-operation between police and judicial authorities, particularly through continued
efforts to raise awareness amongst the magistracies of the different Member States.

Following the successful concept of the European Liaison Bureau, sub-regional bureaus
began to develop as key points of contact within the Interpol regions, notably in Africa
and South America. However, the Strategic Development Plan highlighted the need
for a global central contact point in Lyon. Thus, 1999 saw the creation of a new
Directorate at the General Secretariat - for Regional Co-ordination and Development.
This enables better inter-region co-ordination through the European Liaison Bureau,
the Regional Co-ordination Bureau and the Sub-Regional Bureaus (Harare, for Southern
Africa, Abidjan, for Western Africa, Nairobi, for Eastern Africa and Buenos Aires, for
Southern America).
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PROJECTS

Successful counter-terrorism action. Interpol Tashkent asked for the assistance of the General
Secretariat's TE Branch (counter-terrorism) to locate the main suspect following a series of
six car bombings that took place in Tashkent on 16th February 1999. These bombings resulted
in the deaths of 15 people and injuries to 128 others.
Between 16th and 18th August, a two-man delegation from Uzbekistan
came to Lyon and met with staff in the TE Branch. As a result of
information exchanged at the General Secretariat, the suspect was
located in Norway. The judicial process is underway.

INTERPOL FREQUENTLY CONSTRUCTS PROJECTS ACCORDING TO THE FOLLOWING MODEL:
o the identification of groups involved in continuous criminal activity
s identifying the membership, hierarchy, modus operandi and actual criminal activity
s collating information for analysis and dissemination
a assisting Member States with co-operative activities, especially for on-going investigations

= establishing networks of specialist national contact points with Interpol NCBs, other
Law Enforcement Agencies and other relevant bodies

WE DO THIS BY:

= creating and/or using databases to facilitate the collection and handling of large
quantities of information in a coherent and consistent way

s comparison and analysis
s dissemination of information through circulars, bulletins, newsletters and notices
= facilitating co-operation and co-ordination through working group meetings

= negotiating formal agreements with relevant bodies (International Organizations,
Intergovernmental Organizations, Non-Governmental Organizations etc)

s sharing best practice
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On 7th October, a Tanzanian national, for whom a diffusion had
previously been issued on the Interpol network, was arrested in
South Africa and extradited to the United States for his role in

the 1998 bombing of the United States Embassy in Dar-Es-Salem.

ORGANIZED CRIME

CRIMES AGAINST
PROPERTY AND PERSONS

During 1999 Interpol has pursued a wide-ranging programme of major projects that include:

PROJECT EASTWIND Japanese Yakuza/Boroyokudan groups, plus Vietnamese gangs, ethnic
Chinese, and other Asian groups; assistance and facilitation of co-operation against
Asian organized crime. Organized Crime Bulletin; links with FOPAC group on money
laundering.

PROJECT BRIDGE Organized Crime Groups involved in the illegal immigration of Chinese nationals.

PROJECT MILLENNIUM In response to needs identified by the G8 Law Enforcement Projects
sub-group on Eastern European organized crime: creation of an ‘indices’ system;
collation, comparison, analysis and exchange of information from participating countries
(currently 29); enhanced security database; national law enforcement contact points;
issuing of Green (warning) notices.

PROJECT ROCKERS Outlaw Motorcycle Gangs involved in criminal activities; 29 countries
involved at present.

PROJECT MERCOSUR Operational and strategic intelligence on organized criminal groups in
Bolivia, Chile, Colombia and the Mercosur countries; fugitive tracing using the Mercosur
extradition treaty.

STOLEN WORKS OF ART Automatically searchable database of stolen and/or discovered
works of art; CD-Rom (updated every two months) containing the database, relevant
international conventions, directory of specialist contact points, free to NCBs, commercially
available to museums, auctioneers and other interested parties through Jouve s.a.
(http://www.jouve-diffusion.com).

STOLEN VEHICLES Automatically searchable database containing data on over 2.2 million
stolen vehicles updated overnight by 52 countries, used regularly for searching by over
70 countries; an average of 32,000 new items are added each month and a similar number
of searches are made. Other projects include directories of registration documents,
driving licences and licence plates.
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TERRORISM

TRAFFICKING IN
HUMAN BEINGS

PROJECTS

ANALYTICAL STUDY ON GLOBAL TERRORISM Structure and process for making global threat
assessments on terrorist organizations at the request of Member States.

EXTREMIST TERRORISM Analysis of financial and logistical support: M3 - Man, Money
and Material

IWeTs Interpol Weapons and Explosives Tracking System. Re-design started November
1999 to include firearms and explosives trafficking data, information on criminal misuse,
plus library of data on firearms and explosives manufacturers.

LEGISLATION ON TERRORISM Collation and analysis of terrorism legislation to assist
co-operation between Member States.

SOUTH AMERICAN TERRORISM Direct investigative assistance on operational case files.

TERRORIST PRESENCE ON THE INTERNET Research and assessment of the presence of terrorist
organizations on the Internet.

cHILDREN Website project with missing children notices, specialised legislation,
international conventions etc and restricted access areas for specific operational
groups. Best practice handbook for law enforcement professionals.

CHILD PORNOGRAPHY ON THE INTERNET Electronic comparison of images cross-referenced with
the Interpol ICIS database to link photos and criminal records; this enables the offender
to be traced as well as the victim. In partnership with Europol.

EVEREST ldentification of best practice: based on a study of international investigations of
child exploitation, child pornography (with a focus on the illegal use of the Internet) and
sex tourism.

VIGILANCE In co-operation with European Union agencies and the International Organization
for Migration (IOM), focusing on the victims of trafficking in human beings.
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Visit to the General Secretariat in July 1999 by Mr John Ralston, General Secretariat - Weapons and Explosives Branch
International Tribunal for the Prosecution of Persons Responsible
for Serious Violations of International Humanitarian Law
Committed in the Territory of the Former Yugoslavia since 1991

ECONOMIC AND ~ WEST AFRICAN FRAUD The 419 project continues: an international meeting in Abuja,
FINANCIAL CRIME  Nigeria established the need to collate information in a co-ordinated manner;
create multi-agency units to maintain a standardised intelligence database; document an
investigation guidelines manual. An African working party committee has been created
with sub-committees for West and Central Africa, Southern Africa and Eastern Africa.

ECONOMIC CRIME Trends in the African Region: split into two groups (Central, Northern
and Western Africa and Eastern and Southern Africa), building awareness of how to
address the problem of economic crime; emphasis on networking between national
law enforcement agencies, public and private sector parties; Member States are
strongly encouraged to create dedicated economic crime units.

EUROSHORE Research into 36 key off-shore investment centres threatening European
economies: European Commission project in partnership with Interpol, Transcrime
(Research group on Transnational Crime, University of Trento, Italy), CERTI (Institute of
Tax Research for Companies, Bocconi University, Milan, Italy) and ERASMUS University,
Rotterdam, The Netherlands).

MONEY LAUNDERING  AsiawasH Study of money laundering in Asia based on seven zones; report compiled
on the Hawala Alternative Remittance System.

IMOLIN Part of the United Nations Office for Drug Control and Crime Prevention’s (UNODCCP)
Internet-based Anti-Money Laundering database (AMLID): Interpol gathers and processes
information on the status of money laundering laws and programmes in Eastern Europe
and the former Soviet Union.

INFORMATION  CYBERCRIME Projects on digital financial transactions, Internet investigations (Parts 1
TECHNOLOGY CRIME  and 2), Internet investigation training, the manipulation of public communication
networks, IT Crime - tools and techniques: the investigator’s aid to detection and
prevention, Computer Crime Manual - revised and circulated to all NCBs and
computer crime units.
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PROJECTS

Threats on the Internet. When a Swiss national began communicating on
the Internet he probably had no idea of the trouble it would cause him.
His regular e-mails to and from a woman were of a mainly sexual nature
and when he tried to end the virtual relationship, the woman threatened to
send his wife the messages he had been sending her. She insisted that the
correspondence continue and sent a postcard to his home address to show
that her threats were serious. She then created an e-mail address using the
Swiss man's name and used it to place orders with several companies.

The situation came to a head when she used the same e-mail address to
implicate the Swiss man's employer in a case of trafficking of chemicals.
This made it seem as though the Swiss national was informing on his
employer, who was then contacted by the Swiss Federal Police. The police then
had to discover the true identity of the woman behind all these messages.
However, Microsoft in Wallisellen, Switzerland, did not have access to the
relevant database. The Swiss investigators therefore asked the United States
police (though Interpol Berne and Washington) to make enquiries at
Microsoft to discover the woman's identity, the location of the computer
terminal used and any other information which could confirm or refute
the claims of the plaintiff.
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CORRUPTION

COUNTERFEITING

ENVIRONMENTAL CRIME

The Interpol General Assembly in Seoul approved a Declaration of Intent for adoption
by law enforcement agencies, comprising codes of ethics and conduct. Work continues
with the creation of a library of best practice to assist investigators of corruption cases.
This will cover topics such as anti-corruption structures and their potential weaknesses,
undercover investigations - operatives and techniques, witness protection, corruption
legislation and prevention.

UNIVERSAL CLASSIFICATION SYSTEM FOR COUNTERFEIT PAYMENT CARDS AND INTERNATIONAL PAYMENT
CARD DATABASE Supported by five major payment card companies (American Express,
Discover Card, Europay International, Mastercard International and Visa International),
this five-year project is designed to fight fraud in the payment card industry. The new
classification system, based on the technical examination of authentic and counterfeit
payment cards, identifies similarities between isolated investigations and brings them
into context with each other. The restricted access database is fully searchable for

both forensic characteristics and non-forensic (intelligence) information.

PROTECTION OF THE EURO Sharing experience and expertise with EU Member States, the
European Central Bank and OLAF (the investigative division of the European Commission)
in a Europol co-ordinated project to develop anti-counterfeiting measures in preparation
for the introduction of the Euro currency.

CLASSIFICATION OF FRAUDULENT TRAVEL DOCUMENTS Consensus reached on a new standard
international classification system with alpha numeric indicatives for all counterfeit
nationally issued passports, after the re-launch of a process which had run into difficulties
some years ago. Interpol is now developing a database for this classification system
to act as a global central point which will develop link associations and diffuse case-
related information as well as trend analyses.

New Interpol training course presented twice this year, for Eastern Central European
(at the General Secretariat) and Southern African countries (in Harare, Zimbabwe);
current concerns include major reptile cases, poaching in China, illegal traffic in
shahtoosh shawls and ivory smuggling by diplomats, smuggling of ozone-depleting
substances (CFCs), illegal traffic in hazardous waste and maritime oil pollution. New
co-operation with the G8 Law Enforcement Project on Environmental Crime.

CLEAN SEA International maritime project initiated by the new Interpol working group on
crimes related to environmental pollution; an operational partnership project involving
the USA, Canada, the UK and the Netherlands to combat illegal oil discharges from ships.
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PROJECTS

DRUGS

PERFORMANCE ENHANCING SUBSTANCES PROGRAMME Interpol’s fourth global survey of these
substances covers national legislation, the establishment of links between seizures
and investigations throughout the world, identification of links between individual
traffickers and monitoring of trafficking groups’ activities, providing operational
intelligence wherever possible.

PROJECTWAND The West African Nationals Desk; initially targeting drug trafficking and fraud.

PROJECT PROBALKAN ldentification and dismantling of active drug groups and their allied
criminal activities (eg money laundering) along the Balkan Route, its variants and Central
Asian replacements. In close co-operation with the World Customs Organization (WCO)
and other national customs administrations. Links to UNDCP-PHARE Programme for
South-Eastern Europe.

USE OF UNDERCOVER AGENTS IN DRUG TRANSBORDER OPERATIONS IN EUROPE

USE OF CONTROLLED DELIVERIES IN EUROPE (now extended to include all Interpol Member States).
Inventories of national legislation, administrative rules and practices; practical difficulties
in using undercover agents, financial aspects; feasibility studies on co-operation with
new European Union Member States.

DRUGS LOGOS/MARKINGS/PACKAGING/ANALYSIS PROGRAMME A database which includes a description
of logos, markings, packaging of drugs, physical characteristics of tablets as well as
photos of the tablets, logos, markings and packaging; also includes forensic analysis
of the drugs and graphs.

OPERATION BLACK POWDER Cocaine seizure analysis establishing links between several cases
and leading to the identification of a new global strategy devised by a particular trafficking
organization with a number of arrests and further seizures.

EXPRESS MAIL DRUG SMUGGLING Logical development from the ‘Show Me How’ and ‘Hostal/
Portrait’ projects; Interpol information indicates that every member country is susceptible
to this form of trafficking, which is set to grow in line with the increase in global trade.
Interpol hopes to conclude a formal Memorandum of Understanding with the express
courier industry to increase mutual co-operation.
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Andres Pastrana Arango, President of Colombia,
Cocaine Conference, Cartagena, Colombia, April 1999

International delegates and diplomats
conducting chemical tests during a drugs conference

OPERATION AMSTERDAM BYLMEMEER An analysis of common trafficking patterns and seizure
data in the Interpol database showed that certain postal codes in Amsterdam were
related to an unusually high number of seizures of various types of drugs in different
parts of the world. Further study revealed that this area was being used as a transit
area for a high volume of small quantities of drugs involving many countries. Continuing
analysis and co-operation with the Dutch authorities will determine the full extent of
this phenomenon which, it is hoped, will lead to the identification of individuals involved,
and eventually the arrest of the key organizational heads.

DRUG DATA SHARING PROJECT Developed following three-way consultations between
Interpol, the World Customs Organization and the UNDCP, the key feature is a shared
database containing all world-wide seizures of drugs recorded by these organizations.
This represents a major breakthrough in efforts to gain a clearer and more accurate
understanding of the scale, nature and dynamics of the illicit drug trade. The database
allows listing and analysis of significant drug seizures and new modus operandi used
by traffickers; police and custom services can thus be alerted to new trafficking and
concealment methods and adjust their search and investigative techniques accordingly.

CONSUMPTION AND TRAFFICKING OF PSYCHOTROPIC SUBSTANCES IN THE CARIBBEAN AND LATIN AMERICAN COUNTRIES
Traffic in psychotropic substances is increasing significantly in Latin America and the
Caribbean along with consumption and production. A large number of seizures in freight
from Europe to the United States have been recorded in our database. Intelligence analysis
shows that the international trafficking organizations exchange these substances to
purchase quantities of cocaine and heroin. This analysis also suggests that diversion occurs
from legal production of psychotropic substances to the illicit market. Our objectives
are to more clearly define the development of increasing illegal activity involving
psychotropic substances in anticipation of increased levels during the next few years.

OPERATION LEO Participation in the Council of the European Union’s multi-agency, multi-
national joint surveillance exercise: 27 countries comprising EU members and all the
countries along the ‘Balkan Route’, targeting heroin leaving Turkey in sea containers.

DIVERSION AND TRAFFICKING OF TEMAZEPAM Interpol co-ordination of information and
intelligence exchange between various law enforcement agencies, departments of
health and private industry in support of Dutch, Belgian and Swiss authorities led to
the dismantling of the criminal groups involved in the illegal diversion and trafficking
of Temazepam.
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PROJECTS

International delegates and diplomats Destruction of seized drugs
conducting chemical tests during a drugs conference

INTERPOL DRUG ALERTS A new system to provide member countries with ‘alerts’ highlighting
recent trends and developments for all categories of drugs, distributed primarily via the
secure area of the Interpol Drugs Website. The ‘alerts’ allow timely exchange of information
and intelligence worldwide, and monitoring of international organized drug trafficking
groups to support law enforcement agencies in their investigations and operations.

COCAINE SMUGGLING COLOMBIAN AND MEXICAN CARTELS As a result of the arrest of the Cali, Bogota
and Medellin cocaine trafficking leaders and the dynamism of Colombian and Mexican

criminal gangs during the last two years, we are updating and analysing our knowledge
of cocaine smuggling organizations, particularly in Colombia, Bolivia, Peru and Mexico.

OPERATION PURPLE Preventing the diversion of certain industrial chemicals to the
clandestine production of illicit drugs is a critical element of any drug enforcement
effort. Operation Purple monitors potassium permanganate, a critical chemical in the
oxidising of crude cocaine base into cocaine hydrochloride. The project complements
existing administrative precursor control systems and aims to deny potassium
permanganate to cocaine traffickers. Twenty countries (producer, transit and user)
are currently involved. This operation is an initiative of the US Drug Enforcement
Administration (DEA) and Germany, to which Interpol contributes and lends its support.

PROJECT ECSTASY In response to the enormous increase in Ecstasy trafficking from Europe
to North America, Interpol is the pro-active co-ordination point for the exchange of
information and intelligence between the countries involved, which now extend to
include Australia and Israel.

UNDCP-PHARE PROGRAMME Interpol is the main sub-contractor under this UNDCP-PHARE-

funded initiative in South Eastern Europe to provide a standardised high-tech system
for storage, retrieval, exchange and analysis of drugs-related intelligence to central drugs
units with a view to enhancing co-operation and the development of joint operations.

METHAMPHETAMINE PROJECT Investigating methamphetamine trafficking in and from South-
East Asia, an area of vast and increasing production in tablet and crystal form. The
first significant seizures of the drug outside the region were made in Europe in 1998
and 1999. Interpol is monitoring this trend and offers help to the countries involved
in order to counter the phenomenon.

24



Using controlled deliveries and following action by drugs liaison officers
posted in Nicosia, Cyprus, Lebanese police made several seizures of
cocaine and heroin totalling almost 8kg at Beirut International Airport.

Excellent co-operation between the British, Lebanese and Moroccan
police led to the arrest, in Lebanon, of the Lebanese murderer of a
Moroccan woman whose dismembered body had been found in

a suitcase left at London Heathrow Airport on 23rd July 1999

OTHER ANALYTICAL  PRIMATES A study of the organized nature of illegal trafficking in endangered primates worldwide.

REIECIS korAK An analytical feasibility evaluation of an organization trafficking large quantities

of cannabis from Morocco to Slovenia, Croatia, the Netherlands, France and the UK.

RIP-DEALS To identify groups of individuals committing ‘rip-deals’ - diverse crimes with
modus operandi involving currency exchange and gem or vehicle purchase fraud.

BULGARIAN PAYMENT CARD FRAUD A study of the existence of predominantly Bulgarian networks
active in the area of payment card fraud in Europe. Suspect information on which the initial
study is based was provided by certain credit card companies via the US Secret Service.

INVESTMENT FRAUD A study of the existence and extent of a large investment fraud scheme;
a Dublin-based company operating from several European countries offers securities
to numerous investors who later discover that they are victims of the fraud.

IDENTIFICATION ~ AUTOMATED FINGERPRINT IDENTIFICATION SYSTEM (AFIS) All existing files have been successfully

OF INDIVIDUALS ~ converted and user screens developed; the gateway for access by Member State
users is under development and the service should be available by mid 2000. Nine
Interpol-accredited European Fingerprint Training Centres now provide standardised
basic fingerprint training for law enforcement agencies.

DNA The Interpol DNA Monitoring Expert Group comprises both scientists and law
enforcement representatives from a wide range of countries. Key issues currently
addressed include the global harmonisation of DNA profiles to facilitate the international
exchange of data and effective ways to link national DNA databases using Interpol
communication systems as a vehicle. End users envisaged are forensic laboratories,
scene of crime units, and investigative units in member countries. The group also
intends to develop assistance for countries which as yet have little knowledge or
experience of using DNA as an investigative tool. The DNA section of the Interpol
website gives open access to all the presentations made at the first International
DNA Users Conference as a step towards wider sharing of expertise.

DISASTER VICTIM IDENTIFICATION International standards for information recording and
a practical handbook of guidelines for handling the aftermath of a major disaster.
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PROCESS RE-ENGINEERING

Jacques Cartier Conference on missing and
sexually exploited children, December 1999

Signature of the Co-operation Agreement
between Interpol and UNESCO

PILOT PROJECT, MILLENNIUM  Clearly, when handling sensitive nominal data about criminals and suspected
criminals, security is a key issue, and one which was raised by some clients
during the 1998 market review. Project Millennium, undertaken under the
auspices of the G8 Working Group on Russian and East European Organized
Crime, has enabled Interpol to review the fine detail of its secure data handling
and storage processes with a restricted group of countries with a keen interest
in this particular crime area.

The operational objectives of the project are to provide:

s an international index of basic nominal data on people involved in Russian
and East European organized crime

= a network of specific contact officers
= enhanced security for sensitive data

= brief, timely, analytical products which are circulated to participating countries.

PILOT PROJECT, NOTICES ~ The in-house process of notice production is under detailed review and
recommendations are likely to be made which might reduce the notice production
period from three months to 30 days. This could be further reduced with increased
investment and radical alteration of existing organizational structures. Of course,
any improvement to in-house processes also requires special attention to be given
by National Central Bureaus to the provision of accurate and complete information
on the red notice request form.

26 PERFORMANCE IMPROVEMENT AND MODERNIZING OUR WORK TOOLS



Interpol red notice subject deemed extraditable. An African priest faces extradition to
the International Criminal Tribunal for Rwanda, which has indicted him for alleged
war crimes. In a precedent-setting ruling, a United States federal court ruled that he
Is extraditable even though the United States government has no treaty authorizing the
extradition. While acknowledging the historical practice of extraditions conducted
pursuant to treaties, the court held that the Constitution does not require one.

The priest is the former head of the Seventh Day Adventists in
Rwanda, and has been indicted for alleged participation in the
genocide of ethnic Tutsis during the country's 1994 civil war.

PILOT PROJECT, CHILDREN

The Internet potentially provides an immensely flexible new resource to Interpol;
it also offers challenges in the interpretation of the Organization’s existing rules,
structures and practices. The Children Project has two phases: a dual level website
(public and restricted access) to publicise Interpol yellow notices more widely
with the explicit authorisation of the NCBs, and bring together a wide range of
information and links to legislation relating to crimes against minors. This phase
went live in July 1999 with over 200 yellow notices featuring on the site. The
restricted access level has been developed for members of the Standing Working
Party on Crimes against Minors, with a separate high security area devoted to

a specific international police operation. Work continues in the restricted access
area on an electronic format of the yellow notice request form. It will eventually
be possible for appropriately equipped NCBs to submit their completed forms

by e-mail, thus considerably reducing the time delay between receiving a request
and its eventual publication.

The second phase of the project envisages the creation of a computer database
of child pornography images. The objective is to develop a central reference point
for the sharing of information on child pornography trafficked over the Internet.
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PROCESS RE-ENGINEERING

Sending stolen property by mail. At the end of 1998, the Criminal
Intelligence Division of the Finnish National Bureau of Investigation
registered the following phenomenon: according to the Customs Post
at the Helsinki-Vantaa Airport, parcels were sent by mail from Finland
and other Scandinavian countries to Lithuania. This year parcels were
sent to the former Soviet Union countries. The Customs Post is the
‘gateway’ for all the airmail from the Scandinavian countries to the
countries in question. The contents of the parcels were usually listed
as ‘second hand clothes’, but X-ray examination has revealed that they
contained inter alia car radios, mobile phones, razor blades, etc. Taking
into account the nature of the objects, it was evident that the property
had been stolen in various parts of Scandinavia.

The phenomenon embraces organized criminal activities on a large scale,
where single acts are thefts or petty larcenies, for which a complaint

is not always lodged or which are settled in single cases with fines. As
a whole, the activities have become a very serious ‘business’ involving
millions of marks. In terms of investigation, the phenomenon is expensive,
particularly due to its international nature: finding the owners of the
property in Scandinavia, returning the property and discovering the
senders and receivers.

Interpol channels were one of the most important tools in solving the
series of offences in question. During the operation, there was close
co-operation between the Helsinki, Vilnius, Tallinn, Copenhagen,
Oslo and Stockholm NCBs. It can be said that, without good Interpol
connections, solving this case and similar cases would be extremely
difficult, if not impossible.
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RAISING INTERPOL’S PROFILE

THE SECRETARY GENERAL
UNDERTOOK 31 MISSIONS

DURING 1999:
NUMBER OF MISSIONS UNDERTAKEN
BY THE SECRETARY GENERAL
1996 31 ‘
L
1997 34 ‘
[
1998 40
L
1999 31 ‘
VIP VISITS TO THE
GENERAL SECRETARIAT
1996 24
1997 22
1998 35 ‘
L
1999 47 ‘
EXTERNAL EVENTS ATTENDED
BY THE SECRETARY GENERAL
1996 51 ‘
L
1997 75
1998 48
1999 55 ‘

EUROPE - 71 PERCENT

ASIA - 16 PERCENT

THE AMERICAS - 10 PERCENT

AFRICA - 3 PERCENT

1996

1997

1998

1999

1996

1997

1998

1999
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INTERNAL EVENTS HOSTED
BY THE SECRETARY GENERAL

EXTERNAL REQUESTS
FOR INFORMATION

587 ‘

690 ‘

652 ‘




RAISING INTERPOL’S PROFILE

WHO ARE THE REQUESTS FROM?

WRITTEN PRESS - 34 PERCENT
RADIO AND TELEVISION - 22 PERCENT
GOVERNMENT AUTHORITIES - 19 PERCENT

INDIVIDUALS - 10 PERCENT

PRESS AGENCIES - 4 PERCENT

ASSOCIATIONS - 4 PERCENT

INTERNATIONAL ORGANIZATIONS - 3 PERCENT

NCBS - 2 PERCENT

PRIVATE INDUSTRY - 2 PERCENT

THEMES OF REQUEST:

EVOLUTION: MARKETING
AND COMMUNICATION

. SPECIFIC TOPIC AREAS - 59 PERCENT

. GENERAL INFORMATION - 41 PERCENT

The Strategic Development Programme (SDP) identified four key objectives: one of
which is to raise Interpol’s profile. One of the Action Programme areas is Marketing
and Communication. The difference in terminology - ‘Marketing and Communication’
and ‘Communication and Public Relations’ - is not simply semantic finesse. Interpol
currently has a small Communications and Public Relations operation which primarily
handles press requests and visits, whereas the SDP Action Programme for Marketing
and Communication, in its 1999 terms of reference, identified eleven areas for evolution
within Interpol under this heading:

A communication plan for Strategic Development Programme itself, plus...
Website

Internal communications

External communications

Corporate communication strategy

Corporate identity and publications

Policy and recommendations for improved media relations

Public relations

Business culture

Communications tools

Effective organizational structures for marketing and communication
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SPECIFIC TOPIC AREAS: DRUGS - 21 PERCENT . LEGAL MATTERS - 5 PERCENT

CRIMES AGAINST MINORS - 15 PERCENT FRAUD - 4 PERCENT
. NOTICES - 8 PERCENT INTERPOL IT - 4 PERCENT
WORKS OF ART - 8 PERCENT GENERAL SECRETARIAT - 3 PERCENT
' ECONOMIC CRIME - 7 PERCENT ENVIRONMENTAL CRIME - 3 PERCENT
“ ORGANIZED CRIME - 7 PERCENT CRIME STATISTICS - 2 PERCENT
INTERPOL POSTERS - 6 PERCENT STOLEN VEHICLE CRIME - 1 PERCENT

TRAFFICKING OF
HUMAN BEINGS - 6 PERCENT

THE WEBSITE: | The website was one of the first SDP projects to get under way, building on work
http://www.interpol.int | already started. It has many features which represent developments for the
General Secretariat:

s New communication tools
s New team-based way of working
s New multi-directorate way of relating to the General Secretariat hierarchies

s New opportunities to raise awareness of Interpol’s activities with content specially
targeted for law enforcement

The site is designed for the sharing of information; not only to raise the profile of
Interpol in the eyes of the general public, but also for facilitating wider law enforcement
co-operation in specialised crime topics across the world - particularly through the
restricted access site. Over the first four months of live operation, traffic on the site
increased by 59.5 percent, and the trend is set to continue as the site becomes
more comprehensive and dynamic.
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HUMAN RESOURCES

General Secretariat - Meeting Room | | General Secretariat - Automated Search Archives Branch

The Interpol General Secretariat spends some 50 percent of its budget on staff costs.
This is relatively low for a service organization, due in part to the present availability
of seconded staff. This use of seconded personnel also contributes to high staff
turnover - over 30 percent change this year. There is also a growing flexibility in
work patterns, both through the use of more fixed term contract staff, and with

the introduction this year of part-time and flexi-time working. Large numbers of
spontaneous applications are received from both civilians and law enforcement
officers - in all, about 1,500 in 1999.

At the end of 1999, there were 373 members of staff (General Secretariat (GS)
and Sub Regional Bureaus), 62 countries (35 percent of the membership) were
represented in varying numbers, an increase of 7 over the previous year.

ALGERIA* ARGENTINA AUSTRALIA AUSTRIA
BELGIUM BOTSWANA BULGARIA CAMBODIA*
CANADA CHILE CHINA COLOMBIA*
CcOTE D'IVOIRE CROATIA DENMARK EGYPT*
FINLAND FRANCE GABON GERMANY
GREECE* GUINEA HUNGARY INDIA

IRAQ* IRELAND ITALY* JAPAN

KENYA KOREA (REP. OF) LEBANON* LESOTHO
MAURITIUS* MOZAMBIQUE NAMIBIA NETHERLANDS
NIGERIA NORWAY PAKISTAN PHILIPPINES
POLAND PORTUGAL* QATAR RUSSIA
SENEGAL SLOVAKIA SLOVENIA SOUTH AFRICA
SPAIN* SRI LANKA* SUDAN* SWEDEN
SWITZERLAND SYRIA* TANZANIA THAILAND
TURKEY UGANDA UNITED KINGDOM* UNITED STATES*
URUGUAY ZIMBABWE

*indicates that some of these staff now have French nationality
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HUMAN RESOURCES

STAFF DISTRIBUTION:

&5

=
=

CRIMINAL DATA HANDLING
16 PERCENT

GENERAL SUPPORT SERVICES
13 PERCENT

REGIONAL DEVELOPMENT AND
CO-OPERARTION - 12 PERCENT
INFORMATION SYSTEMS

10 PERCENT

SECRETARIAT

10 PERCENT
LINGUISTIC SERVICES
9 PERCENT

ORGANIZED CRIME
6 PERCENT

ECONOMIC AND FINANCIAL CRIME
5 PERCENT

DRUGS

5 PERCENT

ADMINISTRATION, FINANCE AND
HUMAN RESOURCES - 4 PERCENT
CRIMINAL ANALYSIS

3 PERCENT

LIBRARY SERVICES

3 PERCENT

LAWYERS

2 PERCENT

EXECUTIVE OFFICER, STRATEGIC PLANNING,
COMMUNICATION AND PUBLIC RELATIONS
2 PERCENT

TRAINING

Staff activities can be broken down into 14 main categories with the highest proportion
of staff (16 percent) working on the handling of criminal information and the smallest
proportions (2 percent respectively) in the Legal Directorate and Strategic Planning
and the Executive Office which includes Communication and Public Relations.

The pie chart above shows the spread of staff activities.

We make a distinction between the training offered as a service to our member countries
and that offered in-house to enhance the performance of General Secretariat staff. At
present, in-house training focuses primarily on induction training in office technology
and the Interpol Criminal Information System for new staff. A Strategic Management
Programme has also been delivered, using external trainers, to key staff involved in
the implementation of the Strategic Development Plan.

Training in, for example, Interpol systems, intelligence co-ordination and criminal analysis
delivered to NCBs through regional co-ordination and development programmes,
is discussed in the section on global co-ordination.
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VISION, VALUES AND MISSION

VISION

VALUES

MISSION

Design Crescent Lodge, London

Interpol exists to help create a safer world. Our aim is to provide a unique range of
essential services for the law enforcement community to optimise the international
effort to combat crime.

Respect for human rights
Integrity

Commitment to quality
Availability

Team spirit

Value for money
Accountability

To be the world’s pre-eminent organization in support of all organizations, authorities
and services whose mission is preventing or detecting international crime.

We will achieve this by providing both a global perspective and a regional focus;
exchanging information that is timely, accurate, relevant and complete; facilitating
international co-operation; co-ordinating joint operational activities of our member
countries; making available know-how, expertise and good practice.

We will act on the basis of the articulated demands and expectations of these
organizations, authorities and services, while remaining alert to developments
so as to be able to anticipate future requirements.



INTERPOL GENERAL SECRETARIAT
200 QUAI CHARLES DE GAULLE
69006 LYON

FRANCE

+33 472 4470 00

+33 472447163

compr@interpol.int

http://www.interpol.int



