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FOREWORD

The impactof cybercrime is fareaching andextends

beyond national boundaries. Coupled with increas:
reliance on online activities during the COM®D
pandemic, it poses a formidable challenge to secur
2N R6ARSD 2KIFG SEI OSNDI
in law enforcement cyber capalties within andacross
regions. This gap i key enablerfor criminal

opportunities, networksand infrastructure.

In recogntion of this challenge, INTERP®kupporing
its 194 member countries in enhancindpeir law
enforcement capabilities and capacityo combat |
cybercrime. INTERPOL offers a number of toc
platforms andoperational supportwith a view toconnecting policeand creatinga safer world. In
LJ NI A Odzf I NE Lb¢9wt h[ Q& hastbeedpivdtal inl 1@adirk) N3® Ndbyl v
enforcement response against cybercrime.

Partnershiphas been athe heart of these effortsCollaboraton with the various actors in the globe
cybersecurityecosystemis crucial Their diverse views, expertise andlatasets carnhelp shape
effective policies and operational responses to cybercriRetnershipalso allows us to pool ou
wisdomso we carbe resilient and agile in timexf uncertainty.

Leveragingthis partnership framework, INTERPOL takes a regional approach to opers
coordination in combating cybercrimélthough cybercrime is a global challeng&ery region
responddifferently. By understanding how the threats are evolving and what kind o tiaey are
causing in each region, we can defeat them more effectively.

With this in mind]NTERPChasdrawn upthis AfricanCyberthreat Assessment Repéot member
countries in AfricaThe aim is to accurately assess the threat landseapesto be able to provide
tailored support.The report wagproducedunder the aegi®f the African Joint Operation again:
Cybercrime (AFJOCith support from the Wited KingdonQ &oreign, Commonwealth an
Development Offie.

Looking aheadhe newly-created African Cybercrime Operations Desk unde®RéO@roject will

drive intelligencded, coordinated actions against cybercrime aitsl perpetrators in African
member counties based on thigireat assessmentlo effectively support the regioiNTRPOlalso

works closely with key regional organizations suchtlas African Union and Afripoko maximize
coordination and implementation effort® orderto boost regional capabilities and capacity in t
fight against cybercrime.

| trust that this repot will help close the gapwithin Africa and beyondand contribute to the
effectiveness othe global law enforcement respons@/e thankhe member countries in Afta and
our partners for theilstrong commitment in thigndeavour

Stephen Kavanagh
Executive Director of Police Services
INTERPOL
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FOREWORI

The African continent has huge potential in terms of informati
and communication technologies, especially because of
youth of its population. Indeed, about 60% of the Afric
populationin 2020is under 25 years old. This factisrdriving
strong growth in the use of new technologies.

However, we are also witnessing an upsurge in activities rel
to Cybercrime, especially in this CO\I@Dpandemi@eriod. The
loss of jobs related tohis pandemic and the low econom
growth recorded has openedip opportunities for criminal
organizations. Hence the special attention that the African Ur
Commissionis payingto the fight against all forms of organize
crime money Iaunderlng transnathal crime and cybercrime.

In terms of Internet coverage capacity and bandwidth speed, Africa remains-sadexd, especiall
in rural areas, yet it has thastestgrowing telephone and Internet networks in the world. On t
young continent, every ecamic challenge generates an innovative solutibat maysometimes,
unfortunately,be at the limit of what the lavallows For example, the low rate of bankifarilities
for African populations has led to the creation of new financial services such dkerabking, but
also to theresurgenceof new forms of scam linked to these new technologies.

Our strategy to fight cybercrime is based on three pillars:

A Raising awareness ihe populations
A The reinforcement of policy, treaty and common legislatiofight cybercriminals
A The establishment of technologies on a national scale to reinforce @édfence

In collaboration with INTERPOL, AFRIPOL has initiated training for national police offi
protection against DNS (Domain Name Service) attacks., Alsetrategy of publiprivate
rapprochement has been initiated in order to sign partnerships with Internet leaders and €t
currency providers.

The Internet has abolished borders. A cyhéiack launched in Africa may have a direct or indir
impact an any citizeranywhere inthe world. This fight is bongterm one and it idy beingunited
that we will succeed in effectively defeating cybercrime in Africa and the world.

Tarek A. Sharif
Executive Director
AFRIPOL
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EXECUTN&IMMARY

Thisreportprovi@ & L b ¢ 9wt h [ Qacybesthéeatdhktarg affacying theAflicnéregionlt

also presents irdepth analysis on the impact of these threats as wellSag I YL S& 2F Lb¢ 9\
operational support in combating cybercrime and the regional cybercrime strategy for./sised

on input from the member countriesn Africa anddatadrawn fromL b ¢ 9 w prikiake Qaitnersthe

most prominent threatavere identifiedas below

> Online Scams ¢ For African member countries the highestreported and most pressing
cyberthreat across the region was identified@dine £anmming This threatseels to target
and take advantage ofictima fars, insecurities, and vulnerabilities through phishing, mass
mailing and social engineerinlylember cantries have reported a sharp increase in the
number ofonline banking scam#cludinginstances obanking andtredit card fraud.

> Digital Extortiong This threat isalsoidentified asone of themost prominent cyberthreat
within the region Digital extortionseeks to target individuals with eithellegations osexually
compromising images or through direct blackmail campaigns. While such threats are not new
on the threat landscape, the move towards a digital socieparticularly within theAfrican
region ¢ hascreatednew attack vectors for criminals to both obfuscate thelentity and
target new victims.

> Business Email CompromigeAlongsideonline scars, Business Email Compromise (BEC) was
identified as a significant concern and thréatthe region.Businesses and organizations that
rely heavily on wire transfer transactiomse vulnerable to this threat in AfricdheCOVIEL9
pandemichascontributed tothe increase in thisype of cybercrime.

> Ransomware; The threat of ransomwares expandngacross theéAfrican continent. Allegedly,
morethan 6% of companiei thisregionwere affectedby ransomware in 2020 aloneThese
FdGFO1a Gl NBSGSR ativaSinfrasfFustiirdihcliding Beditffcardlang & Q
maritime sectors.?

> Botnets ¢ Botnets are networks of compromised machines used as a tool to automate large
scale campaignsuch asDDoSattacks, phishing, malware distributipetc. The number of
botnet victim detections in Africa was around 50,006th a monthly average detection of
3,90Q In Africa, there have beenumeroushigh-profile instances of sucBDoSattacks on
critical infrastructure within the past five years

Recognizing th@eed for a change in the approach ¢gbercrimewithin Africa as a region that is
embracing digital transformatigrthe report concludesvith L b ¢ 9 w tedionhaRdybercrime strategy
to support member countries in Africdhe strategy encompasses the four stratexgijectivesbelow:

Enhancing cybercrimimtelligence for effective responses to cybercrime
Strengthening cooperation for joit operations against cybercries
Developing regional capacity and capabilities to combat cybercrime
Promoting good cyber hygiene for a safer cyberspace.

V V. V V

INTERPOL stands ready to support African member coumriefilling these objectives and further
developnga joint operational framewaork to improve coordinated actions against cybercrime in Africa.
Gollective efforts insharingintelligenceand formulating a joint operational framework will boost
regional capabilities and capacity in the fight against cybercrime

1 Lumu, 2020 Ransomware Flashcard, Availablghtps://lumu.io/resources/2020ransomwareflashcard/]
2 yaidAddziS FT2NJ aSOdzNA G& { (dzRA S a-attack. R&A, OR8 OOtbbgr @G20. NA & 1 |
Available at: [https://issAfrica.org/is®day/Africacantrisk-a-major-maritime-cyberattack]
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1. INTRODUCODIN

Africahasmore than 500million Internet users placing the region ahead of otheegionssuch as

North America, SoutiAmerica, and the Middle Ea%fThisvolume of users relative to population

equates toabout 38% which implies thenumber is expected to grow in the coming yeaiven the

accelerated digitalizationThe leading countrieare Kenyawith 83% ofits population being online

Nigeria with 60% an8outh Africawith 56%?° Mobile banking in particulas noted to beused widely

within these three countriescontributing to! F NA OF Q& | OG A @S NER t*Bpokega RA IA (|
significant future threatwith

the rise in malicious apps on ) ) ) )

bile  devi loit YY T H )W ) )]
ncreasing inara TS l l ' 'f o
: et o) b ol g

Despite thehigh demandfor

online mobile banking, the 0
digital divide remains a 38 A)
challenge especially as the

member countriesn Africamove forward toincorporate digital infrastructure into the foundations of
their society, including government, banking, business and critical infrastructuretrdimformation

highlightsthe urgentneed to ensurecybersecurity parameters andtandardsmeet the demands and
future needs of this communityncluding financial inclusion

Citizens in Africa are online in 2021

However, he absence of these standardpervasivan Africa 90% of Africabusinesses are opeliag
without the necessary cybsecurity protocols irplace® Without these protocolsthreat actorsare
able toexploitincreasing vulnerabilitieasthey continue to invent new cyberattack vectors. Tiheds
to signifcant financial loss. 18016 cybercrimehascostthe Kenyan economgbout 36 millionUSD
the South African economy73 million US2nd the Nigerian economy 500 milli&/SD’ A research
study from Deloitte indicatedthe financial loss for financial institutions in Kenjgavanda, Uganda,
Tanzania, and Zambia since 2@d be more thar245 millon USD

Gaz2NB GKFIY ¢z 2F | FNAOI Y
ﬂ]?ﬁ iKS yS$SO08aalNE O8oSNI 4SO
90% Source: CGTN

In the past yearthe COVIBL9 pandemic haaccelerated thecybercrime ecosysterhwith a persisting
digital divide andncreasing cybeescurity vulnerabilities across the regiddimilaty to other regions,

3 Council on Foreign Relations, Last Month, Over-iBiflion Africans Accesd the Internet, Campbell,
July2019. Available at: [https://www.cfr.org/blog/laghonth-over-half-billion-Africansaccessednternet]

4 Cision, Africa Leads Worldgital Financial Services Deployments with Prepaid Cards an Important Part of
Mix, Says Axiom Prepaid Holdings Refime 2020. Available at:
[https:/iwww.prweb.com/releases/Africa_leads_world_in_digital_financial_services_deployments_with_pr
epaid_cards_@a _important_part_of mix_says_axiom_prepaid_holdings_reps/prweb17214821.htm]

5 InternationalFinanceCorporation, Digital Access: The Future of Financial Inclusion in Africa, 20aBable
at: [https://lwww.ifc.org/wps/wcm/connect/region__ext_content/ifc_external_corporate_site/sub
saharan+africa/resources/201805_report_digitaicessafrical

6 CGTN, Rights group launches tool to stem cybercrime inaAfidonkor, A, 27 October 2028vailableat:
[https:/Inews.cgtn.com/news/202610-27/Unveilingthe-costof-cybercrimein-Africa
UVhmulPJeM/index.html.]

7 Scidenet Cybercrime in Africa: Facts and figureBassassi, Akoussarduly 2016. Available at:
[https://www.scidev.net/subsaharanAfrica/features/cybercrimeAfricafactsfigures/]

8 Symantec, Cybercrimeand Cyber Security Trends in Africa. November 2016. Available at:
[https://mwww.thehaguesecuritydelta.com/media/com_hsd#port/135/document/Cybersecuritytrends-
report-Africaen.pdf]
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the African regiorexperiencedattacks against critical infrastructure and frontline services during the
pandemic This was most prominently seen in Soéthicaand Botswan® C2 NJ Ay aidl yOS=>
Life Healthcare Groypesponsible for managing 66 health facilitie&s hit by a serious and sustained
cyberattack®

Indeed, the growing rate of digital
transformationwithin the African region
is facilitating the emergence of new
attack vectors and opportunities for
cybercriminals In recogntion of the
magnitude ofthe problem caused by

cyberthreats in Africathe next section ':;:, L ’_',
provides indepth analysis on the O l
cybercime threat landscape in Africa. - ‘ 4
Research froma Kenyan IT cybsecurity -
company Seriany highlighed that africa Overalt Threat Detection
cybercrime reduced GDP withidricaby =~ """ U s s
more than 10%at a cost ofin estimated
4.12 billionUSD in 2021° L b ¢ 9 wt _ Fmienriesiomien
partner, Trend Micro, recorded millions T 10 men -less 50 milon
of threat detectionsin Africa from e T —
January2020 to February 2021 B 300 asion sad shove

> Email:679 milliondetections

> Files:8.2 milliondetections
> Web: 14.3 million detections

less 1 mallion

Figure 1. Overall detection of cyber threats in Africa
using Trend Micro sensors (Source: Trend Micro)

More specificallySouth Africa had 230 millicthreat detectionsin total, while Kenya had 72 million
and Morocco 71 million. In South Africa, 219 millidetections were related to email threats.
SouthAfricaalsohad the highest targeted ransomware and BEC attempts.

The exploitation of these vulnerabiligevithin SouttAfricawas furtherhighlightedby Accenturewho
identified that SouthAfricahas the third highestumber ofcybercrime victims worldwide, at a cost of
R2.2 billion a yeadt The scale of this cyber criminality is further evidenced when we consider that the
country has seen a 100% increase in mobile banking application frauis @stimated to suffer
577malware attacksn hour!'? Such malware attacks are one of the emergingéts.

With the diversified and evolving attack vectors and the targeted approach against frontline response
organizations, global supply chains and critical infrastructure, there has never been a more crucial time
to both chart a way forward and ensureahefforts are focused on improvirggcurity andsafey in
cyberspace foall African member countries.

Cybercrime Magazine, Cybercrime To Cost The World $10.5 Trillion Annually By 2025, Mgrgan, S.

13November 2020. Available at: [https://cybersecurityventures.com/cybercrifamagess-trillion-by-

2021/]

10 Physorg, Rights group launches tool to stem cybercrime in Africa. Available at: [https://phys.org/news/2021
05-rights-group-tool-stem-cybercrime.html]

11 Accenture, Insight into the cyber threat landscape in South Afr2a May 2020 Available at
[https://Iwww.accenture.com/zaen/insights/security/cyberthreasouth-Africa]

12 Business Insider South Afri¢dackers on the dark web love South Afridaere's why we suffer 577 attacks

per hour, 23 June 2020. Available at: [https://www.linessinsider.co.za/sthird-highestnumberof-

cybercrimevictims2020-6].

{2
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1.1 Methodology

Toconduct this assessmenNTERPOL has sought input frommiesmber countries in Africanda total

of 22 member countrie®ut of 55haveresponded to the survey providing their national views on
cyberthreats. INTERPOL has absteivedrelevant data from its private artnersincludingGroup|B,
KasperskyPalo Alto Networksind TrendMicro. The ollected information hadeen combined with
internal detectionsand analyss byINTERPOCybercrime Directorateand anopensource review of
information, data and assessmentselevant to thisregion This multistakeholder approach has
formulated a comprehensive assessment of the cyberthreat landscape within the region.

5T STEF 05

STRATEGY ( ) ANALYZING @ DISCUE

CRITERI RESI CIRCUMSTANCES

O

STEPQOZ STEF 04

Thecreation ofthe AFJOC project in March 2021 veasatalyst fordeveloping this report in terms of
outreachand coordination withL b ¢ 9 w Afhicen®¥mber countries. Based on the assessment
result, the AFJO@roject will develop an operational framework within the region to provide
frameworkfor considerationby member countriesvhen developng governance policies, roles and
responsibilities, proceares, communications and capacity developmenth delivering this,
collaboration with thekeyregional organizations iucial such asTheAfrican Union and Afripol. The
ISPA projectinderpinsthese relationshipscollaborationsand potential synergies.

AFRICA
JOINIT
OPERAITONSAGAINST
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2. KEY CYBERREATHN AFRICA

2.1  Online Scam

3> ONLINE SCAMS

Online s::ams encompass various types of fraud in cyberspace.

They range from, inter alig phishing credit card theft,

identity theft, advance payment fraudgard-not-present

(CNP)fraud and cryptocurrency scamdhey typically seek to

exploii @A OUGAY&AQ TS vumBrabilitidsWhiléSuSidgNR G A S &
numerous tactics, techniques, andprocedures (TTPs)online.

Canplex organized crime groupsften run bespoke sophisticated

malware toolsto makeillicit financial gaisfrom unsuspecting victims.

What are
online
scams?

The most common type of online scanplishing It can be facitated by emails, SMS, phone calls
a phishing kit®* For banking and credit card fraudjreat - actors  exploit  the
vulnerabilities of unpatched banking $ysi1s or individuals  using
social engineering tactics to obtatredit card information or
access tmnline banking informationAccording to
Kaspersky, phishing emailsnay leverage
scenarios such as delivery, postal, financial al
HR services, convincing victims to opel
malicious attachmets or click on malicious -
links4

Online scammers also set up malicious
domains to facilitate fraudulent
activities. Theynaymake use of mass
phishing tools or kits. Online
scammingisa costeffectivestrategy
adopted bythreat actorsas there

are minimal technical &
requirements andlow start-up
cost.

13 A phishing kit is a tool purchased by one threat actor from another to allow for mass facilitation of phishing
campaigns.

14 KasperskyThe year of social distancing or sociayjimeering? Phishing goes targeted and diversifies during
COVIBEL9 outbreak August 2020. Available at: [https://www.kaspersky.com/about/press
releases/2020_thgear-of-socialdistancingor-socialengineering]

11
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Situation in Africa

According to African member countrighe most prevalent and pressimoyberthreatis online scars.

In particular, banking and credit canchfid isrecognizedas a serious threat in AfricH.involvesthe
theft of personal data and banking details whiafe then used by a threat actor to either purchase
goods, siphon funds or sell on marke®oupled with theCOVIBEL9 pandemic and its impact on the
cybercrime landscape, Afrigawa sustained increase in the voluré cyberattacks® including the
238% rise in cyberattacks on online banking platforms in 2620

At the same time,hreat actors in Africa are deploying Trojaformationstealers such as Agent Tesla,
Lokibot, Fareit andthersto commit online scamm Many cybercriminals offetoolkits as a servicand
training available onlinehas contributed to the continuous operaticn and developmentof
cybercriminals.

ideri Phishin
Considering  the Others 10% 1 Sg(yg
broader online Adware, 4% | .89%
scam situation

across the African RREAEEIEE

region data

received from Malware
Trend Micro _ Accomplice
indicates that27% Online Scams 54%

27%

of its web threat
detection in Africa
related to online
scansin May 2021
as shown inFAgure
2 below.

Figire 2. Top Web Threat Detection fricain May 2021 only (Source: Trend Micro)

The South African Banking Rigiformat 2y / SYdNB 6{! . wL/ 0 S@ARSYOSR
{2dziK ! TNAOIY A&a&ddzSR OFNR&a AyONBlFaSR o6& HnoOpxE:
malware attacks, behind only Russi¥ et this numbefails totake into account the influx of COVID

related phishing attempts and the financial, emotional and mental imgragt have orvictims.Stolen

datafrom carding scamis auctionedoff to the highest bidder or sold withinnderground forums;

meaning unsysecting victims of credit card fraud the African regionmay have theircredit card
information misused globally following the breach.

15 INTERPOL, INTERPOL report shows alaratingf cyberattacks during COVID, 4 August 202Rvailable
at:  [https://www.interpol.int/en/News-and-Events/News/2020/INTERP@port-showsalarmingrate-of-
cyberattacksduring COVIBL9]

1 LyadAiddziS TFT2NJ aSOdz2NR G e ({ GtigsRdyleatack RevayID.09 OctBdery202D. NX &
Available at: [https://issAfrica.org/is®day/Africacantrisk-a-major-maritime-cyberattack]

17 Accenture Insight Into The Cyber Threat landscape in South Africa 2020. Available at:
[https://www.accenture.com/_acnmedia/PDE25/Accenturelnsightinto-The ThreatLandscapéf-South
AfricaV5.pdf]

12
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According to theKnowBe4 African Repo&019® with over 800 respondents across South Africa,

Kenya, Nigeria, Ghana, Egypt, Morocco, Mauritius and Botswana, phishing was one of the top cyber
threats faced by the African region. 28.14% of respondents reported that they had previously clicked

on a phishing emil, 27.71% had previously fallen for a scam, and 19%dmacrded a spam or hoax

emaillLb ¢ 9wt h[ Q& LINR @I (S ldatSduyiSriNg Kenya EG@pyHigeda, BvanisS O G S R
and Ethiopighad about2 million phishing attempt# 2020alone!®

Ancather growing concern for African member countries is cryptocurrency sgamich threat actors

seek todefraud victims of theircryptocurrency.An ISS report has highlighted two examples of
cryptocurrency investment scams in South Affit@hese examples involvefirstly, a Ponzi scheme
where thousands of investors were allegedly scammed of 588 million USD in Bitcoin by the
company Mirror Trading International in 2020. The second case was where the two founders of the
trading company ficrypt allegedly absconded with 3.6 billion USD from investors in April 2021.

South Africa was therefore one of the top ten countries globathere threat actorsreceived the

highest volume of cryptocurrency from illicit addressksaddition to invesnent scams, a growing

threat in the cryptocurrency space is that of wallet phishing, where threat actors utilize false or
misleading advertisements, imposter domaifaéke walletor decentralized financplatforms to obtain

I @AOGAYQA O Ntbpiivate keyztideyalling thermn fated funds fromthe @A Ol A Y Qa
accounts.

Do not open suspicious-emails

or attachments’=delete right away —-\‘ ;

Back up files regularly and securely online and offline 0
Strengthen your home network 1}

Use strong

Keep your software Updated

Use two-factor authentigation
on your social media accounts

Check privacy and security se&ings

#OnlineCrimelsRealCrime

18 Knowbe4 African Cybersecurity Research Report, 2019. Available at:
[https://www.knowbe4.com/hubfs/African%20Cybersecurity%20Research%20Report.pdf]

19 Creamer Medif Bngineering Newshishing attacks in Africa diversify, target small compaidasger,S,
Augus 2020. Available at: [https://www.engineeringnews.co.za/article/phiskatgcksin-Africadiversify
target-smallcompanies2020-08-21]

20 nstitute for Security StudigsAfrica: new playground for gpto scams and money launderinghelin, R.
August 202. Available at: [https://issafrica.org/igeday/africanew-playgroundfor-crypto-scamsand
moneylaundering]

13
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2.2  Digital Extortion

DIGITAL EXTORTION({:

One of themost prevalent cybehreatsin Africawasreported to be
Whatis digital extortioninvolvingblackmailingand sextortion It involves
dl gital threat actors coercing individua_ls with either false_ cl_aims or
. proof of stolenpersonaldata or filesfor which the victim is
eXtOI’tIOI’]? then asked to pay in exchange for recovering the data or not
leaking itonline. More specifically, extortion threat actorsutilize
phishing andlackmailacross multiple platformg get money from
their victims, with claims that thelyaveobtained compromising sexual
images otthe sexual browsing history of their victim.

Lb¢Owt h[ Q& I yiHe mésticandmork iikiGsyogedafdfordigital extortion adeing where

threat actors rentVirtual Private Servers (VPS) watBimple Mail Transfer Protocol (SMTP) service to

launch bulk extortion emaildVithin thesedigital extortion emails threat actorsoften claimto have
compromised the security of the victinQ O2 Y LJdzi SNRAZ FAf Sa 2NJ KAAG2NERO®

Cyber blackmail can also bembired with social engineering techniques that seek to reseaheir
victims and take advantage Bersonally Identifiable Informatiof() that victims leave online in social
media postsor from previousdata breachesthat have been released on either open dark Web
forums, as threat actorsise increasingly sophisticatédchniques tocreate personalizedextortion
messages for each victim.

Similarly the modus operandi for sextortion can also involve false claims about access to indRiduals
webcams or browsing historgnd then be followed up with demandisr paymentin crypto to prevent

this information being leaked to close friends or publicly. While such claims areroéftssproduced,
sextortion activities have alsc
been detected in appswhere
threat actors will trick
unsuspecting victims who are
usually maleto pre-record or send
videos of themselves performing
sex acts to what they believe art
females, with the threat actors
then threatening to release the
footage unlesghe victim pys a
financial sunt*

e @a e
W97 JhLes

(GraphicSourcefFinancial Po3t

21 Trend Micro and INTERP@lybercrime in West Africa; Poised for an Underground Mag@t7. Available
at: [https://documents.trendmicro.com/asets/wp/wp-cybercrimein-west-Africa.pdf]

14
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Situation in Africa

Pivoting from the understanding of digital blackmail gitortion, data provided fromL b ¢ 9 wt h [ Qa
private partner Trend Micradentified somelP addresses in Africa that were used to send out digital
extortion spam messages. Fratanuary2021 to May 2021, the count aiiquelP addresses is about

10.6% of the overalhumber. The top sender countries include South Africa, Morocco, Kenya and
Tunisa. The IP addresses can be from botnet networks or dedicatesir®®8d by the cybercriminals.

Figure 3. Location of IP Senders of Digital Extortion schemes (Unique IPs)
from January to May 2021 (Source: Trend Micro)

Zambia
Algeria
Nigeria
Ethiopia
Ghana
Egypt
Tunisia
Kenya
Morocco
South Africa

0 400

Unique IPs

Figure 3. Location of IP Senders BigitalExtortion schemes (Unique IFE)m Jaruaryto May 2021 (Source:
Trend Micro)

ThisTrend Microtelemetry datais inline with the volume ofdigital extortion sbhemes reported by
African member countries to INTERPOL, which made theme ofthe highest reported cybercrinse
within the region.

SEXTORIION
s -WHAT DO | DO?

Cease all contact ‘

Do not pay or provide

Recognize that you are
further images - )

the victim of a crime

p: BE VIGILANT . BE SKEPTICAL . BE SAFE
|N1:ERbOL ) #0OnlineCrimelsRealCrime
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2.3  Business Email Compromise

:i} BUSINESS EMAIL COMPROMISE

. Business Email Compromise (BEC) is a type of scam targeting companies
What s . . . . .
. and organizations for financial gain or data theft. Cybercriminals
Business typically compromise or spoof a legitimate email account to send
Em al| fraudulent emails requesting transfer of funds omsgive
data while posing asthe legitimate owner of theemail
Compromisé@

account.

Cybercriminals usually target higlvel executivesvorking infinance

or involved with wire transfer payments. They compromise the

corporate email accounts of such employees via methods such as
keylogging or phishing attacks, or simply spoof their emails to appear as though

it is sent from thetargetQ lagitimate enail account. Fraudulent emails are then sent from these email

accounts with an established level of trust to other employees or related indivichgking them to

transfer funds or data to a specific bank accodrte three typeof BEC scam are illusteat in the

diagrams belowdeveloped byTrend Micro
Bogus Invoice Scheme
The Bogus Invoice Scheme usually involves a business that has an established
relationship with a supplier. The fraudster aBksnvoice paymeninonies to be wired
to analternative, fraudulent account via spoofed email, telephone, tax message

. e~ pad— .

Cybercriminal Compromised Payments are Cybercriminal
compromises account is used to transferred to receives money
employee email send notifications to cybercriminal's
customers account
CEO Fraud

In CEO Fraud, the fraudsters identify themselves asldngh executives (CFO, CEO,
CTO, etc.), lawyers, or other types of legal representative purport to be handling
confidential or timesensitive matters and initiate a wire transfer to an account they
control. In some cases, the fraudulent request for wire transfer is sent directly to the
financial institution with instructions to urgentbend funds to a bank. This scam is also
1y26Yy & &/ 9h CNIdzRéS &.dzaAySaa 9ESOdziagS {0
LYRdzZiNE 2 ANB CNI dzR¢ @

=

Cybercriminal poses Finance sends Cybercriminal
as company exec funds to receives money
and emails finance cybercriminal's

person account
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Account Compromise
In Account Compromise cases,aanploye® @mail account is hacked and then used
to make requests for invoice payments to fraudstamtrolled bank accounts.
aSaal3Sa INB aSyid G2 Yd#Z GALX S @SYR2NE ARSYy (AT
business may not become aware of the scheme until their vendors follow up to check
the status of thenvoice payment.

m—5—&

Compromised Recipients transfer Cybercriminal
employee account is payments to receives money
used to request cybercriminal's
payment account

To assist individuals and organizasdarther in avoiding BECheé FBI has also published a list of red
flags and tipgor recognizing ad preventing such BEC attempts (see Table 1).

Unexplained urgency Be sceptical of laghinute changes to
® wiringinstructions or recipient accoun
information.
Verify any changes of information vi
Lastminute changes to wire the contact on file do not contact the
instructions or recipient accoun ©  vendor through the number providec
Lastminute changes to establishe: Ensure the URL in emails is associa
account addresses
Lastminute changes to establishe: Be alert to hyperlinks that may contai
communication platforms or emai >  misspellings of the actual domai
account addresses name.

Verify the email address used to ser
emails, especially when using a mob
or handheld device, by ensuring th
aSYRSNRA SYLI A I
match who it is comingrom.

Communications only in email an
refusal to communicate vie
telephone or online voice or videt
platforms

Be wary of lastminute changes to
wiring instructions or recipient accoun
information.

Requests for advancegayment of
services when not previousl @
required

Table 1: Red flags and best practice apd for avoiding BEC sca®ource: FBI)
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Situation in Africa

According to Trend Micro, the proportion of BEC attempts on victimdrinafrom 2020 to April 2021
was less than 1% of global BEC attempke top BEC attempts arelimglishspeaking countriesuch
asthe United States, Australia artie UK As BEC bgrcriminals usually target larger corporations
which will potentially lead to bigger pay-outs, the likely reason for the lower proportion of BEC
attempts inAfricais the relatively smaller concentration lairgebusinesses and corporations there.

However there areseveraloffshore companiebasedin Africa andthe COVIEL9 pandemic situation
contributed tothe increase in thisype of cybercrimeTheiremployees rehheavilyon wire transfer
transactionsopening upmore opportunities forcybercriminalgo exploit Within Africa, it wasnainly

detected in countries like South Africa, Tunisia, Morocco, Mauritius, Niged&Kenya(see Figure 4)

BEC Attempts

Gabor\ Central African
0 [ .
Republic
Nigeria South Africa
11%

34%

Mauritius
12%

Tunisia
20%

South Africam Tunisia m Morocco m Mauritius m Nigeria mKenya =~ Gabon = Central African Republic

Figure 4.BEC Attempts iAfrica(Source: Trend Micro)

Thks figure is likely to risgiven the strong potential and positive economic projections forAfécan
region.In addition, 2020 statistics showed thafrican countries dominated the ranking of countries
with the highest GDP growth worldwidéAlthoughCOVIBL9 slowed GDP growth significantly, the
economic fundamentals are still in place and demonstrate the possibility that BEC actors might
increasingly target the regian the hope of highepay-outsin the future.

Meanwhile,ad nH 1 NB L2 NI FIM®liyende Bivisioh (QGIS)éssed tBan majority (60%)
of BEC actors globally were locatediinica across 11 countrieis the region Thereport also found
0KIF G ay 07:AfricaB attickeysfias @ell as 50% of global BEC actors, hailedbftorl SNR | £

22 gStatish.  African countries with the highest Gross Domestic Product (GDP) in. Z020lable at:
[https://www.statista.com/statistics/1120999/gdf-Africancountriesby-country/]

28 Agarj The Geography of BECKS Df 26Ff wSIFOK 27F (K30202 A4dEbRAE ¢ 2 LJ
[https://www.agari.com/cyberintelligenceresearch/whitepapers/aciéhgarigeographyof-bec.pdf]
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' Senegal: <1% |
_ <% |

.

: Gambia: <1% —h/‘

 Burkina Faso: <1% |

v

 Ghana: 10% | |
| Benin: 1% ‘ Kenya: 1% |
Nigeria: 83% ~{ Tanzania: 1%
' Angola: <1% | *{ Botswana: <1% |

| South Africa: 14% |

Figure 5. BEC Actor Distribution withifrica(Source: Agari)

In response to theletected high concentration of BEC actors within the Nigerian region, INTERPOL
alongside its private partner Grodp and the Nigerian Police Force (NR&t)nched the successful
oOperation Falcofy which severely disrupted a prolific BEC group and led to three arrests. This
proactive law enforcement action was also followedwith the arrest of anotheprominent goup of
Nigerian BEC actoim March 2021lafter an investigation by the Nigerian Economic and Financial
Crimes Commissicti

In September 2019, a mordh2 y3 2 LISNI G A 2y , I&yby thé £B3, RiisruptddSand NBE R ¢
dismantled BEC schemds resulted in 281 arrests in Nigeria, Turkey, Ghdfrance, Italy, Japan,

Kenya, Malaysia, the United Kingdom and the United States. It salsoessfully seized nearly

3.7million uUsD and
SEAEICCMNSNERUIIE  BUSINESS EMAIL COMPROMISE WHO CAN BE A TARGET?
USD in fraudulent wire
transfers?® This operation

was another example tha Y e
demonstrated the ' . el ‘
importance of international =a | P

police  cooperation  to ; ] bl

effectively fight against
transitional BEC schemes.

, Criminals target large companies, :
small companies, schools, non- 1
profits — any business which makes |
regular payments :

areful INTERPOL

2 Recorded FutureSuspected BEC gang arrested in Nigeria amid internet fraud crackefbovts, 2021.
Available at: [https://therecord.media/suspectdaecgangarrestedin-nigeriaamid-internet-fraud-

crackdownefforts/]
% FBI, Worldwide Sweep Targets Business Email Compromise September 2019. Available at:
[https://iwww.fbi.gov/news/stolies/operationrewired-bectakedown091019
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2.4 Botnets \
ABotnet is a network of hijacked computers and devices infected with
Whatis a bot malware and remotely controlled by a hacker (see Figure 9). The

bot network can be used to send spam, launch Distributed
Deniatof-Service (DDoS) attacks, and may be rented out to
other cybercriminals. Botnets can also be an entry point for
ransomware attacksAny machine that can connect to the Internet
can be compromised and turned into a device in a botnet, such as
computers, mobile devices, internet infrastructure hardware such as
network routers, and increasingly, Internef-Things (I0T) devices such as

botnet?

smart home devices.

According to Kaspersky, there are three stages to building a bétnet

The victim device is ACTIVATE
infected with malware
that can take control of it ¥
y N
)
The hacker exploits a < Hackers mobilize all
vulnerability to expose the 'GQ infected devices to
victim device to malware INFECT carry out attacks

Upon activation, hackers send commands and control the botnet from a seauer, known as the
Command &ontrol (C&Eserver Older C&C models use a centralized C&Gseviiere all commands
are sent from. Howevesince this reduces the anonymity of the hackerstheir C&C servers can be
traced, newer C&C models now useetedntralized peeto-peer model where the hackers can send
and spread commands to the entire botnet via any of the bibiss concealing their identity.

% KasperskyWhat is a Botnet? Available at: [https://www.kaspersky.com/resotrester/threats/botnet-
attacks]
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PREVENT

HOWTO AVOID
BECOMING PART
OFA ?

Install a proper, real-time
Huge Internet bills security solution
» Ensure regular updates
Slow and unstable of installed software
computer performance Pay particular attention to:

Potential legal implications Windows Updates
If your computer Is Adobe Flash

compromised
Adobe Reader

=3 — | =]
Stolen personal data - W — & 3 Oracle Java
5 3 Your Web Browser

Figure 9An overview of a botnet attack (Source: Kaspersky)

Situation in Africa

According to Trend Micrahe victims of botnet in Africa average 3,900 detections monthlith
roughly 50,00Qdetections in total Several threat actors in Africa are deploying spam run campaigns
with enclosed Trojan stealesuch as Emotet, Lokibohgent Tesla Fareit, etc. Surprisingly, Namibia
had the highest detections of Emotet, although it subsided after global effortisrupt the Emotet
botnet early this year. Other top malware detections are backdoor web shellfamkibot thatis able

to spread via removable drives;neail and social media.

Cybercriminals are recruiting new members by training and introducing sesdyafcrimetoolkits.
This has beerone of the reasons fahe expansion oDDoSperatiors of this typewith cybercrimeas

a service available through the open and dafeb environments The expansion ofonline
communication platformdas provided a learning environment for cybercriminals to develop and
enhance their skillslearn and exchange information arybercrimetoolkits, and evenshare their
lessons learnt, stolen data and successkgloitswith other individuals.

There have been many higbrofile instances of sucBbDoSattacks on critical infrastructura Africa

in the past five years. For example, the 2016 Mirai botbBioSattack on Liberia crippled the internet
infrastructure of the entire countrywith attacksof over 500 gigabyteper-second (Gbps), then among
the largestDDoSattacks evef’ More recently, in September 2019, a large South African Internet
Service Provider (ISP) was also the victim@baSattack which brought it down for an entire d&y

Similarly, in October 201&nd 2020 South African banks also experienced a sustained wab®o85
attacks, though no significant damage was reported. Although thakebeenno significant recent
cyber incidents arising fromDoSattacks,DDoSattacks renain a concerning threat that organizations
in Africa will need to guard against.

27 ZDNET'Carpetbombing' DDoS attack takes down South African ISP for an entire day. Cimpanu, C. 2019.
Available at: [https://www.zdnet.com/article/carpebombingDDoSattacktakesdown-south-Africanisp-
for-an-entire-day/]

2 CPO Magazin&ustained DDoS Attaok South African Banks Accompanied by Ransom Notes. lkeda, S. 2019.
Available at: [https://www.cpomagazine.com/cybsecurity/sustaineeDDoSattack-on-south-African
banksaccompanieeby-ransomnotes/]
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2.5 Ransomware .’) RANSOMWARE

Ransomware is a form of malware which encrypts victim data or locks
down systems, disrupting the operations of victim organizations by
What is rendering their data and systems inaccessible. Ransomware
actors subsequently demand a ransom, usually in
Ransomwaré@ cryptocurrency for anonymity, in exchange é&crypting
the data It should be noted that the deployment of
ransomware code onto amrganizatiof aetwork follows a
legitimate (trusted insider) or illegitimate breach of that network,
exploration of the network by cybercriminals, and the theft of
organizationainformation and dataThe deployment of ransomware is
generally the final phase of a sucsfg hack or penetration on thatrganization

With TTPs becoming ever more sophisticatétk facilitation of ransomware attacks lmyganized
crime groups hasexpanded to includelouble and triple extortions ¢ where the initial ransomware
attackis compounded byhe theft of sensitive company dateansom demands from victimgith the
threat of publicly shaminghem through the release of stolen informati@nd the reexploitation of
previouslyexposed vulnerabilitiesvithin organizationdo leavethem facing aneverending cycle of
ransomware attacks.

Capable ofbringing governments, business and supply chains tgriading halt, the impact of

ransomware attacks aldaasa reputational impact on victimslangside the economic impact, with

thelater SGA RSY OSR Ay NBASI NDK ¥ R&oAltolNetwdkeshowipgthat LINRA J I |
the average ransomware payment has accelerated to more 80n000USD?®

This impact is further compounded when we consider the growing adoption of théyidiiganized

crime groupswhichresults inkey files and backupseingdeleted,addingto the estimated average
downtime of 21 daysfor each ransomware attaék With research suggesting a ransomwattack

occurs every 11
seconds, and given thd
previouslyhighlighted ‘ e _ '
cyber  vulnerabilities o . o= INTERPOL
within  the  African i L
region the need for
both a  thorough
understanding of the
ransomware  situation
within ~ Africa and

e | 0
implementation of the (ITTITTTTIT #JustOneClick )

prevent and protect

principles has neve can make all the difference
been more urgent.

2 Ppalo Alto Networks, Extortion Payments Hit NBecords as Ransomware Crisis Intensifies, Baylor, Brown
and Martineay August 2021Available at: [https://www.paloaltonetworks.com/blog/2021/08/ransomware
crisis/]

%0 Forbes Ransomware is everywherBurbin, S.2021. Available at:
[https://www.forbes.cam/sites/forbesbusinesscouncil/2021/06/01/ransomwaigeverywhereheresvhat-
you-needto-consider/?sh=1ded127c1f0f.]
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Situation inAfrica

Researclirom Kasperskghowsthat there were more than 1.5 million ransomware detections in 2020.
In the first quarter of 2021, Egypt, Sou#tfrica and Tunisia suffered the most with the highest

detection counts acros#\frica and Egypt alone accounting for almost 35% of all ransomware
detections inAfrica(see Table

Ransomware Detection

Morocco
Botswana
Nigeria
Tunisia

South Africa

Egypt

0.00% 5.00% 10.00% 15.00% 20.00% 25.00% 30.00% 35.00%
m Ransomware Detection

Table2: Ransomware detectioim Africain March 2021(Source: Trend Micro)

Although the ratio of overall ransomware detectmithin Africarankedin the bottom 10%compared

to all other regioss, research fromCheck Point Software Technologies reported tidtican

2NHI yATFdA2ya KI @S &aSSy atrod:dEA FNRAYIT W yWw@ENANEA Si 24
According to theAfricaCenerF 2 NJ { G NI G S3A O { (i deRérrtipendtrdtiolViseg datl NBE  H 1+
systems become more connected, critical infrastructure acAfssawill likely become even more

@dzt ySNIF6fS (G2 02aif® I RAANVzZIIAGS OeoSNFGdGl O14a¢

In Africa,Wannacry remains top ransomwareprogramand cybercriminals are also expanding their
operationsinto double extortion.One example is theotorious ransomware Nefilinwhere it affects
banking and government sectors.

31 Checkpoint The New Ransomware Threat: Triple Extortion2020. Available at:
[https://blog.checkpoint.com/2021/05/12/thenew-ransomwarethreat-triple-extortion/]

32 Africa Cergr for Srategic Sudies | F NRA O Qa 9 Oredts@AllghaN. Jaduar$ RIRAgaRable at:
[https://Africacenter.org/spotlight/Arica-evolvingcyberthreats/]
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Figure 6. Targetedransomware inAfrica uniquedetections andselectedfamilies (Source: Trend Micro)

According toFigure 6above, SouthAfrica was the country most heavily affected by targeted
ransomware in the first quarter of 2021, with a variety of families such as Crysis, Nefilim, Ryuk, Clop,
and Conti ransomware. Subsequently, Egypt was the next hatdesbuntry with a similar profile of
targeted ransomware detection. Tunisia was the thindst affected country, targeted mainly with
Egregor (before its shutdown in February 2021), Ryuk, and Sekhmet ransomware.

W Cryptesla H Nefilim W Gandcrab W Cerber M Locky M Spora
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Figure 7. Industriesaffected byransomware irAfricafrom Januaryl to Apil 2021 (Source: Trend Micro)
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The industries most affected iAfricaare the government and foednd-beverage sectorsaccording

to Trend Micro (see Figure 1).has been observed that the reason the Wannacry ransomware is so
prevalent in the government sector is that many machines have not been patched for the vuiherabil
in the Server Message Block (SMB) protocol, which is a known target of Wannacry ransomware.

Meanwhile, there is also a variety of old ransomware families like Cerber, Gandcrab, Locky, Cryptesla
that target the government, fooénd-beverage,and manufecturing sectos. However, one notable
exception is the newer and notorious Nefilim ransomware, discovered in March,2@@tich is
targeting the banking industry in th&fricaRegion.

Since ransomware actors are preditiven, the problemwill persist globally as long as victim
organizations are willing or forced to pay ransoms. According to the Brookings Institution in March

2021, cyber threats ik\fricaare exacerbated by vulnerabilities in public cybersecurity strategies and
the economic impact of ta COVIBEL9 pandemic*

oCybercriminals are
attacks at an alarming pace, exploiting the f
and uncertainty caused by the unstable social
economic situation created by -CQ®VIDO

Jurgen Stock, INTERPOL Secretary General

% Trend Micrg An Analysis of the Nefilim Ransomware. February 20%jcaoili, GeleraAvailable at:
[https://www.trendmicro.com/en_us/research/21/b/nefilinransomware.html]

34 Brookings, How African states can improve their cyberseci8igne & $ine, 16 March 2021 Available at:
[https://www.brookings.edu/techstream/howAfricanstatescanimprovetheir-cybersecurity/]
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EXAMPLES OF ATTACKS AGAINST CRITICAL INFRASTRUCTURE IN AR

1 In South Africa, therganizationLife Healthcare, which is the secelatigest private hospita
operator responsible foadministeringdigital servicesn hospitals across Southern Afrjegas
hit by a cybeattack in June 2028 This attack, instigated during the COMI® pandemic,
affected its admission systems, business processing systems and email servers, wit
systems being forced offline. It is believed to have costdtganizationmore than a month
in downtimein the midstof the pandemic.

1 There werdhe twin attacks in October 2020, where firstly key social services in Johannes
including bill payments, social advice and the emergency services network were impactg
shut down following a data breach and thenpligyment of ransomware. Analysis of th
attack identified not only the exploitation of a vulnerability, but also thfter employing
lateral movementtechniquesthe threat actors deliberately deployed their ransomware
coincide withthe da SY R 2 T K& K 8J ¥ ¥ & ihian affért@d f@ther coerce Soutt
African authorities to pay the cryptoirrencyransom??

1 InKenyaanattacktargeted themarkets and interconnected cyber systems, with INTER
warning that the threat of supply chain attacks may Mggfine the cyber threat landscap|
over the coming decadddighprofile attacks on supply chains, with the compromise of 1
Kaseya IT service by the ransomware group REME particularlyaffecting customersn
Kenya

1 There was a DDoS attack on Soéthican banks again timed to hit and disable services
0KS aSYRY2WGIKEK LI &8YSyid Oe0tSod ¢KAa ol a
South Africa; with a ransom again demanded in cryptocurrency. While the reported dan
from this attackwas minimal and caused only disruption to services,dbgunctionof this
attack with the simultaneous ransomware attack in Johanneslmmgphasizeghe scale,
impact and seriousness of the threat to critical infrastructure across the African region.

1 TheStateowned Transnet organization in South Afrffaaedan unprecedenteayberattack
in July 2021, which resulted in severe disruption to its senfc€be Institute for Security|
{G0dzRASE oOL{{0 KAIKEAIKGSR KL ( critical imidirie
AYFNI a0GNUzOGdzNE KFa 0SSy aS@SNBte& RAA&NMz
down a critical trade route and disrupt vital trade services in the middle of a global pand
The attack is believed to have suspended themaated and online containenandling facility
in both Cape Town and Durbgrwith the Durban port being the busiest port in s@aharan
Africa and amaritime hub for the movement of essential goods between other Afri
countries. includina Zambia and tBemocraticRepublic of Conao.

Life Healthcare Attack Keseya Attack

An attack on a healthcare provider An attack on the Kesata IT
forces services in South Africe and Infrustruce includes victims in

Botwana offline. Kenya.

IIlr/,-- J . I v \"-.II
NG 2021 __../"I

Transnet Attack

October
2020

‘ I June
' 2020

Twin attack against South

Africa social infrastructure
An attack on the South
African state-owned Transnet
impacts Maritime Infrastrucre

Twin attacks (Ransomware and DDOS) force
the shutdown of Social Service, Emergency
units and Banking infrastructure.

I
——\lp

Figure8. Themajor publicly documentedritical Incidentsn Africa2020-2021
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3. OPERATIONAAUCCESS

Underits mandate ofreducing the global impact of cybercrime gmatectingcommunities for a safer

world, the INTERPOL Cybercrime Directerdelivers policing capabilities to all member countries
through the Global Cybercrime Programme. The Global Cybercrime Programme has three core pillars,
namely: (i) Cybercrime Threat Response, Qi§per Strategy and Capatidds Development and

(iif) Cybercrime Operations

The CybercrimeThreat Response pilladentifies, triages and coordinates a global response to
OB0SNIKNBIFrGa Ay | GFNHSGSR FyR ¥20dzaSR YIyySNE f
data. It focuses on intelligence development of identified threats to dedigpuption-and-prevention

strategies that mitigate highisk and highmpact cyberthreats. It also aims to provide quality advice

and guidancenthe current threat landscape, as well as operational support through the provision of
actionable intelligence.

The Cyber Strateggnd Capabilities Development pillaupports member countries by developing
cyber skills, knowledge and technical capabilities that are customized to their needs, in line with
INTERPOL standards. In collaboration with its stakeholdegsteam plans, develops and delivers
cyber capability and capacituilding projects and programmes, as well as tools and platforms, to
SYKFyOS YSYOSNI O2dzy iNASaQ loAfAdGe G2 GFO1tS 0Oeo S

The Cybercrime Operationgillar leads and coordinate transnational operational activities with

member countries in tackling cyberthreats that cause significant harm on a national, regional and

global scaleln close cooperation with member countries, the pulgiitvate sector and national

Computer Emergendyesponse Team (CERT) communitiegnductsoperational activities targeting

highA YLI OG O@ 0 SNONAYS (GKNRdAAK (KSappteatha A2yl f /[ &0 SN

In May2021, INTERPOL launched a new Regigfereime Operations Bsk to boost theapacity of
49 African countries to fight cybercrimender the framework ofthe AFJOC project. This Afmca
Cybercrime OperationBesk will help shape a regional strategy to drive intelligeleckecoordinated
actions against cybercriminals and support jodperations The two operations highlighted below
have provided timely and effective operational support to member countries in Africa.
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3.2  OperationLyrebird

|GROUR|IB

In July 2021, malleged prolific cybercriminalasapprehended in Morocco following a joint twaear
investigation by INTERPOL, the Moroccan police and GBégting under thepseudonym¥5 NJ | SEQX
the suspect is believed to have targeted thousands of unsuspectingisiover several years through

global phishing, fraud and carding activities involving credit card fraud.

He is also accused of defacing numerous websites by modifying their appearance and content, and
targeting Frenckspeaking communications companiesyltiple banks and multinational companies

with malware campaignd.he suspect is also alleged to have helped develop carding and phishing kits,
which were then sold to other individuals through online forums to allow them to facilitate similar
malicious cenpaigns against victims.

These were then used to impersonate online banking facilities, allowing the suspect and others to steal
sensitive information and defraud trusting individuals for financial gain, with the losses of individuals
and companies publed online in order to advertise these malicious services.

' YRSNJ hLISNI A2y [@8NBOANRI Lb¢owt h[ Qa -IBadGNONR YS
the Moroccan Police via the INTERPOL National Central Bureau in Rabat to eventually locate and
apprehend the individualwho remains under investigation.
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3.3  OperationFalcon

UnderWh LIS NI { A, #hgee sDdpdct@vergafiested in Lagos November 202dollowing a joint
INTERPOL, Groi® and Nigeria Police Force cybercrime investigation. The Nigerian nationals are
believed to be members of a wider organized crime group responsible for distributing malware,
carrying out phishing campaigns and exten&&scams.

The suspects are alleged to havevdlped phishing links, domains, anthssmailing campaigns in
which they impersonated representatives of organizations. They then used these campaigns to
disseminate 26 malwarerograns, spyware and remote access tools, including Agesdla, Loki,
Azorut, Spartan and th&lanocoreand Remcos Remote Access Trojans. Thesgranswere used to
infiltrate and monitor the systems of victim organizations and individuals, before launching scams and
syphoning funds.

According to GrowB, the prolific gang ibelieved to have compromised government and private

sector companies in more than 150 countries since 20h@.yeaflong investigatiod I 6 L b ¢ 9wt h[ Q
CybercrimeDirectorateand Financial Crime units work closely with GrdBo identify and locate

threats and ultimately, assist the Nigerian Police Force via the INTERPOL National Central Bureau in
Abuja, in taking swift action.

|GROUR|IB
INTERPOL
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4. INTERPARREGIONAL CYBERCRBWRATEGY FOR AFRICA

INTERPOL provides a regional cybercrime strategy for Africa which underpins the operational
framework ofthe African Cybercrime Operations Desk. lipport of the activities of thiPesk,the
strategy encompasses four strategic objectivaslined below

Strategic Objective?: I
Strengthening cooperation for joint '
operations against cybercrime

Strategic Objectivel:

Enhancing cybercrime intelligenc
for effective responseto
cybercrime

(R o) N —

1
| Strategic Objectives: [
| Developing regional capabilitiesl

I Strategic Objectivet: I
. I Promoting good cyber hygiene and!
I and capacity to combat ' I resilience for a safer cyberspace |
I cybercrimeeffectively I l I
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