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FOREWORD

In ourprofoundlyinterconnected world, the impact of cybercrime can bereaching and devastating to its victim
The borderless nature of cybercrinmeansthat cybercriminalsare agile, exploitinghew technologies as well a
connecting andcooperating amongst themselvéa ways we have never imagined beforBo address these
challenges in preventing, detecting and investigating cybercrime glokalNyenforcementagenciesmust adapt to
this evercharging criminal environment in order tprotect communitiesand ensurea saferdigital world.

Drivenby the increasing use of digital technologies, INTERPOL member countries in the Association of S
Asian Nations (ASEAN) are rapitysforming intadigital economieswWith more businesseshifting to digitaiation,
more individuals are performing daily transactions online in ASteANtries Consequentlysecuring cyberspace he
becomea high priorityfor all law enforcement orgamétions in the region.

In July 2018, the INTERPOL CybmecrDirectorate¢ with support from the Singapore Government anthe

JaparASEANnNtegration Fund(JAIFR.0 ¢ created the ASEAN Cybeme OperationsDesk (hereafterthe ASEAN
Desk) to address growing cyberthreats across the reglbmough the ASEAN Dé&s INTERPOUelivers policing
capabilitiesto tacklecybercrimeusingintelligence development, investigative support and operational coordinat

Under the mandate of reducing the global impact of cybercrime and protecting communities for a safey
Lb¢Owt h[ /@0SNDONXYS 5 A NS OdloepiodesS, @ialysd, 2\eBatelartd dligséhiinate cy
intelligence to better support member countries in understanding cyberthreats nationally, regionally and gloh

As part oftheseefforts, | am proud to present the first edition tie ASEANCybethreat Assessmer2020produced
by the ASEAN DesKhs report provides analysesand insight on the latest cyberthreat landscape faced by t
member countries ithe ASEAMegion With the am of protectingdigitaleconomies andommunities in ASEAN,&h
report alsohighlightsstrategies andhe way forwardin the region

While the persistence o€yberthreatssuch asansomware banking malwarand botnetsarehighlighted anew type

of cybecrimetb cryptojackings ahalysed in the reporindeed, & soon a# was captured on our radathe ASEAN
Desk wasible to lead orthe-ground action against cybercriminals committing this type of ctiydevelopngaplan

for multi-jurisdictional opeations and coordinamhg joint actionsagainst cryptojacking

The Cybercrime Directorat@imsto deliver more operational activities by coordinating cyber operations in
NB 3 A 2 y dthelAmeridas Asid |EBropandthe Middle East and North Afie(MENAJeplicatingthe ASEAN Des
framework The increased and enhanced operational support will better support member coumtflestingthe
unique challenges and needs within the respective regions.

In addition to operational delivery, we also facon capability development. We aim to place the human asae:
the heartof our work providing and developing thelevantskillsandtechnologyto allow forbetter outcomesThis
has been fulfilled ¥ the ASEAN Cyber Capacity Development Project (AGQDRember counties inthe ASEAN
region,as we strengtheitheir abilitiesto combat cybercrimeandboost cooperatiorin cybercrime matterbetween
countries and regional and international partners.

| hope this report willhelp to provide a better undestanding ofthe regional cybethreat landscapeto devisea
prioritized and targeted response to cybercrime threat

Craig Jones
Director, Cybercrime Directorate
INTERPOL



ABBRVIATIONSAND ACRONYMS
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EXECUTIVE SUMMARY

A robust cybersecurity ecosystem dstical for countries to maintainconfidence in theuse of electronic
communications and servicggiven thecontinuousrise in the scale and captexity of cybercrimelTo make well

informed policies that support such an ecosystdeadersneed to havean understanding of theurrent

cyberthreat landscape.

In 2019 we faced a challengingnd evolvingcyberthreat landscape. Threat actarentinued b improve their
cyberweaponsadopted newattack methods andtailored theirattacksto emerging technologie®elonging to
one of thefastestgrowing digital economies in the world, member countriethm ASEANegionexperienced a
significant amounif cybercrime, raging from massive data breachesippling ransomware attackand the
meteoric rise in cryptojacking.

2 A0K RFEGF RNIgYy FTNRY Lbc¢owt h[ Qa LINAABEAN Desktils Mpiost S NA
providesa comprehensive overview tifie cyberthreattrendsin ASEANountries Thereport has identifiedhe
following as some of the prominent cyberthreats in 2019

1 BOTNET.® the first half of 2019, there was an increase in botnet detections and hosting of CnC servers
in the ASEAN regionvhich accounted forr per cent of botnet detections and 1.8 per cent of ChC
servers worldwide The majority of botnets still targehe financial sector and its customenwith the
aim of gaining remote access @A O (icAmpdies - either to steal persnal data such as banking
credentials otto install and spread other malicious malwares.

1 PHISHING CAMPAIGNh¢reasing inboth quantity and sophistication We saw a more advanced
exploitation of social engineering techniques worldwidéh e-mail remainingthe top vector for
phishing (96per cendt. According toa report, Southeast Asia remains a tarder cybercriminals
attempting to infect networks and devices through the simiple effective trick of phishing.

1 BUSINESSMEAIL COMPROMI8&mMpaigns havproven to bdow-cost,low-risk buthighrate of return
to cybercriminalsData drawn from our private partners showed that member countries in ASEAN faced
more than 5per centof the global BEC attacks. In the first half of 2019, it was detected thga®ire
and Malaysia recorded the highest BEC attgblger centand 20per centof the total attacks irthe
ASEANegion,respectively.

1 BANKING MALWAREhefirst half of 2019 saw a 5@er centincrease in attacks compared to 2018. The
shift of promirent malware families, such as the EmotetighkingTrojan, frombankingcredential theft
to the distribution business, marks a significant phenomenon observed i&.201

1 RANSOMWARE continues to grow and monpé th the increasing popularity of cryptocunees We
observal the emergence ofnumerousvariants after 2013. After the shift to cryptansomware,
ransomwarecontinued to evolve, adding features such as countdown timers, ransom amounts that
increase over time, and infection routines that enahlt spread across networks and servetgrber,
as an evolved ransomware technology, topped the number of detected ransomwarASHEAN
countries WannaCrywhich ranks second inthe ASEANegion but first globally, remainsa threat
followingits rapidpropagationin 2017.

1 CRYPTOJACKING emergearesv threat, with the growing use of cryptocurrencies and the ability to

by

hamessi KS 02 Y LJdzi SNJ LJ2 g SNJ 2 T pedoyfi oyytafagkingipathliusnesied & (i S Y &

and individual userscross the globare at risk It was observed thatybercriminalshave been
exploiting vulnerabilities in cybersecurity protection and in technologiedatimch cryptojacking
campaignglobally, which includes ASEAbBUNtries

Under the mandate of reducing the global impa€tybercrime and protecting communities for a safer world, the

INTERPOL Regional Cybercrime Strategy for ASFgNdzi Lb ¢ 9wt h[ Qa4 1S& LINA2NRGASaA |

cybercrime in ASEA®buNtries The Strategy, delivered through the ASEAN Des$A&TDP, is underpinned by the
following four pillars enhancing cybercrime intelligence for effective responses to cybercrime; strengthening
cooperation for joint operations against cybercrime; developing regional capacity and capabilities to combat
cybecrime; and promoting good cybéwygiene for a safer cyberspace. These pillars shape the way forwaka for
ASEAN Desk to effectivelgordinatethe joint actions against cyberthreats tihe ASEANegion

1 Verizon 2018 Data Breach Investigation Report
https://enterprise.verizon.com/resources/reports/DBIR_2018 Reporf) pdf



https://enterprise.verizon.com/resources/reports/DBIR_2018_Report.pdf
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1. INTRODUCON METHODOLGY

The Internet has created borderless societies worldwide, providing unprecedented opportunities to generate
wealth and stimulate economies. Countries across the weeek to benefit fromnew technologies tdoost
economic growth andiacilitate access to irdfrmation and servicedn 2019 more thanhalf the world éitizens

were connected tothe Internet @.437 hillion users) and used it services such ase-mail, online banking,
e-commerce and social networks to conduct much of their-ttagay life. The Internet will becomemore
pervasive in our everyday lifecéording to onestudy; it is projected thathe total installed base of Internet of
Things (IoT) connected devioesl reach75 44 billion® worldwide by 2025

TheASEANegionhas atotal population of about659 milliort  over 100million more than the European Union
(EUy andA & ( KS ¢ ehaspdp@ausredisnAlthis a

combined GDP of more than UgDtrillion*F YR A& (KS 62 NI © (g5l JAPAN
seventh largest market, which is predicted to exceed 325M U.S.A.
USD4 trillion by 20221n addition,its digital economy has the 512M EU
potential to add another U31 trillion toits GDP over the next 659V ASEAN
10years. 1339M INDIA

On the cusp ofdigital transformation,ASEANs pushing for 1386M CHINA

new infrastructure and technology advancements to boost it
econamic capabilities.

This increasing reliance upon the Internehowever, has
created a number otybethreats that can cause immense
damage impede trust and resilience in the digital economy
and preventthe region from realizing its full digital potentia
Criminal networkslsooperateacross the world, coordinating
complex attacks against their targets in a matter of minutes.
Satistics on threats to computer networks are sobering and
reflect the shift from the relatively innocuous spam of

yesteryear tathe more malicioughreatstoday.
Figurel: Population
Increasingly  frequent, sophisticated and damaging

cyberattacks are occurring on a global scale affecting critical information infrastructures(€h) as in the

financial and energy sectorsake, forexample, theimp® i 2F G KS a2 Fyyl/ NBé¢ 33X 201t NJ
not only governmentspusinessesand private citizens, but also on critical infrastructure such as the National

Health Service in the United Kingdpwhich struggledto function after it was infected.

A robust cybersecurity ecosystem is critical for countries to maintain confidence in the use of electronic

communications and services, given the continsrise in the scale and complexity of cybercrime. To make well

informed policies that support such atosystem, leaders will need to have an understanding ofctiveent
cyberthreatlandscape.

“ In 2019, we faced a challenging and evolving
cyberthreat landscape. Threat actors continued
to improve their cyberweapons, adopted new
attack methods, andailored their attacksto
emerging technologies. Belonging to one of the
fastestgrowing digital economies in the world,
member countries in the ASEAN region
experienced a significant amount of
cybercrime, ranging from massive data

breaches, crippling ransomwarattacks and
,, the meteoric rise in cryptojacking.

The State of Digital in April 2028@ww.wearesocial.com

Internet of Things (10T) connected devices installed base watédfsm 2015 to 2025xww.statista.con).
GDR(Current) USBThe World Bank.

G2 KFEdG Aa 2 yy L/ Ry ihégaandiau. chidBtechnoldgy/2017/may/12/nhsansomwarecyber
attack-what-iswanacrypt0¢20).

a ~ 0N
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While threat actors were trying hard to keepl@w profile with their maliciousactivities, they could noavoid
detection by thevarious stakeholders in partnership with INTERR@Ieed we observed that polic and private
organizationsare under constant attack from thevergrowingnumber ofmalwaresspreading at higher rates
than ever.

In thisinaugural ASEANCybethreat Assessment 2020we provide ouranalysesand insighs on the current
cyberthreas faced by member countrietn the ASEANegion From massive data breaches and crippling
ransomware attacks to a meteoric risedryptojackingthereis no shortage in disruption caused ttoe member
countriesin the ASEANegion

With data drawn fromINTERR [ Qa LINA @andtBe rdskandii oprfsleied bihe ASEAN Deskve will
provide a comprehensiveanalysisof the trends observed ibotnet, phishing campaigns,banking malware,
cryptojacking ransomwareand businesse-mail compromisefraud.

We will corclude with a review of the predictiorsnd recommendtions onjoint collaboration initiatives to
tacklecybercrime effectivelat a regional andjloballevel.

SINGAPORE

4 INDONESIA
r
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Figure2: Digital ASEAN, WeAreSocial
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< MAJOR CYBERINCIDEND38-2019

Cyberattacks and data breaches have been ranked fourth and fifth in the recently released global risk report by
the World Economic Forum (2019hecost of cybercrime to businesses over the next five years is expected to

be UD 8 trillion.? Here are some of the most serious data breach incidentsérRSEANMegion throughou2018
and2019

5 e pte m b er 20 1 9 K 14 MILLIONS PHISHING ATTEMPTS

Southeast Asia remains a prime
target for cyber attacks in the first half
of this year, with 14 millions attempts
at “phishing” for user credentials
detected by Kaspersky

LD March 2019

Unauthorised access detected on
the servers at the subsidiaries of
Toyota Motor Corporation in

Thailand and Vietnam

nuary 2019

Philippines, Cebuana’s Marketing
Servers breached, more than
900,000 clients were affected

s{;ea.th July 2018

Slngapore Slnghealth suffered
the biggest cyber attack with the
theft of 1.5 million of patients’

records

viarch 2018 true

Thailand, True Corp’s data gaffe
with 45,000 customers’ identity
documents including scanned ID
cards, driving licences and possibly
passports, being exposed

Figure3: Major Cyberincidents in the ASEAN region, 22189

6 World Economic Forum 2019 Global Risk Repir:(/ww w3.weforum.org/docs/WEF_Global_Risks Report_2019.pdf
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No country or orgazation inthe ASEANegionis spared the threabf fastevolving gbercrime.Given their
positionamongthe fastestgrowing digital economies in the world, member countries in ASEAN have become a
prime target for cybeattacks.

According toresearch andseveral reports, malicious-mail remains a weapon of choice for ade range of
cybemttacks. Spam emails account foB5 per cent of all email sent.Email isalsothe top vector for both
malware distribution 92.4 per cen) and phishingattacks (96 per cen).2 Ransomware continues to plague
businesses and consumerstlwindiscriminate campaigns pushing aignificantvolumes of malicious-mail.

Given thatthe majority of cybercrime impashome usesand smalbndmediumsizedenterprises(SMESs)aset
of preventive advicéor users wouldaiseawarenessandempower themto protect themselves against malicious
software andthreat actors

7 Talos Intelligence datavivw.talosintelligence.com
8 Verizon 2018 Data Breach Investigation Report
(https://enterprise.verizon.com/resources/reports/DBIR_2018_Reporfpdf
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4.1

Botnets have continued to evolve over the years. Thei
most common features nownclude varied 6C

models

(0)
(0)

In 2016,

waves
surfing

Botnets

A botnet is a network of
hijacked computers and
devices infected with

bot malware and remotely
controlled by malicious
threat actor(s).

The bot network is used
to send spam and launch
Distributed Denial of
Service (DDoS) attacks,
and may be rented out
to other.eybercriminals.

Centralizedor distributed;

Varied attack types such asspam, DDoS,
data theft;

Increase in communicatiorprotocols used
IRC, HTTPS

Efective use ofevasion techniquessuch as
SSL, VolRinnelling;

Versatile rallying mecharsims hard-coded IP
address, distributed DNS service

Botnets can also exist
without a command and
control (CnC) server b
using peer-to-peer (P2ZP)
architecture and other
management channels
to transfer commands
from one bot to another.

a service providegtarHub encountered two
of DDo%ttacksthat brought down Internet
on its broadband network Subsequent

investigatiors revealed that subscribers' btigfected
machineswere turned into zombie machines that repeatedly sent queries to Sta@iDbmain Name System
(DNS, ultimately overwhelming it.

In addition to CH, botnets have also been used to tardatints-of-Sale (PoS) and other payment systeimsases
such asOperation Black Atlg&causingmassiveinancial losseBotnets havéoeen increasingly refined to exploit
vulnerabiliies, with more sophisticatedrersions being generated and distributed every few hotirese have
been used for crimes against e#hs, financial institutiongnd the Internet itself; interceptingand redirecting

traffic.

Botnets

Attackers run botnets
that search for devices
to be compromised on
the internet.

Victim’s Server
Server is overloaded with
requests making it
unavalluble toits

Internet
Devices with low security are infected and
transformed into botnets to launch DDos attack.

Figure4: How a Botnet works, Trend Micro

9 Operation Black Atlagtps://blog.trendmicro.com/trendlabssecurityintelligence/operationblackatlasendangersin-
store-cardpaymentsandsmbsworldwide-switchesbetweenblackposand-other-tools/).
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In the first halfof 2019,there was arincrea® in botnet detectionsand hosting of CnC servarsthe ASEAN
region, which accounted for7 per cent of botnet detections and 1.8 per cent of CnC servers worldwide
In particular, Thailanchad the highest number of botnet detectionand hosted the highest number of CnC
servers, followed by Malaysia, Philippines, Singapaceladonesia.

According to our researclhe top five dominantbotnet threats detected irthe ASEANegionwere:

1. Andromeda.Botnet
2. Conficker.Botnet
3. Necurs.Botnet

4. Sality.Botnet

5. Gozi.Botnet

The Andromeda botnet, is the most

recurrent botnet across all merber :

countries in the ASEANregion It has left Bothet deteations
many machines infected despite being
seizedin a globaloperation in 20171t isthe

highest detected botnet threat in the region.

Itis known for malicious-mail attachments Ramn(l?;r;ZrSAndromeda
that deliver variougmalwaremodules, such 8% 15%
as akeylogging capability. XorDDO¢

9%

Botnet families of Conficker and Sality
appeared in 2008 and 2010espectively.
These attacks allogd infected machines to
be controlled remotely.

Ramnit and Sality both hatlee capability of
modifying legitimateifes.

Necurs and Gozi botnets launched
geotargeted cyberattacks circulating
maliciouse-mails.

In addition, he number of unique attacks on

users linked to cryptocurrency services Figure5: Botnet detections in the ASEAN region, 201
(exchanges, cryptocurrency wallets, etchas

increased. Cybercriminals Ye&been actively tyingto monetise interest in cryptocurrencies and obtain data
from victims to steal funds. The majority bbtnet detections on users of cryptocurrency services featured
Ramnit Banker.

The disruptionof critical infrastructureservicescan have serious implicatisron national security. For private
businesses, it will not only causdoss of revenugbut will alsohave a longi SN A YLJ Ol 2y GKS
confidence andhe reputation of the services provided.

O

Our analysis identified the following botnet trends:

The majority of botnets still targdhe financial sector and its customerwith the aim of gaining remote
access to vicka Q O 2 X keiktel ® NtBalpersonaldata such adanking credential®r to install and
spread other malicious malwares

Given the increasing popularity of blockchain and the introduction of new cryptocurrencies, the num|
attacks on users of crypturrency services will grow significantlyisexpectedthat more bots will deploy
injectionattacks against such resources.

New target masks are proliferating as well. Cybercriminals are addarginew targets and modifying olc
masks to cover more @bsites where user data or money can be stolen.

16



4.2  Phishing campaigns

It is reported that spame-mails accounted for 8%er
cent%of alle-mailssentandthat e-mailwasthe top vector
for phishing (9er cen).*

Phishing is a form of identity
theft in which a scammer
uses an authentjc-looking
email from a legitimate
business to trick recipients
into giving out sensitive
personal information, such
as a credit card, bank
account, Social Securlt_Y_
numbers or other sensitive
personal information.

The spoofed email message
urges the recipient to click
on a link to update their
personal profile or carry out
some transaction.

The link then takes the
victim to a fake website
where any personal or
financial information
entered is routed directly
to the scammer.

Phishing campaigs are increasing in quantity
sophistication andare becomingnore advanced in their

exploitation of social engineering techniquegorldwide.

9PSNE @SINE Y2NB FyR Y2NB | Gdl
largest organizations- with more than 1,000 phishing

attacks? a month

While some large organizations have implemented
measures and educate employees in protecting
“—gg themselves from phishing campaignmdividuals are
. neverthelesdeing targeted and falgvictim to malicious

threat actor(s).

Around 1.5m'® new phishing sitesare created each
month. The average lifetime of a phishing sitdive days.
Anti-phishing filters receive information about a new threat very quickly and so phishers constantly have to
register new sites that imitate the official sites of various creditnganizations The most popular phishing
targets are financial institutiong-mail services andnternet service providers

TrendMicro datd* shows credential phishing is continually on the sigth a 59per centincrease in worldwide

detectionsin the first half of 2019. The top targeted brand is Microsoft (e.g. Office 365 credentéddmail

(e.g. Gmail and Yahoo) ae#soLJ2 LJdzf  NJ GF NASGa&a | & dzi SNEnRed @ ywebngilS ( NI y:
accounts.

Phishingdetections (%)

35.00%

30.00% 7
25.00%
20.00% 7~
15.00% -
10.00%
5.00% l
0.00% - - -— — ._
BN ID LA MY MM PH SG TH VN

KH

Figure6: Phishing detections in ASEAN countries in 2019

10 Talos Intelligence datavivw.talosintelligence.com

11 Verizon 2018 Data Breach Investigation Report
(https://enterprise.verizon.com/resources/reports/DBIR_2018 Reporf)pdf

12 2018 Phishing Trends & Intelligence Report
(https://info.phishlabs.com/hubfs/2018%20/%20Report/PhishLabs%20Trend%20Report -Adjital. pdi).

13 2019 Phishing Statistickt{ps://retruster.com/blog/2019phishingand-emaitfraud-statistics.htm).

14 Trend Micro data littps://www.trendmicro.comhivinfo/hk-en/security/news/cybercrimeand-digitatthreats/the-rising
tide-of-credentiatphishing.
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According to Vad&ecure, other top targeted service providers in hR8EAN region include Pay,Réétflix;
Facebook Dropbox and Applewith numerous attempts recorded in Indonesia, Singapore, Malaysiattzend
Philippines.

Improving avarenessis key to combating cybercrime, according to eecent report from one of INTERPQOQ a
partners ¢ Kaspersky whichdetected 14 million phishing attempts agairsternet users in Southeast Asia
the first six months of 2019.

According to the report, Southeast Asia remains a tafgetybercriminals attempting to infect networks and
devices through the simplest yet still most effective trick of phishing.

Data shared by our partners revealed that attempts to direct users to phishing websites during the first half of
2019 was highest itndonesia (31.07 per cenj, Singapore (30.21 per ent), Malaysia (15.16 per cen),
Philippines (13.23%er cend and Thailand .41 per cen).

Despite the changing demographicglie ASEANegion asignificantamountof the population still fa prey to
phishing attacks.

YIaLISNAR] & Q& R Phiippings KlZper canik Malaysia KL&er cen) and Indonesia (14er cend
face the highestnumber of phishing victims ithe ASEANegion.

USE OF HTTPS IN PHISHING SITES

Figure7: Use of HTTPS on phishing sites

Our analysis identified the following phishing cgmigntrends:

It isexpected that phishingampaignsvill continue torise,given thatcompaniesareincreasinghconducting
their businessonline and relyng heavily on technology for communicatioand cybercriminals can easi
access readyo-deploy phishing kits

Nearly 90 per cent ofdata breaches in 2@linvolved phishing causing significant financial losses
organizationgecoveing from the breates

Another aspect ofhe problem is that phishing sites acentinuously evolvingln the past, a good way t
defeat cybercriminals was to make sure ywere visiting a HTTPS site. Not anymore. In 2016, only o
every 20 phishing sites had an HT TP ficate. That number quadrupled in 2017, with p@r centof

phishing sites having an HTTPS address. That number continueswithisgore than half of phishing site
using SSL certificatestime first quarter 0f2019,

Phishing campaigns are also caotkéd as a launch pad for other scam activities for monetary gai
malicious threat actorsyith the use of Remote Access Trojan (RAT) malware.
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4.3 Business anail compromise

It was discussed in the previousection that
phishing campaigns are increasingly served as
launch pad by malicious threat actors, with the
use of RATnalware. Thids often conducted
during the preparation phase obusinesse-
mail compromise (BEC) campaigns

Business Email Compromise (BEC)
is a type of scam targeting companies
who conduct wire transfers and have
suppliers abroad.

Corporate or publicly available email
accounts of executives or high-level
employees related to finance or
involved with wire transfer payments
are either spoofed or compromised
through keyloggers or phishin:
attacks to do fraudulent transfers,
resulting in hundreds of thousands
of dollars in losses.

BEC campaigns have proven lie low-cost,
low-risk but high rate of return for malicious
threat actors and syndicase

In 2018, the Federal Bureau of Investigation

Formerly dubbed as Man-in-the-Email r
i scams, attackers re Y neavily on
(FBlreported that companies all around the Social nginceringliloe (o i Kd ¢ &

unsuspecting employees and

world lost USD12 billion owing to businesse- )
execulives.

mail compromise The trend shavs the
amount of losses will continue to increase
significantly over the next few yeamwving to
the fact thatmore and moreSMEsare going
through a digital transformation. ldwever,
many organizations neglect to implement
measuresto protect against the emerging
cyberthreats.

Often, they impersonate CEO or any
executive authorized to do wire
transfers. In addition, fraudsters also
carefully research and closely monitor
their potential target victims and their
organizations.

#&, THE ANATOMY OF BUSINESS EMAIL COMPROMISE
INTERPOL 3 TOXIC INGREDIENTS

Millions in
illegal profits

Hacking = | === | " |Money laundering

An email account is Multiple transfers are made

compromised through SOCial engineering fraUd involving foreign banks/

malware, employee institutions

5 7 The victim is manipulated into providing
intrusion, etc.

information or funds.

# areful

Dataobtainedfrom our private partners showed thahember countries inthe ASEANegionfaced more than
five per centof the global BEC attackdVhile this figure does not indicaighether those BEC attackws/ere
successful, most dhe successful attacks weadten not reported aghe businessntitieswere concerred that
reporting might damagetheir reputations.

In the first half of 2019 Singapore and Malaysia recorded the highest BEC attawk®ng the 10member
countriesin the ASEANegion, with 54 per centand 20per centrespectively

With Singaporehavingthe highest GDP in the region and alsmstingmany large business orgaations, it
attracts more attention of BEC attackemgho targetthe private entitiesto yield largereturns, even with fever
successful attacks.

On average, a successful BEC attack can net the attackers abdfiB&500 in returns.
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I 002 NR A y 3 5findingCriayiufadtiritl@and construction wehe mosttargetedsectors forBEQIue to
the high numtler of these businessesonductingregular transactions with foreign suppliegswho often require

wire transferpayments.

With underreporting of such BEC
attacksin the ASBNregion it is difficult

to have a clear picture of actual
damages and tonountan effective and
coordinatedcourse ofaction against the
attackers. As such, it is essential for law
enforcement agencietn the regionto
share moredetailed information orthe
attacks to further analyse trends and
easilyidentify the perpetrators

Traditionally, law enforcement
organkationsinvestigating BEC cadeg

following money trailds only effective

to the extent of apprehending the
money mules ¢ leaving the BEC
attackers at the top of the chain to
continuetheir campaigns in the region.

Our analysis identified the following Busineg&smail CompromiseBEC) scartiends:

BEC scams are not goiagay anytime soon. For a relatively léech type of financial fraud, it has prove
to be a highyield and lucrative enterprise for scammers.

Four populare-mail servicesg Gmail, AOL, Yahoo! Mail, and Hotnaére among the top 10 most abus
domainsfor BEC scamsvith Gmail and AOL bearing the brunt.

Once transferred, the defrauded moneycismmonlylaundered through bank accounts @hina.

Qybercriminalswho have been knowrfor orchestrating lottery scas) romance scamand inheritance
scans, row appear to be expanding their business by branching out to 8&és.

Attackers have switched to using a targetety'é A f A G NI 6S3& AyadSIR 27
proved to be more effective in convincing victims to fall into the trap.

15 FinCEN Financial Trend Analysis
(https://www fincen.qgov/sites/default/files/shared/FINCEN_Financial Trend AnalyNAILFEI5S08.pdf
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