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FOREWORD 

 
The impact of cybercrime is far-reaching and extends 
beyond national boundaries. Coupled with increased 
reliance on online activities during the COVID-19 
pandemic, it poses a formidable challenge to security 
ǿƻǊƭŘǿƛŘŜΦ ²Ƙŀǘ ŜȄŀŎŜǊōŀǘŜǎ ǘƘŜ ǎƛǘǳŀǘƛƻƴ ƛǎ ǘƘŜ ΨƎŀǇΩ 
in law enforcement cyber capabilities within and across 
regions. This gap is a key enabler for criminal 
opportunities, networks and infrastructure. 
 
In recognition of this challenge, INTERPOL is supporting 
its 194 member countries in enhancing their law 
enforcement capabilities and capacity to combat 
cybercrime. INTERPOL offers a number of tools, 
platforms and operational support, with a view to connecting police and creating a safer world. In 
ǇŀǊǘƛŎǳƭŀǊΣ Lb¢9wth[Ωǎ Dƭƻōŀƭ /ȅōŜǊŎǊƛƳŜ tǊƻƎǊŀƳƳŜ has been pivotal in leading the global law 
enforcement response against cybercrime. 
 
Partnership has been at the heart of these efforts. Collaboration with the various actors in the global 
cybersecurity ecosystem is crucial. Their diverse views, expertise and datasets can help shape 
effective policies and operational responses to cybercrime. Partnership also allows us to pool our 
wisdom so we can be resilient and agile in times of uncertainty. 
 
Leveraging this partnership framework, INTERPOL takes a regional approach to operational 
coordination in combating cybercrime. Although cybercrime is a global challenge, every region 
responds differently. By understanding how the threats are evolving and what kind of harm they are 
causing in each region, we can defeat them more effectively. 
 
With this in mind, INTERPOL has drawn up this African Cyberthreat Assessment Report for member 
countries in Africa. The aim is to accurately assess the threat landscape so as to be able to provide 
tailored support. The report was produced under the aegis of the African Joint Operation against 
Cybercrime (AFJOC) with support from the United KingdomΩǎ Foreign, Commonwealth and 
Development Office. 
 
Looking ahead, the newly-created African Cybercrime Operations Desk under the AFJOC project will 
drive intelligence-led, coordinated actions against cybercrime and its perpetrators in African 
member countries based on this threat assessment. To effectively support the region, INTERPOL also 
works closely with key regional organizations such as the African Union and Afripol to maximize 
coordination and implementation efforts in order to boost regional capabilities and capacity in the 
fight against cybercrime. 
 
I trust that this report will help close the gaps within Africa and beyond, and contribute to the 
effectiveness of the global law enforcement response. We thank the member countries in Africa and 
our partners for their strong commitment in this endeavour. 
 
 
Stephen Kavanagh 
Executive Director of Police Services  
INTERPOL 
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FOREWORD 

 
The African continent has huge potential in terms of information 
and communication technologies, especially because of the 
youth of its population. Indeed, about 60% of the African 
population in 2020 is under 25 years old. This factor is driving 
strong growth in the use of new technologies. 
 
However, we are also witnessing an upsurge in activities related 
to Cybercrime, especially in this COVID-19 pandemic period. The 
loss of jobs related to this pandemic and the low economic 
growth recorded has opened up opportunities for criminal 
organizations. Hence the special attention that the African Union 
Commission is paying to the fight against all forms of organized 

crime: money laundering, transnational crime and cybercrime. 
 
In terms of Internet coverage capacity and bandwidth speed, Africa remains under-served, especially 
in rural areas, yet it has the fastest-growing telephone and Internet networks in the world. On this 
young continent, every economic challenge generates an innovative solution that may sometimes, 
unfortunately, be at the limit of what the law allows. For example, the low rate of banking facilities 
for African populations has led to the creation of new financial services such as mobile banking, but 
also to the resurgence of new forms of scam linked to these new technologies. 
 
Our strategy to fight cybercrime is based on three pillars: 
 
Á Raising awareness in the populations 
Á The reinforcement of policy, treaty and common legislation to fight cybercriminals 
Á The establishment of technologies on a national scale to reinforce cyber-defence 

 
In collaboration with INTERPOL, AFRIPOL has initiated training for national police officers in 
protection against DNS (Domain Name Service) attacks. Also, a strategy of public-private 
rapprochement has been initiated in order to sign partnerships with Internet leaders and crypto-
currency providers. 
 
The Internet has abolished borders. A cyber-attack launched in Africa may have a direct or indirect 
impact on any citizen anywhere in the world. This fight is a long-term one and it is by being united 
that we will succeed in effectively defeating cybercrime in Africa and the world.  
 
 
 
 
Tarek A. Sharif 
Executive Director 
AFRIPOL 
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ABBREVIATIONS AND ACRONYMS  

 
AFJOC African Joint Operations against Cybercrime 

BEC Business Email Compromise 

CA Communication Authority 

CCP Cybercrime Collaborative Platform 

CD Cybercrime Directorate 

CNP Card not present fraud 

CKE Cybercrime Knowledge Exchange 

CSA Cyber Security Authority 

CTR Cyber Threat Response Team 

DDoS Distributed Denial-of-Service 

FCDO Foreign, Commonwealth and Development Office 

FCU Financial Crime Unit 

Gbps Gigabytes-per-second 

ISPA INTERPOL Support Programme for the African Union 

ISS Institute for Security Studies 

LEA Law Enforcement Agencies 

M.O. Modus Operandi 

NPF Nigerian Police Force 

OCG Organized Crime Group 

PII Personal Identifiable Information 

RAT Remote Access Trojans 

SABRIC South African Banking Risk Information Centre 

SMB Server Message Block 

SMTP Simple Mail Transfer Protocol 

TTP Tactics, Techniques and Procedures 

VPS Virtual Private Servers 

VSA Virtual System/Server Administrator 
 

 

 

  
























































