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Executive Summary

Interpol World 2019, was a leading Global law enforcement event, that drew together
police, and likeminded agencies, academia, industry and government together to co-create
on issues and activities that are and will impact on the public safety and security of the
communities for which law enforcement and Governments are charged to protect. Unlike
any other Global conference or event, this event provided a unique environment for all
participants to actively engage and work with each other to scope and define the challenges
that police are facing and develop actions plans for further work and activities that need to
be undertaken to ensure that law enforcement under the umbrella of INTERPOL is best
Bosit'torilF o face the challenges of the future.

JPh% evtentt1 vsagnorqanised by INTERPOL Innovation Center, with a daily keynote speaker
t%eit ge:[ thesstGage fo? éach of the daily focuses, drawing experts across academia, law
enforcement, and industry to provide insights into the problems and challenges that exist
end are evalvipg across society, then with the collective awareness of these problems, the
pagti¢ibants worked through the challenges guided by expert moderators aim at developing
Sn"adtion plans.

B syqogsis of each of he action plans are detailed in this document, with the outcomes of
theefour INTERROL Warlgng Groups. For our Police Leaders the opportunity for you now
is to consider these plans, look at how you need to position your police agencies for the
future, and be aware that the capabilities and capacity required for law enfocement for the
future needs to be planned and actioned, Today!

nd
mINBERPOL will endeavour to action the outcomes of this event through the INTERPOL

Global Innovation Agenda, but to do so INTERPOL will need the support, involvement and
commitment of all 194 member countries, academia and relevant industry. Together we

Scarniaie b Hifelrice.
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About INTERPOL World

INTERPOL World is a biennial event owned by INTERPOL and supported by the Singapore
Ministry of Home Affairs and the Singapore Exhibition and Convention Bureau. Bringing together
experts from a wide range of backgrounds, INTERPOL World is providing unprecedented
opportunities for national law enforcement, border and security agencies, security professionals
and academia to interact with private industry on public safety and security issues.

The two previous INTERPOL World events in 2015 and 2017 fostered a vibrant exchange of best
practices, experiences and technologies. In 2019, the third edition, organized by INTERPOL
Innovation Centre (IC), took place from 2 to 4 July withthe theme i E n g a g FCregtiorG®Prepare
for Future Security Threats.0It seeks to enhance the awareness of emerging security and crime
issues that the 194 member countries of INTERPOL will face by looking at:

1) Global Safety Today (Day 1)
2) Improving Security for Tomorrow (Day 2)
3) Forecasting and Planning for the Future (Day 3)

To facilitate the above-mentioned themes, INTERPOL World 2019 included the following
components:

1) 32 Co-creation labs that focused on exploring solutions to particular real-life law
enforcement problems. Law enforcement officers, industry experts, and academics
engaged in fruitful discourse to identify challenges and innovative solutions to security
threats.

2) A series of international working groups, empowering law enforcement agencies with useful
data and tools to continuously improve and strengthen relationships with the communities
they serve.

3) Plenary sessions for motivational keynote speakers elaborating on perspectives for the
future and new capabilities aiding security and public safety.

4) Exhibition for the industry partners to present their capabilities and services.

5) Networking events
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Report Overview

This document serves as a final INTERPOL World 2019 report, prepared for the broad audience of
I NT E RP U4 @emnber countries, law enforcement agencies, academia, and industry. It aims to
present the activities which took place during INTERPOL World 2019, highlighting the key
recommendations and outcomes.

It comprises six sections that correspond with the content of INTERPOL World 2019.

The first section of this report, Outcomes, enumerates the observations and findings identified from
the discussions that transpired during the various activites of INTERPOL World 2019 and outlines
the next steps on how to strengthen innovative and agile global law enforcement.

Section Il provides transcripts of the speeches of distinguished guests who graced the opening
ceremony of INTERPOL World 2019: Singapore Minister for Manpower and Second Minister for
Home Affairs Josephine Teo, INTERPOL President Kim Jong Yang, and INTERPOL Secretary
General Jirgen Stock.

Section Il reflects on the three motivational keynote speeches delivered by Mr Richard van
Hooijdonk, Dr Ayesha Khanna, and Dr Mary Aiken.

The fourth section of this report provides an overview of the discussions held within the 32 co-
creation labs which are presented in accordance with the order they appeared under the INTERPOL
World 2019 schedule of activities. In a novel way, the co-creation labs brought together speakers
from law enfrorcement, industry, and academia to discuss new and emerging policing issues. The
speakers for each co-creation lab worked hand-in-hand to translate existing theories and
commercial solutions into action-ready recommendations as well as to share the ways of scaling
them up to identify a range of solutions.

Section V is a summary of activities and outcomes of the four international working groups on
drones, Darknet and cryptocurrencies, innovation, and Al that convened during their respective
meetings at INTERPOL World 2019.

Section VI details the way ahead that needs to be progressed post this event, and introduces the
Global Innovation Agenda, a coodinated program of activities that will progress the actions plans in
partnership with the 194 member countries, academia and industry.
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INTERPOL World is a

global co-creation event,

which engaged the
public and private
sectors in dialogue, in
order to foster
collaboration to counter
future security and
policing challenges.

INTERPOL World 2019
sought to enhance the
awareness of emerging
security and crime
issues by looking at:

1 Global safety
today;

1 Improving security
for tomorrow;

I Forecasting and
planning for the
future.

I: OQutcomes

Through the discussions during INTERPOL World 2019, the
following outcomes emerged:

(a) The policing landscape will be more ambiguous and demanding because of the impacts and
substantial influence of technology on law enforcement. An example of this is the imminent big
wave of social change resulting from the rollout of 5G which connects all technologies. Thus, new
forms of crime will emerge.

(b) There is an urgent need for hitherto underexposed constitutional and ethical perspectives in the
field of innovation and technology.

(c) There are enormous changes and ethical challenges that Artificial Intelligence (Al) brings and
thus there is a need for a global framework for the use of Al by law enforcement.

(d) There should be increased global cooperation among law enforcement, business, and
academia, and INTERPOL can play an important role in this.

(e) In order for law enforcement to orient themselves strategically for the next several years and
choose the right direction, a 10-year horizon scan for the future is crucial. This is linked to the
necessity of knowledge gathering for new phenomena/trends with law enforcement taking a position
in regard to these developments so that they can be better prepared for the future.

(f) The current (often non-digital native) leadership of the police must be inspired by young people
and experstes memrteowesrthi p6) because otherwise the:
change and lead digital transformation.

The above-mentioned lessons learned from INTERPOL World 2019 served as a springboard for
the creation of a coordinated program of activities known as the INTERPOL Global Innovation
Agenda, that will progressed the action plans of the co-creation labs from this event.
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lI: Opening Ceremony Speeches

Mr Kim Jong Yang, President of INTERPOL

Opening the third edition of INTERPOL World, Mr Kim Jong Yang welcomed all the guests on behalf

of INTERPOL and expressed his gratitude to the Singaporean authorities for the extensive support
they have provided in organizing this event. Asking a simple,yet cr i t i cAré wegendys t i
for the future?0President Kim suggested that the answer lies within ourselves as INTERPOL is
engaging all stakeholders to build a bridge between the present and the future.

The opening speech focused on the cooperation of law enforcement with various stakeholders to

tackle new challenges to our collective security in the face of the systemic disruptions brought about
by our erabds t eRrdsidentKimdightigateéd thatensagdsessing technology-enabled
crimes, private sector actors take center stage: either as potential targets or as partner responders.
By calling attention to terrorist fundraising online and recent ransomware attack disrupting
operations,| N T E R P Pres@lent addressed one more critical question: will we be ready for the
next disruption?

Our future will see more connected objects permeating the physical space and bridging the gap to
cyberspace; unmanned technology entering the civilian and criminal mainstream; and more
systems being managed by ever-evolving artificial intelligence powered by machine learning. The
emerging changes will accelerate the ongoing race between cyber criminals and cyber security
providers. Law enforcement success in meeting the challenges that our governments and our
businesses face is conditional on our capacity to communicate, and collaborate with one another.
President Kim suggested that partnering with the private sector i while maintaining independence
and transparency for police action T and working closely with academia and research institutions is
the way forward for INTERPOL. The knowledge, skills, and creativity of the private sector,
manufacturers, and research and development specialists are essential to enhancing our capacities
to prevent and react to the next threat. This is what INTERPOL World brings: by co-creating today,
it prepares the law enforcement for the challenges of tomorrow.



Pg.06

Mr Jiargen Stock, Secretary General of INTERPOL

Secretary General Jirgen Stock, reflecting on the two previous editions of INTERPOL World,
discussed | aw enforcementds growing r WithaNTERROE sdorp v
entering its bicentennial anniversary, Mr St o ¢ k wesate Eying tthe foufidation today for a new

# _ century of global policing, where cooperation and partnerships are of pivotal significancea
INTERPOL ;

Mr Stock pointed out the fact that technology has evolved at such a rapid pace, that yearly trend

WORLD 2019
————y predictions are largely failing to anticipate what will hit us next. With the innovation tempo soaring,

the reaction time police can afford is plummeting T to the point where reaction is simply not an
option. We must foresee, anticipate, and prepare for the next breakthrough.

He further discussed the role of industry, increasingly crucial in building new solutions and acquiring
an in-depth understanding of emerging threats, and the most significant areas of partnership with
the private sector, such as cybercrime. This forward-looking work, which is also at the core of
INTERPOL World, provides essential insights into the outstanding challenges holding police back
in effectively adapting to an ever-evolving threat landscape. Speed of responses to technological
disruptions and differences in national and regional legal frameworks were recognized as among
the biggest obstacles for law enforcement.

Concluding his speech, Mr Stock once again emphasized how crucial it is to keep the industry-law
enforcement dialogue open - and highlighted INTERPOL Worldé s i mp anrthis @rocess.
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Guest of Honour Mrs Josephine Teo, Minister for Manpower and
Second Minister for Home Affairs

Minister Teo focused on thought leadership in law enforcement, emphasizing INTERPOL World
20196 sole as an important platform to explore innovation in the global policing and security eco-
system. Pointing out strategic directions for future challenges and opportunities in policing, Minister
Teo discussedt o d acgniplex security environment, placing a great emphasis on the nexus with
international collaboration.

In her speech, Minister Teo mentioned that what is bringing us together is the new challenges that
could disrupt law and order across the globe, posing threats to all of our societies. With crime-
fighting reaching unprecedented levels of complexity, we need new strategies to protect our people.

Minister Teo highlighted three developments which are re-shaping the security landscapes in all of
our countries: increasing global connectivity, technology, and the polarization of societies.
Discussing the pros and cons of the aforementioned changes, Mrs Teo emphasized the importance
of information sharing in order to understand the full nature of emerging problems.

Given the importance of innovation in policing, the Singapore MHA has made it a priority to reinforce
science and technology capabilities. While discussing these improvements, Minister Teo examined
three particular areas that hold promise for international crime-fighting: biometrics, data analytics,
and digital forensics.

In conclusion, Minister Teo reiterated that Singapore looks forward to being a part of a vibrant
innovation ecosystem, which INTERPOL and IGCI in particular are also plugged into.
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lll: Motivational Keynotes - Reflections

Is Rapid Technological Change a Threat to Our World and What
Can We Do to keep up with the Fast Pace of Change?

Taking law enforcement forward in a fast-changing world poses new challenges but also creates
opportunities. Renowned futurist Mr Richard van Hooijdonk delineated how
technology can outpace the capacity of t h e policing ¢ 0 mmadapt toy i

the changes that new technologies bring about, as they can affect labor markets, and raise

new ethical questions. Therefore, in dealing with technology we need to consider a code of ethics

Mr Richard and standards as well as the technology capabilities that are provided.
van

. According to Mr van Hooijdonk, change is all about the mindset i innovations fail because of the
HOOIJdon K lack of an open mindset, and this is where we should concentrate our efforts. Change models for
(The law enforcement should consider both optimization and disruptions. Senior management should
Netherlands) also consider what Skills are needed i n t odayand how passion, ccurioséyn t

adaptiveness, and resilience are placed on the list of priorities.
Trendwatcher,

futurist and
international keynote

speaker Mr van Hooijdonk highlighted that it is important to introduce a new type of law enforcement

management, creating an ecosystem where law enforcers, businesses, different organizations,

and diverse talents can collaborate.

Our keynote speaker emphasized thati n t o d achadiging éneireniment, resilient, adaptive,
and flexible organizations and having an fonly-the-paranoid-s u r v mindgebare vital. We should

thereforebe open t mefitevienge where the young teach

In conclusion, Mr van Hooijdonk pointed out that in the next 5 years, we will have more changes
than the last 50 years. To motivate and inspire, the following transformations should occur:

o] Positions become roles

o} Managers become coaches

o} Departments and hierarchies should turn into teams.
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Dr Ayesha Khanna

(Singapore)

CoFounder and CEO of ADDO Al,
an artificial intelligence (Al)

solutions firm and incubator

Ethics and Privacy Issues in a Digitally Enhanced Society: Do
We Forego Privacy

Innovation in new technologies like Al can be a double-edged sword was the
opening statement of Dr Ayesha Khanna, strategic advisor on artificial intelligence, smart
cities and fintech to leading corporations and governments.

In order to control the problem, she highlighted the necessity of asking the right
questions: how do we govern Al so that it is not used with maleficent intent? How
do we communicate with the public so that they trust us in our intent?

The law enforcement community has to keep in mind that with great power comes great
responsibility. We should be open to innovation but cautious at the same time. For
example, solutions employed by the private sector, such as personalized

recommendations, might not always work for the justice system.

In her speech, Dr Khanna also discussed executing Al governance in practice. From the
law enforcement perspective, the change of criteria for judging Al technology products
has to address data bias and sufficient privacy protection. Understanding the process flow
(explain ability) of data and Al modeling is crucial for governance inspections. Among the
benefits of explainable models are fairness, de-bugging models, and contesting them if
needed 1 all of these factors are essential for building the trust between the police and
societies. Governance must be accompanied by communication and accountability T trust
needs to be reinforced in new circumstances like Al. Singapore for example has made Al
governance a priority, declaring cybersecurity, data protection and ethics of algorithms as

their priority.

Dr Khanna reminded the audience that to make Al human-centric is not only a
technical undertaking 1 in order to succeed, we need multi-disciplinary teams
specialized in a holistic approach to emergingcrime.l n | i ne wi t h t he
power 00 domain expertise and experience Wwi

facilitate decision-making capabilities.

a
I



Pg.10

Dr Mary Aiken

(United Kingdom)

Cyberpsychologist and academic

advisor

Future of our Communities and Our Societies: What is Likely to
Occur and What Do We Need to Do to Ensure Public Safety and
Maintain Security?

Recent developments in online interactions impacted and altered our behavior ,
resulting in changes to the social fabric. As a result, new types of challenges and
criminal activities arose. Our third keynote speaker, Dr Mary Aiken, mapped out the

cyberpsychology ecosystem, identifying new trends and implications for policing.

While elaborating on the impact of anonymity and online syndication, Dr Aiken discussed
the online disinhibition effect, as well as the diminishing status of authority online as some
of the key reasons why we observe cyber delinquent, deviant, and criminal behavior.
Furthermore, due to anonymity and online disinhibition, deviant and criminal populations
can find each ot her wi t.hThispaena@anena ihdaumlmiayndeve s y
new incidence of deviant, criminal, and abnormal behavior in the general population. Dr
Aiken further focused on the challenges brought about by cyberspace, such as the 450%

increase in serious sexual assault and rape reports related to online dating.

In order to tackle new and emerging online crimes, law enforcement should focus on three
specific constructs related to securing the future of cyber society:

1 Aim of privacy

1 Aim of collective security

9  Aim of vitality of the tech industry
The key objective for the police community is to achieve balance i none of these aims
should have primacy over the others. We shouldalsok eep i n mind the p
of criminalityo we should try to move policy forward to deal with the intensity and velocity
of this forthcoming escalaton. The sol ution | ies in society

and collective actions.
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I\V: Co-creation labs

As INTERPOL World 2019 focuses strongly on thought leadership in law enforcement, 32 co-
creation labs were organized. Every lab had speakers from three distinct yet interconnected worlds:
law enforcement, industry, and academia.

In each of the labs, law enforcement officers collaborated with industry experts and academics to
identify contemporary policing challenges and explore ways to face such challenges. Through co-
creation, we ensured an easily accessible platform for everyone keen to contribute and share ideas,
comment on them, and address future problems and opportunities.

This section presents the co-creation labs in accordance with the order they appeared under the
INTERPOL World 2019 schedule of activities. Despite the shared format and structure of having a
moderator, speakers from law enforcement, academia, and industry, and audience members were
encouraged to actively participate in defining and driving concepts through to action. It should be
noted that each lab had their own characteristics in terms of audience composition, discussion flow,
and dominant themes. Thus, variation in the number of key recommendations, takeaways,
highlighted information, and identified INTERPOL projects related to the lab topics should be

expected.
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Cocreati on
speaker s:

Superintendent Justin
Burtenshaw,

Head of Protective
Security and Firearms,
Sussex Police (United
Kingdom)

Ms Brooke Tapsall,
CEO DroneALERT & Agis
(Australia)

Mr Ryan English,
CEO Flymotion (United
States)

moderator

Mr Mark Bond,

Principle consultant, The
institute for Drone
Technology (Australia)

Co-creation labs for Day 1 (2 July 2019)

1.

The speakers discussed the most salient issues pertaining to UAVs as

Drones

threat, tool, and opportunity for law enforcement and

attempted to address questions on promoting safe flying

and countering drone exploitation.

Drone data use in digital forensics was also discussed:

1 Data information can be used for sharing and planning

1 Managing drone incident

1 Other agencies able to tap into the drone data

Key recommendati ons

1 Provide standard procedures and protocol countries
can follow.

1T Educate the public on the
consequences of drone use.

9 Build trust and understanding between law

enforcement agencies and the public in their use by
law enforcement.

Drones co-creation lab speakers

| NTERPOL

|l nnovat.i

i's acti
area of

Aer i al Vehi

Digital Forensics Lab (DFL)
produced a whitepaper on
drones (2018) and the
INTERPOL Framework for
Responding to a Drone
Incident 7 for First
Responders and Digital
Forensics Practitioners
(2019).

Furthermore, DFL organized
a number of meetings, such
as Drone Meeting - Lyon,
France 2017, Drone
Meeting- Colorado, USA
2018 (resulted in creation of
Drone Framework) and
Drone Expert Group -
Singapore 2019

vely
Un ma

0

c
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Cocreation
speaker s:

Mr Christopher M. Piehota,
Executive Assistant
Director, Science and
Technology Branch, FBI
(United States)

Mr Yuri Gubanov,
CEO, Belkasoft (United
States)

Ms Zsuzsanna Felkai-
Janssen,

Head of Sector and DG
Coordinator for Al,
European Commission
(European Union)

moderator

Mr Shong Ye Tan, Parnter,
Cyber and Digital Trust
Leader, PwC (Singapore)

Ms Zsuzsanna Felkai-Janssen,
Head of Sector for Migration and
DG Coordinator for Artificial
Intelligence at European
Commission Belgium: what are the
privacy and protection implications
to public safety and security?

2. Regulating Big Data

In today6 slata-centric society, the ability to serve and protect communities is contingent upon
access to data. Law enforcement agencies and legal representatives are not keeping up with the
speed of technological change, affecting their ability to use data efficiently.

Inevitable changes such as the deployment of 5G will only increase the amount of data at law
enf or c efmgenips.6Furthermore, changes in social attitudes have implications on how
police collect and use data. New technologies have better computing capabilities and thus can
perform better data gathering processes. However, there are expectations from the public on how
gathered data are used.

With the current challenges in handling big data, current laws and regulations across countries
do not cope with fast-paced changes in technology, and increase in data generation; Law
enforcement needs to work with their governments and respective stakeholders to develop
enhanced data management regulations and laws that improver access, analysis, and protection
of unstructured data.

Data and technology companies are capturing and using information like never before, and have
used the data to manipulate public opinion and target communications, but they at times are
reluctant to share identified criminal information under the guise of privacy. Building trust
collaboration and mechanisms for sharing of information is needed to ensure that community
public safety and security concerns are maintained.

Key recomnendati on

1 Create common principles and standards for big data usage between private
organizations and police

1 Develop improved standards and mechanisms for the sharing of data across countries
as required

9 Build the trust in data storage and usage across all key stakeholders.
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3. Partnerships

Borders do not exist for cybercrime, thus, partnerships and cooperation are crucial. Assistance
from private partners who have access to more information are also needed. According to the
speakers, law enforcement agencies certainly need to re-think the most prevalent paradigm:
policing do esxtldsivelylexeoud witltin national jurisdictions.

Challenges such as fast paced technology, lack of clear legislative and a clear policy framework
for the sharing of information, lack of trust between parties, limits placed on human resourcing and
budget, all present distractions to the effective and timely sharing of information that could prevent
harm and mitigate the impacts of crime across our communities.

We need to work together to make a difference focusing on proactive initiatives rather reactive
responses, so that we can disrupt criminal activity and mitigate harm.

Key recommendati ons

Create a framework to ensure a smoother transition of information flow
Bolster international partnerships especially in relation to tackling cybercrime
Increase partnerships with financial institutions

INTERPOL needs to raise cybercrime higher on its agenda

= =4 4 A -4

Come up with measures to bridge the gap between public sector and the industry

Police Commissioner, Kristin Kvigne, Head of Policing Department, National

Police Directorate, Norway

Cocreati on
speaker s:

Ms Kristin Kvigne,
Police Commissioner,
Head of the Policing
Department, National
Police Directorate
(Norway)

Mr Anton Shingarev,
Vice President for Public
Affairs, Kaspersky Lab
(Russia)

Mr Wouter Veenstra,
Head Outreach and
Partnerships, Global
Forum on Cyber
Expertise (GFCE) (The
Netherlands)

moderator

Mr Peter Brown,
Change Manager,
National Criminal
Intelligence System
Program, Australian
Criminal Intelligence
Commission (Australia)
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Cocreation
speaker s:

Mr Jon Rouse,
Detective Inspector,
Queensland Police
Service (Australia)

Ms Anna Borgstrom,
CEO, NetClean
Technologies
(Sweden)

Dr Michael Salter,
Associate Professor of
Criminology,
University of New
South Wales
(Australia)

moderator

Mr Paul Stanfield,
Director Organised and
Emerging Crime
Directorate, INTERPOL

4. Protecting Children

The co-creation lab participants discussed the following:

9 Lack of industry regulation: Tech companies not required to abide by proactive child protection
frameworks; industry aim to reduce liability and risk (rather than improve child safety) in
accordance with underlying business model (companies aim to make profits, not protect children)

1 Need for an integrated code of conduct, in order to facilitate introduction of legislation and
strengthening of legal power

1 Existing and future cooperation between the corporate world and law enforcement to deter crimes
committed against children

Key recommendati ons

INTERPOL should promote responsible use of technology

1 Encourage making use of technology (connectivity and Al) in investigation and prosecution
Industry should take the responsibility and be more proactive in the area of child protection,
introducing and promoting ethical leadership.

INTERPOLO&6s Child Sexual Exploitation ¢
images and videos and has helped identify 19,400 victims worldwide.
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5.. Artificial Intelligence

Fueled by t he three 4 Wdosity, vdlumey and
variety T Al tools are being deployed across the security sector.

INTERPOL
The speakers identified the following Al-based applications in
law enforcement: INTERPOL Innovation

9 Prediction and Analysis T automatic text analysis by Al (mainly Centre is also supporting
used by law enforcement) law enforcement efforts in
Recognition T video and audio analysis ensuring effective but
Exploration - surveillance on crime trends by using drones also ethical use of Al in
Communication policing. Th

Adaptive Policing Lab has

Law enforcement is indisputably one of the a r e en@ssimmediately affected by Al. It is L
the following initiative:

an active target and an area that is getting more vulnerable due to the increasing use of

Al for critical tasks. Al can help to close the information gap, as well as assist providers to 1 2nd INTERPOL-

better assess risk. UNICRI Al for Law
Enforcement Joint

Key recommendati ons Report (2019)

1 Create an Al security compliance programme in order to reduce the risk of Al-powered
systems attack and lower the impact of successful ones

1 Help to bring the infrastructure, such as legal, social, governance of models, testing,
transparency, and understanding, up to speed with the technical capabilities of Al

1 Encourage regulators to require compliance forl aw e n f o ruse efAksysterdissand
pre-condition for selling or creating systems for law enforcement

1  Encourage stakeholders to cooperate to employ Al for fighting crimes against children
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Al co-creation lab speakers and moderator

Al co-creation lab participants

1"'_,‘.‘?'0 ’ﬂf‘ﬁ

e ———

Cocreati on
speaker s:

Mr Lindeberg Leite,
Federal Criminal Expert,
Federal Police of Brazil
(Brazil)

Mr Hong-Eng Koh,
Global Chief Public
Safety Scientist, Huawei
Technologies Co Ltd
(China)

Mr Graham Ong-Webb,
Vice President, Head of
Future Technology
Centre, ST Engineering
(Formerly Research
Fellow, RSIS)
(Singapore)

moderator

Mr Irakli Beridze,

Head, Centre for Artificial
Intelligence and
Robotics, United Nations
Interregional Crime and
Justice Research
Institute (UNICRI)
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. 6. The Connected Car
Coecreati on

speaker s: The most significant benefits to automating cars is the ability to control the flow of traffic,
extended information captured, vulnerabilities in the system that can be exploited by criminals,

Chief Superintendent and to take responsibility for accidents caused by self-driving vehicles.

Yve Driesen,

Judicial Police, Belgian The speakers highlighted the following challenges for law enforcement related to autonomous

Federal Police (Belgium) cars:

Ms Rosita Jupri, Hacking
Reckless driving
Accident investigations

Terrorism

Cybersecurity, Principal
Engineer, TUV-SUD
Asia Pacific Pte Ltd
(Singapore)

=A =4 =4 A

Additionally, they also elaborated on the potential consequences of cyber attacks such as:
Mr Niels De Boer,

Driving function failure (e.g. brake systems
Programme Director, T 9 (e.g y )

CETRAN, Nanyang 1 Vehicle theft (e.g. lost of vehicle)
Technological University 1 Vehicle system failure (e.g. dysfunctional door locks)

i ata theft (e.g. personal data, vehicle data, classified data
(Singapore) 1 Data theft | data, vehicle data, classified dat
moderator 1 Commercial loss (e.g. brand damage, revenue loss)

1 Collision (e.g. liability questions, deaths or injuries due to collision)
Mr Peter Brown, . ) ) )
Change Manager, 1 Other system failures (e.g. manipulated navigation)
National Criminal
Intelligence System
Program, Australian
Criminal Intelligence
Commission (Australia)
Key recommendati ons Connected car meetings organized by the INTERPOL

Innovation Centre:

Provide operational technical support

All- knowl i . .
round knowledge assistance 9 Vehicle Forensic Expert Forum i Brussels, Feb 2019

Car Cyber Threats Expert Group i London, Sept 2019

9 Car Forensics Training for Law Enforcement i London,

Encourage active public-private partnerships

=A =4 4 =4

Develop measures against vehicle-related

cybercrime Sept 2019
1  Support an online platform where law enforcement
and private sector can share information without o

jurisdictional boundaries, in a secure and timely %ﬁi%;}?
manner

1 Develop Ethics and responsible guidelines for
industry and law enforcement to support policing
activities
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Cocreati on
speaker s:

Mr Patrick Stevens,
Director Counter-
terrorism Unit,
INTERPOL (Belgium)

Mr Walter Lee,
Government
Relationship Leader,
NEC (Singapore)

Mr Donato Colucci,
Senior Regional
Immigration and
Border Management
Specialist,
International
Organization for
Migration, Regional
Office for Asia and the
Pacific (Thailand)

moderator

Mr Ged Griffin,

Senior Research
Advisor, Centre for
Disaster Management
and Public Safety,
University of Melbourne
(Australia)

7.

ISIL/IDAESH 2.0

For a few years now, law enforcement has been expressing

concerns about foreign fighter returnees becoming active again

upon their release from prisons. Advising on this issue, security

experts are emphasizing the importance of accurate biometric

data collection. This co-creation lab focused on the use of

biometrics in countering terrorism. The lab speakers discussed

how to collect and use biometrics, and whether technological

improvements alone are enough.

Main themes discussed included:

Key

= =4 =4 =

Difficulties in data integration across different systems.

Issues of legacy systems, data migration, and
generational leaps must be treated as priority.

A need for clear rules of engagement and workflow for
authorization of access to data as key elements in
systems that can support inter-agency collaboration.
Effective counter-terrorism responses which require
collective and coordinated actions by states i what kind
of support and facilitation can relevant international and

regional organizations offer.

recommendati ons

Advocate for improving border management technology
Facilitate information sharing

Enable interagency collaboration

Build trust through assisting in developing national
strategies

INTERPOL

INTERPOL pioneered
military-to-law
enforcement information
exchange (Mi-Lex),
starting in 2005 with
Project Vennlig in Iraq,
and later in Afghanistan
through Project Hamah

Project FIRST (Facial,
Imaging, Recognition,
Searching and Tracking)
will also be a key area for
development at the
national level across the
G5 Sahel countries.

In addition, | NTERP
databases currently hold
details of more than

50,000 foreign terrorist
fighters, 3,500 bomb-
makers and some
400,000 pieces of
terrorist-related

information.
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Cocreation
speaker s:

Dr Madan Mohan Oberoi,
Executive Director,
Technology and
Innovation, INTERPOL
(India)

Mr Christian Karam,
Executive Director, CISO
APAC, UBS AG
(Singapore)

Mr Mark P. Pfeiffer,
Chief Visionary Officer,
SAIL LABS Technology
GmbH (Austria)

moderator

Ms Amelia Green, Chief
Digital Officer, PwC
(Singapore)

8. Data Fusion
Perhaps the infosphered snost difficult aspect to grasp is the sheer scale of data that feeds it.
Ninety percent of the data produced in the entirety of human history has been procured in the past

30 months. A data tsunami is brewing.

One of the biggest challenges law enforcement is facing is the development and implementation
of effective strategies for data sharing and management. The critical role of INTERPOL is to bridge
the private and public sector to create the means to build a circle of trust and initiate formal legal
frameworks.

Keyecommendati ons

F I NTERRBRG@Ilo plr @ vatdeu ggtl eocb al fo di entf foa marntair o m g .

F Agencies should i mprove the ways they |l ever
to filter false and unverified information.

Data fusion co-creation lab speakers and participants
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Cocreati on
speaker s:

Mr Craig Jones,
Director, Cybercrime,
INTERPOL (United
Kingdom)

Mr Naveen Bhat,
Managing Director, Ixia
Solutions Group, Keysight
Technologies (Singapore)

Dr Shenkuo Wu,
Law Professor, Beijing
Normal University (China)

moderator

Mr Ged Giriffin,

Senior Research Advisor,
Centre for Disaster
Management and Public
Safety, University of
Melbourne (Australia)

Cybercrime co-
creation lab speakers
and moderator

9. Cybercrime

The development of technological innovations, which facilitate everyday lives, also make a
significant contribution to criminality. Cybercrime, though not well defined to date, has become a
serious problem globally. Possibly the greatest concern to member countries, however, is the ability
of cybercriminals across the globe to use the internet for purposes of terrorism.

The expertsbegan di scussion with challenging cri mi

n a

case of Atoo little, too | ated. Changing defin

and effective ways of collaborating with the industry were among the key points of this exchange.
Speakers tackled issues of improving governance in the security and defense sectors through
strengthening of institutions, cross-agency collaboration to combat transnational threats including
transnational organized crime, trust-building actions, and mutual understanding on common
defense and security challenges.

Key recommendati ons

1 INTERPOL - Regional desks i more cooperation and sharing between member counties and
INTERPOL to support the outcomes and needs of all stakeholders
Provide operational support but also all-round knowledge assistance

1 Promote ethical and responsible behavior of industry to support law enforcement operations
An online platform where law enforcement and private companies can share information without
jurisdiction boundaries, in a secure manner knowing that the information comes from a legitimate

source.
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speaker s:

Mr Derek Bassler,
Special Agent and
Program Manager,
Homeland Security
Investigations, U.S.
Immigration and Customs
Enforcement (United
States)

Mr Mark Robinson,
Director, Global Security
APAC, Pfizer (member of
INTA) (Thailand)

Prof Kwok Yan Lam,
Professor, School of
Computer Science and
Engineering, NTU
(Singapore)

moderator

Mr Wayne Towson,

Senior Director, Global
Security, Threat
Intelligence and
Information Sharing, Abbott
Laboratories (United
States)

10. Counterfeits

lllegal online pharmacies pose a threat to the public by providing easy access to substandard,
counterfeit, and falsified pharmaceuticals.

The involvement of organized crime in this type of trafficking requires close international police
cooperation to identify the criminal networks engaged in this crime.

Speakers highlighted the emerging trend of using blockchain for industry sensitive assets, at the
same time agreeing that while this solution can help to weed out some of the rouge traders, it will
not solve the problem. Blockchain is currently deemed to become the way forward to secure the
supply chain ecosystem and increase traceability and authentication of products.

Currently, several companies are already working together on developing an interoperable
transparent system which can identify all parties involved in the transaction up to the pharmacy
level and secure immutable audit trails.

Key recommendati ons

1 Establish working groups involving regulators, academia, and law enforcement agencies.
Encourage and support implementation of international standards of proving authenticity.
1 Consideration be given to understand why there is a need for blockchain in these

circumstances and for the process to go across the entire product supply chain.
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Cocreati on
speaker s:

Deputy Commissioner
Destino Pedro,

Head, National Central
Bureau of Luanda, Angola,
Criminal Investigation
Service and INTERPOL
Executive Committee
Delegate for Africa
(Angola)

Mr Terry Loo,

Vice President of Sales,
APAC, Cellebrite
(Singapore)

Dr Shashi Jayakumar,
Head, Centre of Excellence
for National Security
(CENS), S. Rajaratnam
School of International
Studies (RSIS), Nanyang
Technological University
(Singapore)

moderator

Ms Cheryl Chung,
Co-Director Executive
Education Department,
Lee Kuan Yew School of
Public Policy, National
University of Singapore
(Singapore)

Ms Cheryl Chung, moderating the co-creation lab

11. Future Capabilities and Cultures

The public safety landscape is transforming at speed and scale, requiring police forces to upgrade
or change existing workforce strategies, and reconsider essential policing skills. In this co-creation
lab, speakers tried to answer the following questions:

l dentifHaocwtd @amw enf ouscee nteenchnol oignyditvoi diudaelnst? f y

I ntel iHpewvn¢® make waetofpbogi de@a good intellig

Il nvestiWhati omanskkeeofh@&dluto @id investigation

OperaffHowst o use technol ogy to serve as road

Cooperation amdP acrotlinlearbsohriapt iwi t h ot her agenci es

Five challenges that the law enforcement will be still facing in the near future were identified:

Encryption

Vol ume bdDiiampeéemi ng effective and ot
3. Var iieitayr eased oVaraipptly cati oendedi Wg@vcdwsemtsl

todlnsef fective

4. Vel oichdtya ameg Isd or ed -éxi grtheeqrgl lact ui do n
admi tted as evidence in court

anal ysi s

tnhaeyno p b e

5. Vol atliawtgnf orcemdntcilpavte ttdearmMynamic chan:

Keyecommendati ons

1 Law enforcement agencies need to understand how their industry partners operate in order
to jointly identify effective solutions for sensitive issues.

1 INTERPOL should focus on emphasizing the importance of continuous training process to
updatel aw enf or c e mskileet andaddptior & mew echnologies.

1 Police agencies should be innovative, agile and build networks with industry to maintain a

competitive edge in crime fighting
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Cecreation
speaker s:

Assistant Commissioner
Jevon McSkimming,
New Zealand Police
(New Zealand)

Mr Matt Service,
CEO, Blue Lights Digital
(BLD) (United Kingdom)

Mr Kee Hean Soh,
Director, Home Team
School of Criminal
Investigation, Singapore
Police Force and Senior
Director Technology
Development, Home
Team Academy
(Singapore)

moderator

Dr. Karene Saad,
Head of Strategic and
Business Planning,
INTERPOL (Canada)

12. Training Delivery for the Future

Can training be assisted through technology? How does mobile technologies, VR, and applications
aid and improve training processes? The three speakers examined the evolution of law enforcement
learning from being lecture based to leveraging pedagogy through advanced solutions such as
Virtual Reality Crime Scene Training to meet current needs.

New technologies opened vast opportunities for trainers, moving the teaching process away from
the classroom and changing its nature from trainer centric to learner centric (peer-to-peer learning,
expert learning), with trainers becoming facilitators.

Speakers highlighted that mobile learning is also supplementary training. It allows trainees to learn
at their own pace. Mobile technology enhances the speed and scope of trainings, ensuring a tight
operations-training loop. Finally, data analytics allow trainers to draw insights, study trends, and
seek improvements to make training better.

According to the speakers6assessment, big trends in training delivery for the future include:

1 Artificial Intelligence: interview avatars able to train officers in criminal investigation

1 Simulation Technology, which is configurable and recordable. Training can be recorded for
after-action review, which allows for more avenues of discussion and greater areas for
improvement. Simulation allows the application of realistic scenarios resulting in more
impactful and effective training.

1 Bespoke learning design
Scenario-based learning T training should be delivered in the classroom using credible,
current, and contextual scenarios to underpin learning

1 Emulated environments, allowing users to interpret data and consider diverse ways to apply
it

1 Ethics training and raising awareness of potential biases

recommendati ons

1 INTERPOL should facilitate the accessibility of tools and methodologies for all the member
countries.

1 Setstandards, identify and share best practices across law enforcement to improve training
quality

1 Ensure that training technology should encourage participants to identify and tackle
inherent biases
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speaker s:

Mr Berndt Koerner,
Deputy Executive
Director, European
Border and Coast Guard
Agency, Frontex
(European Union)

Mr Michael O6 Co nn e
Vice President and
Executive Advisor, NEC
Corporation (United
Kingdom)

Dr Urszula
Mlodziejowska-Seredyn,
Academic Teacher and
Researcher, Radom
Academy of Economics
(Poland)

moderator

Mr Harald Arm,
Director, Operational
Support and Analysis,
INTERPOL (Germany)

13. Border Security

The speakers discussed how future border controls will improve the reliability of individual
screening, safety of travel between countries, and help to eliminate the threats of domestic attacks.

Human training and knowledge must not be forgotten despite the abundance of technologies. Law
enforcement officers should be able to step up and take control during power or machine failure. In
the next five years, law enforcement need to strike a balance between developing technological
capabilities and training competent officers to identify suspicious travelers.

Relfecti on from the | ab

Organizational changes are just as important as technological developments. The ability to change

0 n emnirgset when needed is crucial.

Key recommendati on

1 INTERPOL should continue facilitating the cooperation of law enforcement agencies
regarding data sharing on profiling.

1 Focus should always be on finding the balance between technology and human factors in
the monitoring and management of borders, a plan for continual development in preparation

of the digitalization of identification documents.
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speaker s:

Dr Patrick Voss De-Haan,
Head of Cybercrime
Research,
Bundeskriminalamt
(Germany)

Mr Daniel Faggella,
CEO and Founder, Emer;j
Artificial Intelligence
Research (United States)

Mr Toufi Saliba,
CEO, Toda Network
(United States)

moderator

Dr. Karene Saad,
Head of Strategic and
Business Planning,
INTERPOL (Canada)

Mr Toufi Saliba renowned global
expert in cryptography and
artificial intelligence briefs the co-

creation lab

14. Deepfakes

Audio and video files that have been constructed to make a person appear to say or do something
that they never said or did might be the next big threat targeting the cohesion of societies. With
artificial intelligence-based methods for creating deepfakes becoming increasingly sophisticated
and accessible, new challenges for law enforcement, policymakers, and technology experts arise.
The speakers discussed how the ability to distort reality has taken an exponential leap forward with
technology and how the popularity of social media and the availability of a multitude of
communications tools could allow for deepfakes to spread rapidly. The challenges are two fold,
not only the reality can be manipulated and promoted for a nefarious purpose, but technology can
be used and adopted to manipulate current safety and security protocols, allowing people, to
purport as being people that they are not through the manipulation of Al systems linked to facial
and fingerprint identification. If you cannot believe what you see or hear, what can you believe?

Keyecommendati ons

1 The public needs to be informed and kept up to date about threats related to deepfakes

1 Deepfakes will be harder to overcome in the future i guidelines for recognizing them and
tools for examining and verifying sources are needed

1 Develop a strategy through design for the identification and tagging of deepfakes as they
appear and sharing this information with the information with all persons that view or listen

to the content.
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speaker s:

Mr Heiko Schneider,
Chief Police Officer,
Management Support
Unit, Bundeskriminalamt
(Germany)

Mr Dongwook Kim,
Networks Technical
Specialist, GSM
Association (Republic of
Korea)

moderator

Mr Ged Griffin,

Senior Research
Advisor, Centre for
Disaster Management
and Public Safety,
University of Melbourne
(Australia)

A plan being developed by the co-creation lab

15. 5G

Due to a much higher bit rate, the ability to support a larger number of mobile devices, and a smaller
cell size, the deployment of 5G networks is expected to revolutionize many of law enforcement
applications. Together with the emergence of low-cost 10T devices and availability of pervasive
cloud services, 5G networks are expected to enable many innovative law enforcement processes
and enhance existing operations of police organizations in a cost-effective manner.

5G isreally the last barrier to scale T it can scale threats but also opportunities, for example, greater
integration of it with loT technologies. Challenges ahead of law enforcement include lawful
interception, identification and localization of users, availability and accessibility of information,
decryption, and the ability of analyzing an expediential quantities levels of data in real time, to
identify and potentially mitigate threat.

In overcoming these challenges a clearer understanding of what is relevant and irrelevant data
traffic through these networks and how enhanced technology including artificial intelligence can be
used by law enforcement to make sense of information quickly for pertinent investigations and
policing operations.

recommendat.i

Key ons

1 Law enforcement needs to prepare for the new wave of data challenges that will emerge
with the rollout of 5G technology globally

1 INTERPOL should become a key platform to discuss the threats and opportunities brought
about by 5G

1 INTERPOL should also work on developing best practices and guidelines and create a
knowledge hub for the member countries, linking them with industry and regulators.

1 Plans need to be considered by policing agencies to take advantage of 5G technology to
digitally transform policing practices and activities.
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speaker s:

Ms Pauline Yee,
Director, International
Organisations and
Security Directorate,
International
Cooperation and
Partnerships Division,
Ministry of Home Affairs
(Singapore)

Mr Christopher Brand,
Director and Country
Manager, Axon Public
Safety Northern Asia
(China)

Assoc Prof Abhishek
Singh Bhati,

Campus Dean, James
Cook University
(Singapore)

moderator

Mr. Peter Brown,
Change Manager,
National Criminal
Intelligence System
Program, Australia
Criminal Intelligence
Commission (ACIC)
(Australia)

16. Community Participation

Despite the immense potential of citizen capital in fighting crime and creating safe neighborhoods,
only a small fraction of citizens actively participate. The speakers, examined attitudes toward citizen
participation and the relationship between different types of participation groups their behavior and
needs and how best that they should be engaged and communicated with to optimize the benefit
for law enforcement and the broader community. Community partnerships, the use of social media,
the emergence and use of mobile application tools, are just some of the current strategies in place
that have had mixed results. Capabilities such as geo fencing potentially provides additional
capabilities for law enforcement agency to reach out to specific community members within a
designated area and seek their support and information. It was evident during the discussion that
any solution was not purely a technology one, but to ensure any strategy maximized the outcomes
and opportunities a more integrated strategy was required involving broad community engagement
across various diverse groups with varying needs, a clear public messaging method that provides
information but also seeks help espousing the broader community needs, and innovating
application of technology that links not only social media mass information collection but
personalized to each member of the community.

Key recommendati ons

I Broader community engagement aimed at developing trust in how and why information is
collected and what it will be used for

1 Communities should be empowered to use tools for information and evidence submission
as part of a broader social conscious of going the right thing, and protecting the community
and other citizens

1 Establish a system that identifies the diverse needs of the community (e.g., community), so
that messaging can be tailored and targeted to meet their needs.

Community participation co-creation lab speakers and moderator
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17. Financial Crime

Cecreation . . . .
Speakers discussed how law enforcement and industry can promote robust discussions between

speaker s: _ : _ : , : ,
P private and government bodies while dealing with multi-jurisdiction cooperation and sharing

Mr Jamil Darwish, information between various banks while protecting customers.

Senior Director,

Automatic Data Trends and Threats

Processing (ADP)

(France) 1 Prominent actors increase global operations, emerging actors go international with

purchases being made through the Darknet
Mr Oleg Gorobets,

_ _ 1 Supply chain attacks on the rise, with fin-tech startups, traders and cryptoexchangers
Security Evangelist,

Kaspersky Lab (Russia) drawing extra interest
1 ATM Malware flourishes: only recently analysts described 6 new families; older families are

Dr John Coyne, constantly updated, infections via banks network compromise

Head of Border Security Attacks on cryptocurrency traders and exchange are on the rise

Program, Australian

. . . 1 Focus on cryptovaluables
Strategic Policy Institute

(Australia)

moderator .
Key recommendati ons

Ms. Denise Lim,

Partner Risk Assurance F Financi al institutions should be more proac
PWC (Singapore) with | aw enforcement agenci es
F There should be a better framework in place
regions to share darta awgdrhncileasv enf or cem
F Financi al institutions and | aw enforcement
types of online financi al crimes as a coll e

Ms Denise Lim moderating Co-creation lab speaker Mr Jamil Darwish
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speaker s:

Mr Tim Morris,

Executive Director Police
Services, INTERPOL
(Australia)

Mr Ami Braun,

Vice President, Cyber
Technologies and
Solutions, AddOn APAC
Innovative Solutions
(Israel)

Dr Eleanor Hobley,
Head of Research, Big
Data, ZITiS (Germany)

moderator

Mr Matias Heilala,
Director Business
Innovation Lead, PwC
(Singapore)

18. Partnership with Big Data

Does data-driven policing mean aggressive police presence and increased surveillance of

communities?

Predictive policing and data matching solutions i this is the current picture of big data in the world
of law enforcement. It is still in its infancy but there are already opportunities for data use and study.
The
This big data arises from the expanded ability to collect, store, sort, and analyse digital clues about

core of pol i enableg dyssocfalunediar sensdrss andlsarvedlance sources.

crime.

The speakers discussed opportunities and obstacles for law enforcement agenciesopartnerships
with big data developers and solution providers.

Dr Eleanor Hobley briefing the co-creation lab

Key recommendati ons

1 Support for national agencies through the creation of standards for getting data for
investigation

1 Support the quality setting for data sharing framework and protocols which can be between
and within countries. Second is a center of excellence for integrating technology with law
enforcement. There is a fair bit of technological advancement in the private sector and
INTERPOL could assess the value of new technologies for law enforcement. INTERPOL
can be the center of innovation to share new technologies to various countries.

1 INTERPOL could collect common problem statements from different law enforcement
agencies so that they can make collective investments in solving issues.
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speaker s:

Mr Jerry Innocent Akubo,
National Technical Officer
and Drone Expert, Nigeria
Police Force (Nigeria)

Dr Nadia Maaref,

Director, Maritime
Surveillance, Collecte
Localisation Satellites (CLS)
(France)

Assoc Prof Robert Beckman,
Head, Ocean Law & Policy
Programme, Centre for
International Law (CIL),
National University of
Singapore (NUS)
(Singapore)

moderator

Mr Daoming Zhang,
Assistant Director, lllicit
Markets, INTERPOL (China)

19.Marine Pollution Crime

With 8 million items of marine litter entering the oceans every day, marine pollution crime pose
significant threats to human, environmental, and economic security, negatively impacting
sustainable development. Technologies such as drones, AlS and satellite imagery, side looking
airborne radar (SLAR), electro-optical infrared cameras (EOQ/IR), infrared/ultraviolet line scanner
(IR/UV), night vision cameras, Sulphur sensors play a key role in detecting offshore marine
pollution offences. The speakers discussed the following items:

1) Technologies to track vessels, containers and hazardous cargo must be improved.

2) International Maritime Organisation (IMO) conventions on ship-source platform must be
strengthened. There is a need for new legislation to address pollution of the marine environment
from land-based activities.

4) Agencies at national, regional, and international levels must coordinate their activities and
not operate in silos. Furthermore, speakers highlighted the need for better coordination between
INTERPOL, UNODC, UNEP, IMO to address marine pollution crimes. Regional centers should
coordinate the activities aiming at the enhancement of information sharing between states.

5) New technologies will not solve the problem if the legal issues and coordination issues are
not addressed.

6) Need for more deterrent measures to prevent people from committing offences.

Keyecommendati ons

Z Newecthnol ogi es have been useful in addr ess|
becaamepart of a robust, comprehensive deter
F Countries where the use of technology agair
are also countries with the greatest complii
Z New technologies wilm mndt | ®glave amhle cpoo il
addressed. Therefore, there is a need for
countries, and intelligence sharing.

Click on the photo to learn
about I N
Operation 30 Days at Sea

mor e



https://www.interpol.int/fr/Actualites-et-evenements/Actualites/2018/Marine-pollution-crime-first-global-multi-agency-operation
























































































