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and to thank theitrusted private partner Gemalfor their generous financial and technical contributions

which made possible the organization of trHie-trainer sessions in theatin American, Europeamd

Central AmericalNTERPOL statutory regions.

Gemaltd Ay @I f dzZ 6t S -t s kdiappieSiatebayidRreadhgti2participants from 18
INTERPOL member coundri threetraining initiatives that took place ldruguay(December 2015),
Bahamas (December 2017) and Romania (Septembe).2018

In particular, INTERPOL would like to acknowledgadiiee support and commitment of the following
partners which provided excellent organization and dedication to the police profession throughout the
training events:

i INTERPOL National Central Burediantevideo;
1 INTERPOL Namnal Central Bureau in Nassau
1 INTERPOL blznal Central Bureau in Bucharest

We recognize that mulgultural exchange of views and expertise is essential in police traihiagefore,

INTERPOL and Gemalireatly gopreciate the contribution ofpproximatlyl00 border control officers,

immigration officials, investigatgrdocument expertand forensic document examiners frdf member

countries:ArgentinaAlbania, BahamaBplivia, BraziBulgariaCosta RicaolombiaDominican Republic,
JamaicalMexico,Moldova,ParaguayRomaniaParaguay, Per&erbia andJruguay.
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operational assistandhrough its standardized training programmes and reference materials in the area

of counterfeit currency and security documents. These training courses are delivered worldwide to forensic
document examiners, border control officers, immigration officradsposecutors, and they complement

the forensic, operational and technical support that INTERPOL provides in this domain.

It is essential to equip the law enforcement community and other relevant pgrgesh as financial
institutionsg with the knowlelge, skills and best practices to successfully detect and investigate travel and
identity document fraud. Targeting a mixed audience of law enforcement officers has proved efficient,
especially in police training, as it fosters personal contacts and congnommds of institutional
understanding.

INTERPOL has implemented a number of training courses and seminars, often in partnership with the
private sector and other international organizations, which combine to form a comprehensive capacity
building programme. These initiatives proved to be effective in reducing the threat of identify related
crimes and supporting efforts in preventing crbssder crimes worldwide. The ultimate goal is to enhance
knowledge and encourage innovation, in orgteturn training into operational practice.

Identity and travel document fraud

The fraudulent use of identity and travel documents presents a threat to the security of countries and their
citizens, the economy, and global commerce, as it facilitateéda range of crimes and terrorism.
INTERPOL provides a number of specialized tools for the law enforcement community to help detect
fraudulent documents, and works with partners in different sectors to improve the level of security of
official documentsBoth false and genuine documents are used to perpetrate a variety of frauds, which can
be classified in the following sehtegories:

False documents

Counterfeit¢ a document that constitutes an unauthorized reproduction of a genuine document. These
doauments are not legitimately issued by the recognized authority nor are legitimately manufactured.

Forgery typically based on a genuine document, a part of which has been fraudulently substituted, altered
or added to give misleading information about the person that presents it.

Pseudo documert a document produced with no authority and which is not iatfic recognized. They
can occur in various forms and may have the physical appearance of a passport on an ID card.



Genuine documents

Fraudulently obtained genuine documentn authentic identity or travel document obtained through
deception by: submifm of either false or counterfeit documents, cooperation of a corrupt official or
impersonation of the rightful holder of a genuine document.

Misuse of a genuine document through deception by a person assuming igentitynonly known as an
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document.Often, the biographical details and photograph resemble the imposter, helping him or her to

pass as theghtful bearer.

INTERPOL Travel and ID Document Reference Centre

Document verification and authentication are crucial in ensuring that the documents presented are both
genuine and presented by the rightful holder. These documents are not only used for travel, but in any kind
of fraud where identity is an issue. With mpahousands of different identity and travel documents in
existence it can be a challenging task to differentiate between false and genuine document.

Through its secure global police communications system databases INTERPOL provides a number of tools
to assist the law enforcement community in identifying counterfeit, forged and fraudulent identity and
travel documents. INTERPOL assists member countries in allowing instant access to its databases and
reference libraries by firdine checks and secoslitheinspection at airports, sea ports and border crossings

as well as forensic laboratories.

Stolen and Lost Travel Documents Dataffsis€D)this is INTERPOL's unique database of lost/stolen, stolen
blank and revoked travel documents, containing mbag 80 million records reported by 174 INTERPOL
member countries.

DiatDoc Digital INTERPOL Alert LibBogument is a joint GANTERPOL initiative, which allows countries
to share at global level alerts produced nationally on newly detected formsuhdotcounterfeiting and
is containing abou?,500alerts from 18 member countries

EdisonTD Electronic Documentation and Information System On investigation Netwinkexformation
on Travel Documents. This reference tool contains images of apptelyimé&00 genuine travel and
identity documents from 206 countries and organizations.

DISCS Document Information System for Civil $Status orline information system that consist of an
electronic database for civil status documents and as of today it contains around 2,500 types of certificates
to include birth, marriage, death, identity, citizenship, etc.



Train -the-trainer programm e

INTERPOL and the United Nations Office on Drugs and Crime (UNODC) have develofieettsairesn
programme and accompanying guide entitletioduction to Security Document Examination

The goal is to develop the knowledge, skills and abditig® target audience on how to recognize illegally

created security documents or the fraudulent use of genuine security documents. In addition, the training
programme aims to increase communication and intelligence sharing among border and immigration
control officers, forensic personnel, prosecutors, the judiciary and other relevant parties. Comprising
several modules and practical exercises, the programme covers topics such as personalization and printing
techniques, security features, types of docum@tNJ dzZR>X AYGSNYy I GA2yFf O22LISN
specialized databases including Edison TDPDB@bnd DISCS.
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shared their newly acquired skills and knowkegvith colleagues in their home countries.

In 2015, we started partnering with and attracting funds from private companies in the security printing

and forensic equipment industry, with the aim of conducting several regionattteairainer cairses for
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those regions and backgrounds that are lacking in resources. The number of officials being trained has
tripled over a five year period, while thember of training courses delivered has increased from three per

year to 10 per year.




Training activities with Gemalto

Gemalto collaborates regularly with INTERPOL in providing tools, training and expertise to member
countries for the detection and prevention of counterfeiting currency, travel and identity documents.

Since 2015, Gemaltiinancially and technidly supported anumber of threeregional trairthe-trainer
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Expert presentations on the latest developments in the field of document authenticity verification,
including exprss and advanced document examination devices and its accompanying software.

- Montevideo, Urguay (December 2015
- Nassau, Bahamas (Decembedy)
- Bucharest, Roman{&eptember 2018

The specific training components focus on enhancing regional expertise detection of fraudulent
travel documents andpsfar, benefitted a number of 1Qgarticipants from police, immigration, customs
and border security agencies, forensic document laboratories d@mdnat investigation units in 18
INTERPOL member coundrisMuch value to the training was added through the involvement of the
training participants, both through formal presentations on the specific country situation in each
represented country and through active participation.

During thethree-daytraining,several modules and prézal exercises are being presentedch as:

Basics in security documents examination

Security printing techniques and personalization techniques

Security features on unfamiliar security documents

Classification of securifgatures with reference to glossaries

Safety features in the security paper

Equipment for security documents examinat{erpress and advanced document verification)
Machinereadale travel @cuments

Passport production process

Automatic verification dfavel documents with passport readers

Document authenticity verification device

Facial identification process

Elearning modules on security document examination and impostors

International cooperation, databases (SLTD, EDISON TD,m480fs) andreference materials
Pre and post test as well as practice with reference materials (IDs & Passports specimens) and
equipment (combined magnifiers, document verification system)
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Gemalto and INTERPOL exptevideo Uruguay Group photdVontevideg Uruguay
(December 2015 (December015)

The practical eetcises were conducted with INTERB@LGemaltdraining tools, reference materials and
equipment (combined magnifiers, document verification system and many specimens of genuine and
counteffeit security documents: IDs & passports).
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Participantsand Gemalto expeét the training in Montevideo, Uruguay (December 2015)

It has allowed participants to work with different light sources (UV 365, 312, 254 nm, transmitted, retro
reflective, infrared) in order to identify the different type of security elements contained in security
documents.
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Participants at the trining in ucharest, Romanie
(September 2018)

Gemalto Expert and participants at the trainingBincharest, Romania (September 2018)



Border control activities

During the first joint traisthe-trainerinitiative, INTERPOL and Gematadf have been inviteth a tour of
the International A&port in Montevideo, Urguay where theywere informed about the responsibilities of
the frontline officers such as border control officers whose responsibilities include the rapid and high

volume inspection of passports or various ID duoents presented by travelers.

Border controctivitiesat the International Airport iMontevideg UruguayDecember 2015

Theywere informed that the border officials do not have the direct access to the INTERPOL Travel
Document and ID Reference Center (SLTD, EOIB@nd Didbog.
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INTERPOL and Gemadtgerts at the International Airportifontevideg UruguayDecember 2015



